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RESUMO

Garantir a qualidade de Sistemas Altamente Configuraveis (do inglés Highly Configurable Systems
(HCSs) durante sua evolugio e manutengio é um desafio. A medida que um HCS evolui, novas
funcionalidades (Do inglés features) sao adicionadas, alteradas ou removidas, o que torna o Teste
de Regressao (do inglés Regression Testing, RT) uma tarefa dificil, ainda mais em um cendrio de
evolucdo em que sdo adotadas praticas de Integragdo Continua (do inglés Continuous Integration, CI),
o teste estd normalmente sujeito a algumas restricdes de tempo, o chamado orcamento de teste, e €
necessario um feedback rapido sobre a execucdo do teste. Assim, as técnicas que demoram demasiado
tempo a executar ndo sdao adequadas. Para enfrentar estes desafios, existem na literatura algumas
abordagens que aplicam diferentes técnicas de RT, tais como Sele¢do de Casos de Teste (do inglés
Test Case Selection, TCS) e Priorizagao de Casos de Teste (do inglés Test Case Prioritization, TCP)
no contexto de CI. No entanto, a grande maioria dessas abordagens ndo considera as particularidades
dos HCSs. As abordagens existentes dependem normalmente de artefatos como o Feature Model,
que na maioria dos casos ndo estdo disponiveis ou ndo sdo atualizados. As abordagens que podem ser
utilizadas sdo baseadas em alteracdes de arquivos e funcionam apenas para a linguagem Java. Dadas
estas limitagdes, este trabalho tem como objetivo investigar as vantagens da aplicac@o de abordagens
de RT orientadas a feature durante o processo de evolucdo de HCSs. A feature é um conceito chave
para os HCSs, e a hipdtese deste trabalho € que uma abordagem orientada a features pode selecionar e
priorizar casos de teste de uma forma rentdvel. Para investigar essa hipétese, propomos a FeaTCSP
(Feature-oriented Test Case Selection and Prioritization for Highly Configurable Systems), uma
abordagem orientada a feature que permite o uso das técnicas de TCS e TCP considerando a evolu¢ao
das feature do HCS no espago e no tempo e as restrigdes de um ambiente de CI. Esta abordagem
recebe como entrada um arquivo de configura¢do contendo os caminhos para o cédigo fonte da HCS
e a pasta de casos de teste, e engloba passos diferentes e independentes, que podem ser executados
pelo testador de acordo com os seus objetivos. A FeaTCSP produz diferentes relatérios: as linhas
de coédigo que correspondem a cada feature , as linhas exercitadas por cada caso de teste e 0s casos
de teste ligados a cada feature. Orientado por estes relatdrios, o testador pode utilizar a abordagem
para selecionar um nimero reduzido de casos de teste, para produzir um rank de prioridades para a
execucdo dos casos de teste, ou para produzir um rank para o conjunto de testes reduzido selecionado
anteriormente. Todas as formas de utilizacdo da FeaTCSP sdo avaliadas utilizando o Libssh, um
HCS indistrial de c6digo aberto em constante evolug@o. Os resultados mostram a aplicabilidade da
abordagem e que esta contribui para o RT em HCSs. Em todas as utilizacdes, FeaTCSP apresenta
melhor desempenho do que uma baseline orientada para alteracdes de arquivos. Neste sentido,
FeaTCSP contribui para escolher um conjunto reduzido de casos de teste sem comprometer a
qualidade do teste em termos de falhas. Além disso, a utiliza¢do da técnica TCP tem como objetivo
a deteccdo precoce de falhas, reduzindo o tempo gasto na execucao dos testes.

Palavras-chave: Sistemas Altamente Configurdveis, Teste de Software, Integracao Continua



ABSTRACT

Ensuring the quality of Highly Configurable Systems (HCSs) during its evolution and maintenance
is challenging. As an HCS evolves, new features are added, changed, or removed, which makes
the Regression Testing (RT) a hard task, even more in an evolution scenario where Continuous
Integration (CI) practices are adopted and updates are frequent in different cycles of integration,
built and testing. In CI environments, the test is usually subject to the some time restrictions, the
so-called test budget, and rapid feedback on the test execution is required. Then techniques that
take too long to execute are not suitable. To address these challenges, in the literature there are
some approaches that apply different RT techniques, such as Test Case Selection (TCS) and Test
Case Prioritization (TCP) in CI context. However, the great majority of these approaches do not
consider HCS particularities. Existing approaches usually rely on the artifacts, such as Feature
Model, which are not in most cases available or updated. Approaches that can be used are based on
file changes and work only for Java language. Given these limitations, this work aims to investigate
the advantages of applying feature-oriented RT approaches during the evolution process of HCSs.
Feature is a key concept for HCSs, and the hypothesis of this work is that a feature-oriented approach
can select and prioritize test cases in an cost-effective way. To investigate this hypothesis, we
propose FeaTCSP (Feature-oriented Test Case Selection and Prioritization for Highly Configurable
Systems), a feature-oriented approach that allows the use of TCS and TCP techniques considering
the evolution of the HCS features in space and time and the restrictions of a CI environment. This
approach takes as input a configuration file containing the paths to the source code of the HCS and
the test case folder, and encompasses different and independent steps, which can be executed by the
tester according to her(him) objectives. FeaTCSP produces different reports: the lines of code that
correspond to each feature, the lines exercised by each test case, and the test cases linked to each
feature. Oriented by these reports, the tester can use the approach for selecting a reduced number
of test cases, to produce a prioritization rank for executing the test cases, or to produce a rank for
the selected reduced test set. All the ways of using FeaTCSP are evaluated by using Libssh, a
real open-source HCS in constant evolution. The results shows the applicability of the approach
and that it contributes to the RT of HCSs. In all uses, FeaTCSP presents better performance than
a baseline oriented to file changes. In this sense, FeaTCSP contributes to choose a reduced test
case set without compromising the testing quality in terms of failures. Moreover, the use of TCP
technique aims to provide early failures detection, reducing the time spent for test execution.

Keywords: Highly Configurable Systems, Software Testing, Continuous Integration.
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1 INTRODUCTION

Software systems must be designed to meet the demands and requirements of users and customers.
However, by nature, users/customers have different needs, mainly related to their business domain,
organizational process, environment restriction, and specialized hardware devices. Currently,
software systems must take into account these differences in needs and operate on them, in
order to be successful systems. Software Product Line (SPL) is an approach for developing
and managing family of software products that can be customized with different configurations
(variabilities), while common software assets can be reused in a systematic and disciplined
way (Van der Linden et al., 2007). SPLs are generally implemented as Highly Configurable
Systems (HCSs), using different configuration options and applying strategies such as conditional
compilation, conditional execution or, build systems-to create custom system products, also
known as variants (Mukelabai et al., 2018; Von Rhein et al., 2015).

With the widespread adoption of the agile paradigm, most software organizations adopt
Continuous Integration (CI) practices in the software development (Lima and Vergilio, 2020b). A
CI environment allows more frequent integration of software changes, making software evolution
faster and more cost-effective (Zhao et al., 2017). This is because CI environments automatically
support tasks such as the build process, test execution, and test results reporting, allowing
engineers to merge code that is under development or maintenance with the mainline code base
at frequent time intervals (Duvall et al., 2007). The results are used to solve problems and find
faults. Then, to provide quick feedback is essential to reduce development costs (Jiang and Chan,
2016). During the software lifecycle, continuous changes occur, whether in the system itself
or in its environment. The numerous changes made to the software can make it more complex
and different from the original design, decreasing the quality of the software. After the changes,
software engineers must perform Regression Testing (RT) to confirm that the changes have not
adversely affected existing system features. However, RT is an expensive task (Yoo and Harman,
2012).

A common approach to RT in practice is retest-all, which is to rerun all tests, sometimes
including those that do not specifically cover the parts of the software affected by the changes.
However, to make regression testing more efficient, only the relevant minimum set of tests that
adequately cover the changes should be selected and run. Although the retest-all approach is easily
automated, selective regression testing is mostly a manual process done by developers/testers
and, therefore, often unsystematic and subject to subjectivity. As test suites grow in size over
time, introducing redundancy, manually selecting a suitable non-redundant set of regression tests
soon becomes inefficient and impractical (Marijan et al., 2019). This is especially evident in CI
development, where regression testing is performed as part of a development iteration limited to
a specific duration, the test budget. Because these interactions are short, less time is available for
testing, making it difficult to select regression tests using a manual approach.

To automate RT tasks, we found in the literature three basic RT techniques are used(Yoo
and Harman, 2012): (i) Test Case Minimization (TCM) usually removes redundant test cases,
minimizing the test set according to some criteria; (ii) Test Case Selection (TCS) selects a subset
of test cases, the most important for testing the software; and (iii) 7est Case Prioritization (TCP)
attempts to reorder a set of tests to identify an ideal order that, ideally, maximizes early fault
detection.

These RT techniques have been explored and adapted for the CI context (Lima and
Vergilio, 2020b). However, few of these works consider HCS particularities. HCSs are complex
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and predominantly configurable software, which means that they incorporate a series of options
(a.k.a., features) used for software customization. This allows different functionalities and
configurations to be selected to a given user context (Von Rhein et al., 2015), what makes software
testing a hard activity (Medeiros et al., 2018; Machado et al., 2014). Software Testing of HCSs is
challenging, even more when we consider an evolution scenario, i.e. where (CI) practices are
adopted. HCSs can be updated, integrated, and tested several times a day, and each cycle needs
to be fast (Zhao et al., 2017).

RT techniques have already been applied to SPL/HCS as can be seen in reviews published
in literature (Engstrom, 2010a,b; Mendonga et al., 2022a). But we observe that few works adopt
the RT techniques in a complementary. When employing combined RT techniques, we can
leverage the best of each technique individually. The goal is always to obtain the smallest possible
set of test cases without compromising quality (TCS) and to order this set with the best possible
execution sequence (TCP). Existing TCS approaches are usually based on Feature Model (FM)
or other artifacts (Lity et al., 2019; Lachmann et al., 2015; Al-Hajjaji et al., 2017; Lachmann
et al., 2017; Silveira Neto et al., 2010). However, none of them consider that HCSs are usually
developed by adopting CI practices, in a scenario where the models are rarely updated, making
the use of those approaches difficult. Other HCS testing approaches need some kind of dynamic
analysis based on the test failure-history, execution, or coverage (Marijan et al., 2017; Marijan and
Liaaen, 2018; Marijan et al., 2019). In some pieces of work, the approaches are only evaluated
with systems well-modularized (Jung et al., 2019), in a context where the test cases are separated
by feature and do not overlap. This is different from real scenarios. Approaches based on code
changes are more suitable and used. For instance, approaches that select test cases related to the
files changed in the current commit (Gligoric et al., 2015; Bertolino et al., 2020; Romano et al.,
2018). But those existing approaches and tools do not consider HCS particularities.

Some pieces of work introduce methods based on changed files or versions (Gligoric
et al., 2015; Bertolino et al., 2020; Romano et al., 2018). Bertolino et al. (2020) presents a TCS
approach, applying a criterion based on static dependency analysis at the class level. These
approaches above can be used in the HCSs, but they work only for Java code and do not consider
HCSs particularities. Some studies for HCSs that are also based on source code (Meinicke et al.,
2016; Kim et al., 2012, 2011), do not generate traceability for features, but only link test cases to
lines of code. The work of Tuglular and Sensiiliin (2019) generates a traceability between the
feature and test cases, but using a specific language through annotations. The traceability of test
cases to features is extremely important, as it can be used for various analyses in the evolutionary
process of an HCS: the number of test cases linked to features, features without linked test cases,
feature coverage, using this data as input for other approaches, among other applications.

The code-based method of Jung et al. (2019) considers the similarity and variability of
a product family, leaving out test cases unaffected by source code changes. But the application
considers only well-developed HCSs (i.e., toy systems), and test cases were developed specifically
for the evaluation, what hampers the use of the approach in practice. Existing works are mostly
based on Java language (Jung et al., 2019, 2020, 2023). Yet, the few existing approaches rely on
links between test cases and files/lines of code, limiting the selection to test cases related to file
changes, not considering the whole implementation of features, which can be spread in many
files other than the changed ones. So none of these works consider traceability for features but
for source code. Furthermore, they do not consider combined RT applications, such as TCS and
TCP.
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1.1 MOTIVATIONS

Testing in an agile evolutionary environment or in a CI environment is extremely expensive and
it becomes unfeasible to use the retest-everything technique for each evolution of the system.
This evolution happens continuously and needs to be quick (Zhao et al., 2017). Test activity is
already a challenge for single systems, but when we think in the evolution context of HCSs, this
challenge is even greater. They incorporate a substantial number of configuration parameters,
causing high complexity of HCS tests (Medeiros et al., 2017). Typically, most configuration
parameters are interrelated through inclusive or exclusive relationships, which further increases
the effort of the HCS test. Also, if the software is constantly released following a continuous
delivery model, there are strict time restrictions imposed on test runs. To efficiently address
these challenges with an optimal trade-off between time, cost and test quality, professionals need
efficient test approaches (Marijan et al., 2017).

The combined techniques of RT can be highly effective in this context. However, the
presented approaches that employ this strategy are specific and require various adaptations to be
applied in the evolution process of HCS or CI. Given that evolution in these contexts occurs very
rapidly, any approach involving manual processes or relying on dynamic source code analysis
may take a considerable amount of time to execute, becoming unfeasible due to testing budget
constraints. Even approaches that utilize learning models or search algorithms requiring long
execution times may exceed the stipulated budget in CI environments.

Therefore, investigating or adapting RT techniques for HCS is fundamental. The works
found addressing this issue (Marijan and Liaaen, 2018; Marijan et al., 2017, 2019; Marijan
and Sen, 2017; Lima et al., 2020; Pett et al., 2021) present some generalization problems or
do not apply a selection technique that considers the evolution of features over space and time.
Additionally, they do not use source code as a basis for analysis.

The approaches proposed by Jung et al. (Jung et al., 2019, 2020, 2023) use source
code as a basis for analysis and apply a test case selection process. However, these approaches
focus exclusively on Java source code, following the trend of the majority of works. These works
only consider test traceability for source code, disregarding the features of the systems and their
evolution. Additionally, they assume that HCS/SPL are well-developed, using simplified (toy)
systems for validation. Our work aims to fill this gap by proposing a TCS and TCP approach that
is applicable to the evolution process of HCS or to HCS in a CI environment. The core of our
approach is the features of HCSs, as the feature represents the core of HCS development. When
considering features, we can cover several branching points of the HCS, going beyond the simple
changed file or the specific function modified in that commit.

1.2 OBJECTIVES

The goal main is investigate the advantages of applying feature-oriented RT approaches during
the evolution process of HCSs. The specific objectives of the approach are:

Reduce the high cost of the RT step;

Reduce the set of test cases, and maintain quality;

Prioritize the set of test cases, in order to reveal defects early;

* Develop an approach that can be used in the CI environment.
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1.3 METHODOLOGY

This work aims to investigate the advantages of applying feature-oriented RT approaches during
the evolution process of HCSs. The hypothesis of this work is that a feature-oriented approach
can select and prioritize test cases in the context of HCS in an cost-effective way. In this sense, it
contributes to choose a reduced test case set without compromising the testing quality in terms
of detected fault. Moreover, the use of TCP technique aims to provide early fault detection,
reducing the time spent for test execution.

To investigate the above-mentioned hypothesis, we propose FeaTCSP (Feature-oriented
Test Case Selection and Prioritization for Highly Configurable Systems), a feature-oriented
approach that allows the use of TCS and TCP techniques considering the evolution of the HCS
features in space and time and the restrictions of a CI environment. This approach takes as input
a configuration file containing the paths to the source code of the HCS and the test case folder,
and encompasses different steps as described below.

1. Identify HCS features: the source code corresponding to each feature of the HCS is
determined. The lines of code that implement each feature of the system are identified
automatically based on pre-processor directives.

2. Identify features changed: the source code of the current commit is compared with the
previous one to identify feature changes (i.e. features modified, added, or removed).

3. Map features to test cases: the lines exercised by each test case are identified and
traceability links between feature and test cases are created.

4. Select test cases: the output of the previous steps are used to select test cases related to
feature changes in a given commit. The main output consists of the selected test cases
and reports with traceability information between test cases and features.

5. Apply prioritization strategies: by using the reports generated in the previous steps, a
TCP prioritization strategy is used and a rank order of test cases is produced. The list of
test cases to be prioritized can be composed by all test cases available or by the test cases
selected in the previous step. To perform prioritization, three strategies are proposed,
based on the mapping of features to test cases generated and uses three information
sources: 1) FeatChgHist: the history of feature changes; 2) FeatChgCommit:
features that changed in the current commit; and 3) FeatCov: the number of features
covered by the test case.

To implement the first three steps, we implement a tool, namely Test 2Feature (Men-
donga et al., 2022b). This tool given the source code of an annotated HCS and a test case
set, produces test traceability reports linking test cases to the HCS features. The tool encom-
passes three modules that generate three main outputs: traceability from features to code lines,
traceability from test cases to code lines, and traceability from features to tests.

The steps can be executed by the tester according to her(him) objectives, which can be
only to follow the feature evolution along the commits, or using the reports for RT. S(he) can
adopt the approach to 1) only to reduce the number of test cases, that is, as a TCS approach,
which we named FeatTest Sel; 2) only for TCP, approach we named Feat TCP, to reduce
the test execution time searching early fault detection; or 3) to use TCS and TCP in a combined
way, approach we named Feat TCSP.

We conducted different investigations on the use of these different ways of our approach,
considering a real-world HCS (Mendonga et al., 2023b,a). The results shows that the approach
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contributes to perform RT of HCSs considering the evolutions of these features in space in time in
a very cost-effective way, compared with a baseline, a file-based approach. This work contributes
to the area of RT by proposing a feature-oriented approach applicable in the evolutionary process
of HCSs and in CI environments. Such an approach is lightweight and model-free, capable of
automating Test Case Selection and Prioritization (TCSP). It is independent of any learning or
optimization model. Additionally, instead of dynamic analysis, which would require execution,
we employ static analysis that relies solely on the source code of the HCS as input. Feat TCSP
has been designed to seamlessly integrate into the evolutionary process of HCSs, aiming to
substantially reduce the cost associated with test case execution.

1.4 PUBLICATIONS

During the doctorate period, two awards were received: Best Paper of the main track of SPLC2023
and Best Paper of Industry track of ERES2018. The following papers were produced:

1. (Mendonca et al., 2024) Mendonca, W. D. F., Assuncdo, W. K. G., and Vergilio, S. R.
(2024). Feature-oriented test case selection and prioritization for highly-configurable
system. This paper will be submitted to a journal or conference in the area.

2. (Mendonga et al., 2023b) MENDONCA, W. F.; ASSUNCAO, W. K. G.; VERGILIO,
S. R. Feature-oriented Test Case Selection during Evolution of Highly-Configurable
Systems. Software Product Line Conference 2023 (SPLC), Tokyo. ACM, New York.
pg 76-86. August/September 2023.

3. (Mendonga et al., 2022b) MENDONCA, W. F.; MICHELON, G.K.; VERGILIO, S.
R.; ASSUNCAO, W. K. G.; EGYED, A. (2022) Test2Feature: Feature-based Test
Traceability Tool for Highly Configurable Software, SPLC2022.

4. (Prado Limaetal., 2022) LIMA, J. A. P.; MENDONCA, WILLIAN D. F.; ASSUNCAO,
W. K. G.; VERGILIO, S. R. Cost-effective learning-based strategies for test case
prioritization in Continuous Integration of Highly-Configurable Software. EMPIRICAL
SOFTWARE ENGINEERING, 2022.

5. (Mendonga et al., 2022a) MENDONCA, W. F.; ASSUNCAO, W. K. G.; VERGILIO,
S. R. Software Product Line Regression Testing: a Research Roadmap. International
Conference on Enterprise Information Systems (ICEIS), 2022, Prague.

6. (Lima et al., 2020) LIMA, J. A. P, MENDONCA, W. D.F.; VERGILIO, SILVIA
R., ASSUNCAO, W. K. G. Learning-based Prioritization of Test Cases in Continuous
Integration of Highly-Configurable Software. Sofware Product Line Conference
(SPLC2020)

7. (Mendonga et al., 2020) MENDONCA, W. D.F,; ASSUNCAO, W.K.G.; ESTALISLAU,
L. V. ; VERGILIO, S. R. ; GARCIA, A. Towards a Microservices-Based Product
Line with Multi-Objective Evolutionary Algorithms. IEEE Congress on Evolutionary
Computation (CEC2020)

8. (Mendonga et al., 2019) MENDONCA, W.D. F. ; ASSUNCAO, W. K. G. ; VERGILIO,
S. R. Reusing Test Cases on Graph Product Line Variants. In: the IV Brazilian
Symposium, 2019, Salvador. Proceedings of the IV Brazilian Symposium on Systematic
and Automated Software Testing - SAST 2019. New York: ACM Press, 2019. p. 52.
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9. (da Silva et al., 2019) DA SILVA, H. N. ; FARAH, P. R. ; MENDONCA, W. D. F. ;
VERGILIO, S. R. Assessing Android Test Data Generation Tools via Mutation Testing.
In: the IV Brazilian Symposium, 2019, Salvador. Proceedings of the IV Brazilian
Symposium on Systematic and Automated Software Testing - SAST 2019, 2019. p. 32.

10. (Assungdo et al., 2018) ASSUNCAO, W. K. G. ; MENDONCA, W. D. F. ; VERGILIO,
S. R. .Retso de Software: Do Oportunista ao Sistemdtico. In: Escola Regional de
Engenharia de Software (ERES 2018), 2018, Dois Vizinhos.

1.5 TEXT OUTLINE

This thesis is a compilation of the main related papers produced during the doctorate period and
mentioned above. The document is organized as follows:

Chapter 2 - Research on SPL Regression Testing: this chapter describes the background for
the understanding of this work. It presents concepts related to RT, SPL/HCS, and Continuous
Integration environments. Moreover it overviews the current knowledge on SPL regression
testing and presents a research roadmap for the upcoming years. This chapter relies on Paper 5.

Chapter 3 - Test2Feature: Feature-based Test Traceability Tool for Highly Configurable
Software: this chapter introduces Test2Feature, the tool that implements Steps 1 to 3 of our
approach. Given the source code of an annotated HCS and a test case set, Test2Feature produces
test traceability reports linking test cases to the HCS features. This chapter relies on Paper 3.

Chapter 4 -FeatTestSel- Feature-oriented Test Case Selection during Evolution of Highly-
Configurable Systems: this chapter presents the FeaTest Sel approach. This approach selects
the best test cases to be executed in order to cover the features changed in the corresponding
evolution cycle. This chapter relies on Paper 2.

Chapter 5 -FeatTCSP- Feature-oriented Test Case Selection and Prioritization for Highly-
Configurable Systems: this chapter introduces the Feat TCSP approach. The approach that
allows TCS and TCP approach. This chapter describes the prioritization strategies implemented
and the results of different evaluations conducted. This chapter relies on Paper 1.

Chapter 7 - Conclusion: this chapter concludes this thesis, by presenting a summary of the
thesis, main contributions, limitations, and future work.
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2 BACKGROUD

In this chapter, we review background related to our work. In Section 2.1 we present the main
Regression Testing techniques (TCP and TCS). In Section 2.2 we present concepts related to SPL
and HCS. In Section 2.3 we show some characteristics of the continuous integration environments.
Finally, in Section 2.4 we present a systematic review of the current knowledge on regression
testing in SPL and provide a roadmap for the coming years.

2.1 REGRESSION TESTING TECHNIQUES

Changes are frequent during the software life-cycle. In order to check if any change has not
adversely affected existing features of the system, software engineers perform RT. The most
straightforward RT approach, known as re-test all, executes all the current test cases in the test
suite. However, such an approach presents high costs (Yoo and Harman, 2012).

Many techniques have been studied as alternatives to aid the RT process, seeking to
reduce the effort required in various ways (Yoo and Harman, 2012). Among these techniques, the
main ones are TCM, TCS, and TCP. TCM seeks to maintain the most important test cases in the
test suite, removing obsolete or redundant test cases. TCS aims to select a subset of test cases,
the most important ones to test the software. TCP attempts to re-order a test suite to identify an
“ideal” ordering of test cases that maximizes specific goals, such as early fault detection.

While test case selection techniques also seek to reduce the size of a test suite, the
majority of the selection techniques are modification-aware. That is, the selection is not
only temporary (i.e. specific to the current version of the program), but also focused on the
identification of the modified parts of the program. Test cases are selected because they are
relevant to the changed parts of the SUT, which typically involves a white-box static analysis of
the program code. More formally, following Yoo and Harman (2012), the selection problem is
defined as follows. Given the program, P, the modified version of P , P’, and a test suite, 7. The
TCS problem concerns the selection of a test set 7" C T to be executed on P’.

TCP concerns ordering test cases for early maximization of some desirable properties,
such as the rate of fault detection. It seeks to find the optimal permutation of the sequence of
test cases. It does not involve selection of test cases, and assumes that all the test cases may
be executed in the order of the permutation it produces, but that testing may be terminated at
some arbitrary point during the testing process. More formally, given a test suite 7', the set PT
of all possible permutations of 7', and a function f that determines the performance of a given
prioritization 7" from PT to real numbers, the TCP problem aims at finding the best 7” to achieve
certain specific criteria measured by f. The TCP problem is defined as follows (Rothermel et al.,
2001): Find 7" € PT such that VT” ) (T” € PT) (T" #T") [f(T") = f(T")].

2.2 REGRESSION TESTING OF SOFTWARE PRODUCT LINES

A software system usually must be delivered with different configurations of features, with each
feature representing a functionality of the system accessible to developers and users. To remain
competitive, companies have to satisfy different customer needs of the market segment they serve.
SPL engineering is a systematic approach to deal with the development of customized system
products (Pohl et al., 2005; Assunc¢do et al., 2017). An SPL is a set of software-intensive systems
that share a common set of artifacts developed in a prescribed way to facilitate their systematic
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reuse (Clements and Northrop, 2001). The customized software products, a.k.a. variants, result
from the derivation of SPL artifacts, i.e., the selection of a different set of features that are of
interest to a customer. To allow customization, the features of an SPL are implemented using
variability mechanisms (Apel et al., 2013).

A widely used variability mechanism in SPLs is based on annotations (Queiroz et al.,
2017). Annotations rely on preprocessor directives such as #ifdef and #endif, that enclose blocks
of variable code and enable to tailor system variants to different hardware platforms, operating
systems, and application scenarios (Medeiros et al., 2017). Annotation-based SPLs are often
implemented as HCSs (Jin et al., 2014). HCSs use techniques such as feature flags, feature
toggles, or feature switches, to turn on configuration options/features needed to be included in a
product (Dintzner et al., 2018; Késtner et al., 2011). However, features also need to evolve over
time. For instance, when a specific feature is adapted to a new hardware platform, then a new
version of a variant is created. This evolution in time (Seidl et al., 2014) is aided by some tools
such as Version Control Systems (VCSs) (Ruparelia, 2010).

Regarding the test activity of SPLs/HCSs, engineers face challenges related to the
number of versions and variants of software products to be tested, and consequently the risk
for redundant testing. Also, the testing challenges resemble those of regression testing for
single-product software, although adding the complexity of parallel variants (Runeson and
Engstrom, 2012; Engstrom, 2010b).

Figure 2.1 overviews the main elements of the SPL regression testing process. The main
difference between regression testing of SPLs and single-product software is the existence of a
set of product variants to be tested (at the top of Figure 2.1). Then, in addition to the management
of test suites with several test cases (at the bottom of Figure 2.1), in the SPL context there is
also a set of products to be taken into account. But differently from the test case suite, this set
of products may include a huge number of product variants, potentially exponential and even
infeasible of being reached. Thus, strategies to test only the most relevant ones are needed.

SPL products for testing
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Variability model
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Implementation
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r

Regression testing technique
Figure 2.1: SPL regression testing process
To perform SPL regression testing we can use different techniques for both, test suites

and product variants. For example, for small SPLs, retesting all test cases on all products can be
feasible, even though retest-all is a technique known to be highly redundant and costly (Qu et al.,
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2012). However, real-world systems usually deal with huge test suites (bin Ali et al., 2019). This
leads to the need of techniques to efficiently conduct SPL regression testing. The main regression
testing techniques are presented in the bottom of Figure 2.1 (presented in Section 2.1). Similar
techniques are used for the SPL products, but in this case, minimization is usually concerned with
a set of diverse products that represent features combinations, e.g., pair-wise criterion (Runeson
and Engstrom, 2012; Engstrom, 2010b).

2.3 CONTINUOUS INTEGRATION ENVIRONMENTS

Continuous Integration plays an important role in agile development, allowing reduced integration
effort, lower number of uncorrected errors for long periods, and delivering a product version at
any moment. In CI development, teams work continuously integrating code and make smaller
code commits every day, usually monitored by a CI server. When a change occurs, the CI server
clones this code, builds it, and runs the testing processes. When the entire process is finished,
a report (feedback) is generated by the CI server, and the developers are informed. Figure 2.2
illustrates the process.

result 1
Continuous Integration

>- - D BUILD
Lo Lol —: !
= TEST
v

- RESULT
Developers Source Control Server Continuous
Integration Server

Figure 2.2: Overview of a Continuous Integration environment adapted from Lima and Vergilio (2020a)

CI automated support is very important to CI in practice. Zhao et al. (2017) present
some results about the impact of adopting the framework Travis CI on development practices
in a collection of GitHub projects. They observed an increase in the number of daily commits
(frequency of 78 commits every day) and, after some initial adjustments, an increase in the
number of automated tests.

We can see that in this scenario presented by Zhao et al. (2017) to re-execute all test cases
is unfeasible, and it is fundamental to perform RT activities in a very cost-effective way to ensure
that recent changes have not negatively impacted functionality previously tested, and, considering
CI goals, to provide a rapid test feedback on software failures. Besides, in a company, multiple
projects may share the same CI workflow, and regression testing usually runs a time restricted to
a specific duration, the test budget. This makes difficult the use of traditional RT techniques for
minimization and selection of test cases that rely on code analysis and instrumentation. They
are time-consuming and produce results that quickly become inaccurate due to the frequent
changes (Elbaum et al., 2014). But in the context of HCSs, the application of a TCS technique
becomes indispensable, considering the large number of different test cases for different variants.
This code and instrumentation analysis must happen incrementally, following frequent changes,
and still be able to keep a low testing budget. In this scenario TCP techniques improve the
cost-effectiveness of regression testing by ordering test cases to allow early execution of the most
important ones, usually those test cases with a high probability of revealing failures (Elbaum
et al., 2014).
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2.4 SOFTWARE PRODUCT LINE REGRESSION TESTING: A RESEARCH ROADMAP

In this section, we present a comprehensive exploration of the current landscape and challenges
in the realm of regression testing for SPLs. The roadmap the increasing complexity of SPLs and
the critical necessity for effective regression testing strategies to ensure the continual quality of
these product lines.

2.4.1 Motivations

Our motivation is in the absence of a consolidated research roadmap to guide the development of
specific regression testing techniques for SPLs. The intricate nature of SPLs, with their multiple
variants and interdependencies, highlights the need for a strategic vision to direct research efforts
in addressing the unique challenges in this domain.

2.4.2 Objectives

The primary objective is to establish a research roadmap that guides both the academic and
industrial communities in identifying and developing advanced regression testing methods
tailored to SPLs. The paper proposes a framework to address issues such as efficient test case
selection, managing changes in variants, and minimizing the execution cost of tests in SPLs.

2.5 CONCLUDING REMARKS

This chapter introduced topics related to this work, including main concepts regarding RT
techniques, CI environment, and SPL regression testing process. We observe that the application
of RT techniques in the CI of SPL/HCS is fundamental to reduce efforts and costs. But RT
approaches with such a goal have faced some additional challenges related to the number of
variants and the features evolving in space and time. Furthermore, we emphasize the strategic
importance of addressing specific challenges related to regression testing in Software Product
Lines. The proposed roadmap provides a valuable guide for future research, encouraging
innovation in creating more effective and efficient testing techniques to ensure continuous quality
in dynamic and ever-evolving SPL environments. Furthermore, we consider this work as the
initial basis for work related to the thesis, but in the course of the next articles/chapters we will
present new work and updates in the related work sections in papers.
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Similarly to traditional single-product software, Software Product Lines (SPLs) are constantly maintained and
evolved. However, an unrevealed bug in an SPL can be propagated to a wide set of products and impact
customers differently, depending on the set of features they are using. In such scenarios, SPL regression
testing is paramount to avoid undesired problems and guarantee that the SPL. maintenance and evolution are
performed accordingly. Although there are several studies on SPL regression testing, the research community
lacks a clear set of research opportunities to be addressed in a short and medium term. To fulfill this gap,
the goal of this work is to overview the current body of knowledge of SPL regression testing and present a
research roadmap for the following years. For this, we conducted a systematic mapping study that found 27
primary studies. We identified techniques used by the approaches, and applied strategies. Test case selection
and prioritization techniques are prevalent, as well as fault and coverage based criteria. Furthermore, based on
gaps and limitations reported in the studies we distilled a set of future work opportunities that serve as a guide

for new research in the field.

1 Introduction

Software Product Line Engineering is a reuse-
oriented approach to systematically develop families
of software systems. A Software Product Line (SPL)
allows cost-efficiently derivation of tailored products
to specific markets, utilizing common and variable as-
sets in a planned manner (Linden et al., 2007). We
have seen several pieces of work describing adoption
of SPLs in industry in the last years (Griiner et al.,
2020; Abbas et al., 2020).

Similarly to traditional single-product software
development, SPLs are constantly maintained and
evolved (Marques et al., 2019). However, an unre-
vealed bug in an SPL can be propagated to a wide
set of products and impact customers differently, de-
pending on the set of features in the products they use.
In such a scenario, SPL testing is paramount to avoid
undesired problems (do Carmo Machado et al., 2014;
Engstrom and Runeson, 2011). More specifically,
regression testing has the role of guaranteeing that
maintenance and evolution of SPLs are performed ac-
cordingly (Runeson and Engstrom, 2012; Engstrom,
2010b).

Although there are several recent primary studies
on SPL regression testing, the research community

lacks a clear set of research opportunities to be ad-
dressed in a short and medium term. The last sec-
ondary pieces of work on this topic were published
in 2010 (Engstrom, 2010b; Engstrom, 2010a). There-
fore, there is a need for an updated and comprehensive
study to fulfill this gap (bin Ali et al., 2019; Marques
et al., 2019). Based on this, the goal of this work
is to overview the current scenario and existing body
of knowledge of SPL regression testing to present a
research roadmap for the following years. For this,
we conducted a systematic mapping study to collect
existing studies on SPL regression testing (Petersen
et al., 2015). Guided by four research questions that
aim to identify existing SPL regression testing ap-
proaches and their main characteristics, we identified
27 primary studies published in the period of 2005 to
2020. More than 85% of them were published after
2010, therefore, not discussed in the last literature re-
view on the topic (Engstrom, 2010a).

The approaches proposed in the collected studies
are analyzed considering regression testing technique
supported, input and output artifacts used, strategy to
apply the technique, and testing criteria adopted. As
a result, and main contribution of our work, we dis-
tilled a roadmap with research opportunities for fu-
ture work. This roadmap spans through the whole



process of regression testing. It serves as a guide to
motivate new research in the field and make existing
approaches adopted in practice.

2 Related Work

In the literature, we can find pieces of work that report
secondary studies for general regression testing (Yoo
and Harman, 2012; Minhas et al., 2017). Also, stud-
ies that carry out mapping and surveys for SPL test-
ing in general (Lee et al., 2012; do Carmo Machado
et al., 2014), and other ones, more related to ours,
addressing specifically the topic of SPL regression
testing (Engstrom, 2010b; Engstrém, 2010a). How-
ever, these pieces of work were published in 2010.
As a consequence, they do not encompass more than
10 years of research and practice in the field. The
analysis of more recent studies, published in the last
decade, allows us to derive new opportunities, and to
discuss new trends not presented in related work.

Besides the studies on testing and regression test-
ing, some papers published in the last two years have
described studies on diverse topics of SPLs. For
example, a mapping study on SPL evolution (Mar-
ques et al., 2019) reinforces the need for regres-
sion testing. We can also mention secondary stud-
ies on SPL and variability management in emerging
technologies, such as IoT (Geraldi et al., 2020), mi-
croservices (Mendonga et al., 2020; Assung@o et al.,
2020), and composition of ML/AI products with
SPLs (Nomme, 2020). Based on that, we can argue
the need of focusing on regression testing.

3 Study Design and Execution

The goal of our study is fo overview the current sce-
nario and body of knowledge of SPL regression test-
ing to present a research roadmap for the following
years. Considering this goal, our study was guided by
the following Research Question (RQ): “Which are
the existing SPL regression testing approaches and
what are their characteristics?”. This question aims
to characterize the regression testing approaches that
are specific for SPLs. We identify and discuss applied
techniques, strategies, input and output artifacts and
testing criteria. From this general question, we de-
rived four sub-RQs, as follows: RQ1. What are the
addressed SPL regression testing techniques? RQ2.
What kind of strategies are used to apply SPL regres-
sion testing techniques? RQ3. What are the input and
output artifacts used? RQ4. Which are the testing
criteria adopted?

Next, we present in detail the methodology
adopted to conduct our systematic mapping study in
order to achieve our goal and answer the posed RQs.

3.1 Primary Sources Selection

For the selection of primary sources, we followed
a methodology based on the systematic mapping
method, according to the process proposed by Pe-
tersen et al. (Petersen et al., 2015). From the goal
and RQs of our study, we derived two main keywords,
namely “regression testing” and “‘software product
line”. To define the search string!, we composed these
keywords with their lexical and syntactic alternatives
(synonym, plural, gerund, etc.).

The string was used for searching studies in five
digital libraries, as presented in Table 1. We did
not define an initial publication date for the studies,
then all the returned papers were considered. Table 1
presents the data sources used and the period covered.
As we can see, a total of 2508 studies were found, in-
cluding the period from 1985 to 2021. The search on
these libraries was completed on Jan. 26th, 2021.

Table 1: Number of studies retrieved by each digital library.

Digital Library | Studies | Covered Period

ACM 300 1985-2021
IEEEXplore 24 2013-2021
ScienceDirect 307 1996-2021
Scopus 1106 1996-2021
Springer Link 771 1993-2021
Total | 2508 | 1985-2021

For screening the studies retrieved from the digital
libraries, we followed five steps, which are presented
in Figure 1. In the first step we applied a filter to keep
only studies on the area of computer science, remain-
ing 1428 studies. For managing this set of studies, we
used Parsifal?. This tool automatically identified 143
duplicated studies (second step). In the third step we
read the title, abstract, and keywords of 1272 studies
and removed 1064 of them that were out of the scope
of our work. The remaining 208 papers went to a full
reading, in which we considered one inclusion crite-
ria (IC) and four exclusion criteria (EC), presented in
Table 2. Finally, we composed a set of 27 primary

IThe final string was: (“regression testing” OR
“regression test”) AND (“product line” OR “SPL”
OR “product-family” OR “product family” OR “highly-
configurable” OR “highly configurable” OR “feature
model” OR “feature-model” OR “FM” OR “variability
analysis”)

2 A web-based tool for planning, conducting and report-
ing the systematic reviews: https://parsif.al/



sources (see Table 3). The process was conducted by
the two first authors of this paper and validated by
the third one. From the 27 primary studies, we ex-
tracted pieces of information that are related to five
dimensions in order to answer our RQs, shown in Ta-
ble 3. After this, for each dimension we interactively
identified relevant categories used to classify, discuss,
analyze the studies, and we provide the complete ex-
traction in a spreadsheet”.

Steps Papers
I 1.Search in Databases I——)Iml

2.Filter Computer Science

mn by Title, Abstract and Keyword I—)Iﬁl
C Inclusion/Exclusion Criteria n =27

Figure 1: SPL regression testing process

1)

3. Exclusion of Repeated Works

Table 2: Inclusion and exclusion criteria.

Inclusion Criteria

IC1 | Clear reference to regression testing. The pa-
per refers to one of the regression testing tech-
niques, making clear how is its adoption/use in
the regression testing activity.

Exclusion Criteria

EC1 | Out of scope. The paper does not satisfy IC1.
It is not clear or presented how the technique is
applied in the SPL regression testing.;

EC2 | Not available online;

EC3 | Notin English;

EC4 | Abstracts, posters, reviews, conference reviews,
chapters, thesis, keynotes, shorts paper and doc-
toral symposiums.

4 Results

For an overview of the primary studies demograph-
ics, Figure 2 depicts the number of publications over
the years and the publication venues. Studies on SPL
regression testing have been published since 2005,

3Primary Studies Dataset: https:
//docs.google.com/spreadsheets/d/
1LdrD1h76pTRfldo4auwtEloca48sZLInxTUDWuV76Uc/
edit?usp=sharing

mainly on conferences, symposiums, and workshops
(19 studies, ~ 70%). Only five studies have been pub-
lished in journals (=~ 30%). Although the year with
most publications was 2012, the trend line shows an
increase in the number of publications in the last years
(Figure 2(a)). The studies come from 21 different
venues, as presented in Figure 2(b). This means that
research on SPL regression testing is disseminated in
the wide range of venues (events and journals).
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Figure 2: Primary sources overview

To answer the RQs of this study, we refer to Ta-
ble 3 that chronologically presents each primary study
according to the dimensions and categories presented
in the previous section. Answers to the RQs are pre-
sented in the following subsections.

4.1 RQI1. Regression testing techniques

The techniques used in the studies are presented in
the 2nd to 5th columns of Table 3. Most of the pri-
mary studies apply the selection technique (18 out of
27, 67%). This was expected, since the tester would
prefer to select test cases and/or products related to
changed features. Among the studies on this category,



Table 3: Details of the SPL regression testing approaches found in the primary sources.

Paper | Technique | Input | Output | Strategy | Testing criterion
— e
=5 .2 .e2 |3F |3,27%+
2 E2 22 z¢e2E38/2538|g2E|Ps s 8
S EA 22 & 2878 Vg% s g Z
A = § v 5 2 2 8 § 3 ©
(Al Dallal and Sorenson, 2005) | v v V|V | v | v v
(Qu et al., 2008) | v | v v v | v v v
(Al-Dallal and Sorenson, 2008) | v | v v | v | v | v
(Neto et al., 2010) | v/ v |v v v v |V | v v
(Lochau et al., 2012) | v | v v |v v | V|V
(Heider et al., 2012) | Vv | v | v v
(Remmel et al., 2011) | v | v | v v v
(Robinson and White, 2012) | v | v | v v v v
(Quetal, 2012) | v | v | v | Vv v
(Neto et al., 2012) | v/ v |vi v v v | v | v v
(Remmel et al., 2013) | v | v | v v v v
(Lachmann et al., 2015) | v/ | v V|V | Vv v
(Lity etal., 2016) | v o v v Vv | v | v
(Lachmann et al., 2016) | v/ | v v | v | V|V v
(Al-Hajjaji et al., 2017) | v/ | v v v | v v v
(Marijan et al., 2017) | v v/ | v | v | v | v v
(Lachmann et al., 2017) | v/ | v v v v v
(Marijan and Liaaen, 2018) | v | v |V | VIivov v
(Souto and d’ Amorim, 2018) | v | v v vV | v | v v
(Jung et al., 2019) | v | v | v v V| v
(Fischer et al., 2019) | v | v | v | Vv
(Marijan et al., 2019) | v | v v | v | v | v v
(Lity etal., 2019) | v v v | Vv v
(Jung et al., 2020) | v | v | v | v v
(Fischer et al., 2020) | v | v | v | Vv
(Lima et al., 2020a) | v/ | v | v | v | v v
(Hajri et al., 2020) | v/ v | |V | v v
Total [10 1 18 2|7 10 10 8 13|21 5 6]2 5 20|13 4 19 8

one deals with the selection of SPL products (Souto
and d’Amorim, 2018) and 17 focus on the selection
of test cases (Neto et al., 2010; Al-Dallal and Soren-
son, 2008; Lochau et al., 2012; Remmel et al., 2011;
Robinson and White, 2012; Neto et al., 2012; Rem-
mel et al., 2013; Lity et al., 2016; Marijan and Liaaen,
2018; Souto and d’Amorim, 2018; Jung et al., 2019;

Fischer et al., 2019; Marijan et al., 2019; Lity et al.,
2019).

Prioritization is the second most common tech-
nique. We found 10 studies (37%) applying this re-
gression testing technique, which aims at establishing
an order of test cases or products that must be exe-
cuted firstly. These test cases or products are usually



those with high probability of failing. The goal is de-
tecting faults as early as possible, making SPL regres-
sion testing more effective and efficient. Three pri-
mary sources prioritize SPL products (Qu et al., 2008;
Qu et al., 2012; Al-Hajjaji et al., 2017) and six ones
the test cases (Neto et al., 2010; Neto et al., 2012;
Lachmann et al., 2015; Lachmann et al., 2016; Mar-
ijan et al., 2017; Lachmann et al., 2017; Lima et al.,
2020a; Hajri et al., 2020).

Retest all and minimization are the techniques less
investigated. Two studies apply the retest all tech-
nique; both focusing on test cases. The first one fo-
cuses on the creation of test cases that can be reused as
much as possible in different configurations (Al Dal-
lal and Sorenson, 2005). The second one uses the
test suite to identify changes in products derived with
the same configuration, but from before and after SPL
evolution (Heider et al., 2012). Regarding minimiza-
tion, only one paper uses this technique, together with
prioritization, to reduce testing execution of contin-
uous integration cycles (Marijan et al., 2017). This
study focuses on minimization of test cases. Prior-
itization and selection are combined in three stud-
ies (Neto et al., 2010; Neto et al., 2012; Hajri et al.,
2020).

Answer to RQI1: Most of the primary studies apply
the selection technique (67%), followed by prioriti-
zation (37%). Minimization is applied only by one
study. Only four studies combine techniques.

4.2 RQ2. Strategies

Most approaches (20 out of 27, 74%) use a
comparison-based strategy to apply the regression
testing techniques. A possible reason for this is the
structure of SPL. This strategy relies on comparison
of whole SPLs or products versions before and after
modifications (change impact analysis) (Neto et al.,
2010; Remmel et al., 2011; Qu et al., 2012; Neto
etal., 2012; Remmel et al., 2013; Marijan and Liaaen,
2018; Jung et al., 2020; Hajri et al., 2020), compar-
ison of similarities and differences among test cases
(overlap analysis) (Jung et al., 2019; Fischer et al.,
2019; Fischer et al., 2020), and delta-oriented analy-
sis of products differences (Lochau et al., 2012; Lach-
mann et al., 2015; Lity et al., 2016; Lachmann et al.,
2016; Al-Hajjaji et al., 2017; Lachmann et al., 2017;
Lity et al., 2019).

Al-based strategies use optimization or machine
learning algorithms. The algorithms are used for se-
lection of SPL products to conduct time-space ef-
ficiently regression testing (Souto and d’Amorim,
2018). This allows prioritization and minimization
of test cases due to limited time budget in continu-

ous integration (Marijan et al., 2017; Marijan et al.,
2019; Lima et al., 2020a), and for test case prioriti-
zation in order to maximize coverage of a set of SPL
products (Qu et al., 2008).

Two studies apply an expert-based strategy in
which experts manually design reusable test cases to
be used in a greater number of products (Al Dallal and
Sorenson, 2005; Al-Dallal and Sorenson, 2008).

Answer to RQ2: Most strategies (74%) belong to
the comparison-based category. Al-based strategies
are poorly explored. This category includes only five
studies (~ 18%). The expert-based strategy is ex-
plored only in two works that use manual approaches.

4.3 RQa3. Input and output artifacts

There is no predominant type of artifact used as in-
put. Test suite was expected to be widely used as
input, as well as source code (10 studies found in
each category, 37%). Taking into account the focus
of the primary sources on SPLs, the variability model
is also a common artifact. Interestingly, state ma-
chines are used very often (8 studies, 30%). State ma-
chines are used to represent products and analyze dif-
ferences, allowing the application of regression test-
ing techniques. In the category other, we also ob-
served as input: UML models (Al Dallal and Soren-
son, 2005), case models (Hajri et al., 2020), con-
figuration options (Qu et al., 2008), feature depen-
dencies (Neto et al., 2012; Neto et al., 2010), soft-
ware architecture (Lachmann et al., 2015; Lity et al.,
2016; Al-Hajjaji et al., 2017; Lachmann et al., 2017;
Neto et al., 2012; Neto et al., 2010), history of fault-
detection (Marijan and Liaaen, 2018; Lima et al.,
2020a), and list of changes (Marijan et al., 2019;
Souto and d’ Amorim, 2018).

Regarding output, a list of prioritized, minimized,
or selected test cases is by far the most common arti-
fact (21 studies, 74%). A list of products is generated
in five approaches. Both lists are output in only two
studies (Lochau et al., 2012; Souto and d’Amorim,
2018). In the category other, the output artifacts are:
change impact reports (Heider et al., 2012), failure
report (Remmel et al., 2011; Robinson and White,
2012; Lachmann et al., 2017; Remmel et al., 2011),
and test cases partition table (Jung et al., 2019).

Answer to RQ3: A large variety of artifacts are used;
13 studies (~ 48%) belong to the category others, fol-
lowed by the category source code with 10 studies
(= 37%) and the category test cases with 10 studies
(= 37%). On the other hand, two main categories of
outputs were identified, namely lists of test cases (the
prevalent) and lists of products.



4.4 RQA4. Testing Criteria

Fault-based is the most common criterion adopted
in nine studies (70%). This criterion uses practical
knowledge to select, minimize or prioritize test cases
or SPL products. In other words, products or test
cases more likely to fail, or that have a history of fails,
deserve more attention.

Coverage-based criteria, which is also widely
used for single product systems, is the focus of 13
studies (48%). Examples of elements to be covered in
this category are code elements (Qu et al., 2008), all-
transitions in state machines (Lity et al., 2019), and
architecture changes (Lachmann et al., 2017).

Due to the nature of SPLs, i.e., based on combina-
tion of features, criteria derived from the combinato-
rial testing is also observed in primary studies, such
as pair-wise. This criterion aims to cover variant in-
teraction to select a subset of all possible variant com-
binations (Remmel et al., 2013; Qu et al., 2008; Mar-
ijan and Liaaen, 2018). In the category other we ob-
serve criteria based on test execution time (Al-Dallal
and Sorenson, 2008; Marijan et al., 2019), risk (Lach-
mann et al., 2017), change impact (Lity et al., 2016;
Lity et al., 2019), signals (Lachmann et al., 2016; Al-
Hajjaji et al., 2017), dissimilarity (Lachmann et al.,
2016), and historical information (Marijan and Li-
aaen, 2018).

1

Figure 3: Combination of testing criteria.

Figure 3 presents the number of primary sources
per criteria and their intersection. As traditional in
software testing, a combination of criteria can be used
for evaluating test cases (Melo et al., 2019). For ex-
ample, fault-based and coverage-based are commonly
applied with each other. In three primary sources,
fault-based is also applied together with at least two
additional criteria (Lity et al., 2019; Qu et al., 2008;
Marijan and Liaaen, 2018). One study uses the four
types of criteria (Marijan and Liaaen, 2018), two
studies use three types (Qu et al., 2008; Lity et al.,
2019), and nine a pair of criteria (Al Dallal and Soren-
son, 2005; Qu et al., 2012; Lachmann et al., 2015;

Lachmann et al., 2016; Al-Hajjaji et al., 2017; Mar-
ijan et al., 2017; Lachmann et al., 2017; Souto and
d’ Amorim, 2018; Marijan et al., 2019). This shows a
trend on combining different criteria in the proposed
approaches.

Answer to RQ4: Fault-based and coverage-based cri-
teria are the most applied in, respectively, 70% and
48% of the studies. Many studies (58%) combine
more than one criterion.

5 A Roadmap for Future Research
on SPL Regression Testing

As a result of the reading, analysis, and discussion of
the primary studies, we defined a roadmap to serve as
a guide for researchers and practitioners to contribute
to the body of knowledge, both in theory and prac-
tice, on SPL regression testing. This roadmap con-
sists of six research opportunities and future direc-
tions related to gaps identified in the literature, trends
concerned to emerging technologies, and limitations
of existing approaches to their application in practice.
Each opportunity of the roadmap is described next.

1. To explore intelligent and learning approaches:
As with many other activities of software engineering,
software testing is influenced by several factors, crite-
ria, and constraints. This requires proper approaches
to satisfactorily aid SPL testing, such as multi-criteria
optimization strategies from the field of Search-Based
Software Engineering (SBSE) (Colanzi et al., 2020).
SBSE uses artificial intelligence to solve software en-
gineering problems. In RQ2 we observed the oppor-
tunity of exploring artificial intelligence and machine
learning techniques for SPL regression testing. A
promising opportunity in this direction is the use of
multi/many-objective search techniques, as for exam-
ple, assessing the performance and scalability (Wang
et al., 2014). These algorithms can also be used to
deal with the trade-off between test case prioritiza-
tion compared to prioritization of products (Al-Hajjaji
et al., 2017).

2. To explore hybrid approaches: Combining dif-
ferent techniques and strategies to take advantage of
the strength of each one can lead to better results of
SPL regression testing approaches. As we discussed
in the answer of RQ1, minimization techniques are
poorly investigated, which could be combined with
selection or prioritization techniques. Also, adding
semantic impact analysis techniques in combination
with syntactic techniques can enable immediate feed-
back on the change impact (Robinson and White,
2012). Also, the combination of product selection,



configuration augmentation, or reduction techniques
may further improve the testing effectiveness and ef-
ficiency, compared to either approach alone (Qu et al.,
2012). Finally, considering both fine and coarse gran-
ularity of artifacts might allow more comprehensive
decisions during test activity (Lity et al., 2016).

3. To derive test cases automatically based on SPL
modifications: Ideally, test cases might be derived
in the same way products variants are (Fischer et al.,
2019; Fischer et al., 2020). However, quality of ini-
tial product tests is particularly crucial for the subse-
quent iterations (Lochau et al., 2012). Another chal-
lenge to achieve automatic derivation of test cases is
that building and maintaining traceability links be-
tween features and test cases can be complex and
time-consuming. For SPLs that evolve at a moderate
rate, building a feature model and traceability links
requires high upfront costs (Marijan and Sen, 2017).

4. To properly test feature interactions: Two stud-
ies highlight the need of investigating feature interac-
tions in depth. One study suggests considering feature
interaction failures across historical executions (Mar-
jjan and Liaaen, 2018). Another study mentions
the use of results from testing different configuration
combinations to discover interactions among config-
uration options (Fischer et al., 2019).

5. To support SPL regression testing in continuous
integration: Continuous Integration has become a de
facto practice in software development, even in the
context of SPLs (Lima et al., 2020b). This also affects
regression testing, as there usually exist time bud-
gets (Marijan and Liaaen, 2018). For example, one
study suggests splitting test activity in two phases,
namely one for the nightly runs and another more
complex one for release-acceptance testing (Remmel
et al., 2011). And finally, two primary sources men-
tion investigating trade-off between early fault de-
tection and efficient regression testing (Lity et al.,
2019) and experimenting variable time budgets with
the test prioritization and reduction approaches (Mar-
ijan et al., 2019).

6. To manage regression testing for SPL evolu-
tion in space and time: It has been acknowledged
that SPLs evolve in space (introduction or exclu-
sion of features) and in time (version of a same fea-
ture) (Berger et al., 2019; Michelon et al., 2020b;
Michelon et al., 2020a). However, in the litera-
ture of SPL regression testing, we have not found
approaches with such characteristics. For example,
SPLs evolving in space and time require lifting of
traditional analyses to consider both dimensions of
variation (Berger et al., 2019). However, we argue
that there is a potential for reusing existing regression

analyses for testing purposes, some of which has been
already exploited (Heider et al., 2012; Lochau et al.,
2012).

6 Concluding Remarks

This work overviews existing literature on SPL re-
gression testing, a fundamental activity to reveal
problems and guarantee that SPL maintenance and
evolution were performed accordingly. Test case se-
lection and prioritization are the most addressed tech-
niques. A wide range of input artifacts are used, and
the main output is the list of selected/prioritized/ min-
imized test cases. Comparison-based strategy is by far
the most applied strategy, together with fault-based
and coverage-based criteria.

Based on the results, we defined a research
roadmap for short and medium term. This roadmap
describes some research opportunities. ~ Among
them, we can mention to introduce multi-criteria ap-
proaches, to explore the advantages of hybrid ap-
proaches, automatic derivation of test cases based on
SPL modifications, proper testing of feature interac-
tions, to support the SPL regression testing in con-
tinuous integration environments, and management
of regression testing for SPLs evolving in space and
time. In addition to this, we observe some opportu-
nities based on limitations and trends related to the
investigation of SPL regression testing in the context
of emerging technologies and practical needs, such as
to properly test feature interactions.
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3 TEST2FEATURE: FEATURE-BASED TEST TRACEABILITY TOOL FOR HIGHLY
CONFIGURABLE SOFTWARE

Based on the mapping presented in the previous chapter, we identified the need for a tool for
test case traceability to features. As HCSs evolve, new features are added, changed, or removed,
which hampers the selection and evolution of test cases. The use of test traceability reports
can help in this task, but there is a lack of studies addressing HCS test-to-feature traceability.
Existing work usually are based on the variability model, which is not always available or updated.
Some tools only link test cases to code lines. Considering this gap, this chapter introduces our
tool called Test2Feature, a tool that traces test cases to features using the source code of
annotated HCSs, written in C/C++.

3.1 MOTIVATIONS

Our motivation is the observed lack of tools explicitly designed for tracing tests in HCS based on
their features. The particularities of these systems, with their diverse configurations, require an
approach that explicitly links test cases to the specific features of the software. This gap in the
available tools motivated our research to address this need.

3.2 OBIJECTIVES

The primary objective of our work is to introduce and showcase the Test2Feature, tool a
feature-based test traceability solution tailored for HCS. The tool aims to establish direct links
between test cases and the unique features of the software, facilitating a nuanced understanding
of test coverage across various configurations. We delve into the implementation details and
highlight the practical advantages of Test2Feature in real-world scenarios.

3.3 CONCLUDING REMARKS

In conclusion, we underscore the significant contribution of Test 2Feature as a practical tool
to enhance test traceability in HCS environments. The tool provides an innovative approach to
tying test cases directly to specific features, easing the adaptation of tests to changes in software
configurations. The outcomes indicate that Test 2Feature fills a crucial void, offering an
effective solution to improve traceability and reliability in testing HCS. We also noticed that this
tool is quite powerful and can be integrated into parts of other tools or approaches.
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ABSTRACT

To ensure the quality of Highly Configurable Software (HCS) in
an evolution and maintenance scenario is a challenging task. As
HCSs evolve, new features are added, changed, or removed, which
hampers the selection and evolution of test cases. The use of test
traceability reports can help in this task, but there is a lack of studies
addressing HCS test-to-feature traceability. Existing work usually
are based on the variability model, which is not always available or
updated. Some tools only link test cases to code lines. Considering
this gap, this paper introduces Test2Feature, a tool that traces
test cases to features using the source code of annotated HCSs,
written in C/C++. The tool produces the following outputs: the
code lines that correspond to each feature, the lines that correspond
to each test case, and the test cases that are linked to each feature.
Test2Feature is based only on the static analysis of the code. The
traceability report produced can be used to ease different tasks
related, for instance, to regression testing, feature management,
and HCS evolution and maintenance.
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1 INTRODUCTION

Highly Configurable Software (HCS) provides adaptable and flexible
solutions to complex and real-world problems. HCSs are usually im-
plemented by using different configuration options to create custom
system products, also known as variants [20]. Quality assurance
of HCS is a fundamental issue, but this involves some challenges.
Ideally, all possible configurations should be tested, but this is often
unfeasible because the number of possible configurations grows
exponentially with the number of features. This makes HCS testing
more complex and expensive, as many features often need to be
tested and several test cases overlap [16]. For instance, the test
case selection in a regression testing scenario requires specific ap-
proaches to consider the HCS evolution in space and time, where
features are added, modified, or removed [15].

For easing that and other tasks, approaches and tools based on
test traceability could be used. Tufail et al. [19] developed a tool
for test traceability, which links test cases to a set of requirements
without requiring the program execution or test coverage, which
would be expensive; but these tools do not consider HCSs. A recent
mapping on testing tools for HCSs [5] reports few tools addressing
test case traceability for features [1, 7, 11]. These tools are based on
the Feature Model (FM). This can be a limitation because, for many
HCSs, the FM is unavailable or outdated. Existing tools for HCS
that are based on source code [8, 9, 12] do not generate traceability
for features, but only link test cases to the lines of code. Another
limitation is that the great majority of these tools can be used only
for Java code.

Motivated by these facts, this paper introduces Test2Feature,
a tool that, given the source code of an annotated HCS and a test
case set, produces test traceability reports linking test cases to the
HCS features. The tool encompasses three modules that generate
three main outputs: traceability from features to code lines, trace-
ability from test cases to code lines, and traceability from features
to tests. In this sense, the main contribution of this work is to de-
scribe a tool that traces test cases to features from the source code
of HCSs. The tool is available online! and allows developers and
testers to know the lines of the source code and features that corre-
spond to a test case. Differently from existing tools, Test2Feature
works with annotated HCSs written in C/C++ and is based only
on the static analysis of the code. The traceability report produced
can ease different tasks, as for example, regression testing, feature

management, and HCS evolution and maintenance.
The paper is structured as follows. Section 2 overviews related

work. Section 3 describes the tool architecture. Section 4 illustrates

Thttps://github.com/willianferrari/Test2Feature.git
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the outputs of Test2Feature through a case study. Section 5 con-
cludes the paper.

2 RELATED WORK

As mentioned before, there are many approaches and tools in the
literature to generate test traceability to requirements using static
analysis [19]. Different kinds of artefacts are used to specify these
requirements, such as use cases and user stories. But they usually
do not trace test cases for HCS code. We have found a few work
that link test cases to the HCS code lines [8, 9, 12], but they do not
generate traceability to features. Another limitation is that they
generate traceability only for Java code.

We observed in the literature a lack of testing tools for HCSs
written in C/C++. Out of 34 tools reported by a recent mapping on
testing tools for HCS/SPL [5] only four can be applied to C/C++ [2, 4,
6, 18], and no one of these tools addresses test case traceability. The
mapping also reports some pieces of work addressing test-to-feature
traceability in the context of test case selection and prioritization [1,
7, 11]. But the problem of these work is that the approaches they
implement are based on an FM.

Differently from the related work mentioned above, our work
generates the test-to-feature traceability from the annotated code
of HCS. This brings some advantages for an HCS evolution scenario
because FMs are not always available and updated. We observe a
lack of tools for C/C++ language that link features to the source code
in the context of HCS. In addition to this, we have not found a tool
to link features to test cases, which is the main goal of Feature2Test,
described in the next section.

3 TEST2FEATURE MODULES

Test2Feature? encompasses three modules as depicted in Figure 1.
The input provided by the software engineer is a configuration
file containing the paths for the system repository and test folder,
as well as the current commit to be analyzed. This information is
passed to the module MineFeaturesLines, responsible for localizing
features by code lines, and to the module MineTestLines, responsible
for identifying the code lines that correspond to each test case of
the test folder. MineTestLines uses the tool Doxygen? to generate
XML files representing the dependency graph for the functions of
the C/C++ code. The information of these both modules is used
by the module MergeTestFeaturesLines to generate a CSV file that
contains the traceability of features to the test cases.

Configuration File: in the configuration file the software engineer
sets the names of the test and system folders. In addition, s(he)
can choose any previous commit by using Commit Sha. This is
illustrated in Figure 2. The engineer needs to set four variables: 1)
REPGIT: which contains the system URL in GitHub; 2) SYSFOLDER
with the name of the system folder; 3) TESTFOLDER with the name
of the test folder of the system; and 4) NCOMMIT with the Sha Hash.

MineFeaturesLines: this module uses the implementation of the
approach for mining features in space and time, described in our
previous work [13, 14]. The approach abstracts the source code of

2 A video demonstrating the core features of the TEST2FEATURE tool is available at:
https://www.youtube.com/watch?v=6RN6F1TNYr8
3https://doxygen.nl/index.html
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Figure 1: Test2Feature architecture

$ CofigFile.sh M X

Users > willianmendonca > Documents > Tool-SPLC > Test2Feature > $ CofigFile.sh
1  #!/bin/bash

#repository URL

REPGIT="<URL REPOSITORY GitHub>"
#Name of System Folder
SYSFOLDER="<NAME FOLDER SYSTEM>"
#Name of Test Folder
TESTFOLDER="NAME FOLDER TEST"
#Commit Sha

NCOMMIT="<COMMIT SHA HASH>"

"
SoeNoU s WN

Figure 2: Configuration File Content

a commit snapshot at the level of preprocessor directives, which
are distinguished in conditional blocks, i.e., #if, #ifdef, #elif,
#else, and #ifndef; definition lines, i.e., #define and #undef di-
rectives; or import file lines, containing #include directives. This
abstraction is less computationally expensive and time-consuming,
as we do not need to analyze the abstract syntax tree to obtain, for
each file, all the lines of code containing preprocessor directives.
The approach uses a Constraint Satisfaction Problem (CSP) [17] to
reliably identify interacting features or features depending on the
execution of other features [3], and thus which features belong to
which conditional blocks to obtain the features lines.

Figure 3 illustrates how the approach for mining features lines
works. The figure contains four variation points/conditional blocks
wrapped by conditional directives. For each conditional block, the
approach creates constraints related to each particular conditional
block of code. For instance, lines 1-3 belong to feature A. This is the
simplest case, where there are no interactions or nested features.
But the block of code of lines 6-8 belongs to a feature internally
defined, inside feature A. This block of code of lines 6-8 is activated
when feature A is selected, and thus when B is greater than 10.
However, this is not the only constraint to take into account to
determine which features belong to the block of code of lines 6-8
because there is an outermost block wrapping lines 6-8 with the
conditional expression #if C. In this case, feature C also has to be
selected so that this block of code can be executed. Therefore, in
such cases, where multiple features imply executing a block of code,
a heuristic is adopted to consider the lines as part of the closest
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1 #ifdef A

2 #define B 15
3 #endif

4

5 #if C

6 #if B > 10
7 <code >
8 #endif

9 #endif

10

11 #ifndef D

12 <code >
13 #endif

14

15 <code >

Figure 3: Conditional blocks of feature implementations.

feature (not defined internally via #define directive) to the block
of code. In this way, the block of code of lines 6-8 is assigned to the
feature C. Therefore, the lines of code of feature C begins at line 5
and ends at line 9.

We also have a corner case example [10] at lines 11-13, where
there is a negated conditional expression, i.e., the block of code
is executed when feature D is not selected. In this case, there are
no nested features or feature interactions, and this block of code
is thus considered part of the system core (BASE feature), as there
is no feature responsible for executing this block. After getting
the features responsible to execute each block of code, we obtain
the line numbers of each file that belongs to a feature. Therefore,
lines 1-3 belong to feature A; lines 5-9 to feature D; lines 11-13 belong
to BASE, as well as line 15, which is outside of any variation point.

MineTestLines: this module generates as result the traceability of
test cases to system functions by using the output of Doxygen. This
tool has the GNU General Public License, initially developed with
a view to keeping the source code of systems with annotated C++
code documented, but also has support for other languages like
C, C#, Python, Java, and so on. Doxygen supports visualization of
the relationships between various elements through dependency
graphs, inheritance, and collaboration diagrams, generated auto-
matically, in different formats. MineTestLines uses the function de-
pendency graph in XML format. We defined the minimal set of
parameters in order to generate all possible dependencies available
in Doxygen and to make the tool execution faster.

MergeTestFeatureslines: this module produces a merge between
the MineTestLines and MineFeaturesLines outputs, e.g., the location
of the features along with the location of the test cases. In this way,
it is possible to know exactly the location of the tests and features
per line of the files. Initially, a merge is performed considering the
localization files; then, a filter is applied considering the location of
the code lines.

Implementation Aspects: For the development of Test2Feature
we used the Python programming language, in version 3.9.10. To
deal with the CSV files the PANDAS data science library is used.
The module MineFeaturesLines was developed in Java and uses as
input a system folder already cloned and a Commit Sha. As output,
it delivers a CSV file containing the location of the features per line.
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4 ILLUSTRATIVE EXAMPLE

This section describes an example of our tool and the results gener-
ated by their modules. For this end, we use the SQLite? database
system, available on GitHub. SQLite is an industrial case study,
used on a large scale, and daily updated. After setting the vari-
ables in the configuration file, the modules MineFeaturesLines and
MineTestLines can be run independently. Figure 4 shows an excerpt
from the source code of the main.c file that belongs to SQLite, and
Figure 5 presents the outputs produced by the modules MineFea-
turesLines and MineTestLines. The SQLITE_OMIT_WSD feature of the
code snippet in Figure 4 is responsible to execute the conditional
block of lines 376-381.

375 int sqlite3_shutdown(void){
376 #ifdef SQLITE_OMIT_WSD

377 int rc = sqlite3_wsd_init(4096, 24);
378 if( rc!=SQLITE_OK ){

379 return rc;

380 }

381 #endif

Figure 4: Features SQLite

MineFeaturesLines and MineTestLines are modules for feature
location (traceability of features to code) and traceability of the
test cases to the code, respectively. Figure 5 shows an example of
test-to-function traceability generated by the module MineTestLines.
Test case traceability has the granularity of test cases to function
considering the start line (column LineFrom) and end line (column
LineTo); the test case registerOomSimilator (column TestCase)
belonging to the file fuzzcheck. c (column TestFile) uses the func-
tion sqllite3_shutdown (column TargetFunction), located in the
file main.c (column TargetFile) starting in line 375 and ending in
line 418. The module MineFeaturesLines also generates a result that
can be used by engineers for decision-making. Such a result can
also be seen in Figure 5. We can observe the traceability between
the output files, in this case, the feature SQLITE_OMIT_WSD (Fea-
tureName) is located in the file main. c (TargetFile) between lines
376 and 381.

TestFile TestCase TargetFile TargetFunction LineFrom LineTo
Cc  registerO i main.c sqlite3_shutdown

fuzzcheck.c  disableOom fuzzcheck.c oomCounter

fuzzcheck.c  disableOom fuzzcheck.c oomRepeat

fuzzcheck.c  isOffset optfuzz-db01.txt | ¢

fuzzcheck.c  isOffset fuzzcheck.c hexTolnt

fuzzcheck.c  decodeDatabase optfuzz-db01.txt | a

TargetFile FeatureName FeatFrom
src/main.c ‘ SQLITE_OMIT_WSD ‘

src/sqlitent.h SQLITE_OMIT_WSD

src/ctime.c SQLITE_OMIT_WSD

src/test_multiplex.c SQLITE_OMIT_WSD 529 531
src/tclsqlite.c SQLITE_TCL_DEFAULT_FULLMUTEX 3751 3753
src/test_config.c SQLITE_OMIT_TCL_VARIABLE 646 648
src/ctime.c SQLITE_OMIT_TCL_VARIABLE 645 647

Figure 5: Outputs from MineTestLines and MineFeaturesLines.

https://github.com/sqlite/sqlite



SPLC 22, September 12-16, 2022, Graz, Austria

Figures 6 and 7 show the outputs of the module MergeTest-
Featureslines, which are, respectively, traceability from features
to test cases and traceability from test cases to features. Figure
6 shows a file presenting traceability considering that the range
corresponding to the feature belongs to the range that corre-
sponds to the function on which the test case depends on. For
example registerOomSimilator (TestCase) depends on function
sqllite3_shutdown that corresponds to the lines 375 (Line-
From) to 418 (LineTo), and SQLITE_OMIT_WSD (FeatureName)
corresponds to the lines 376 (FeatFrom) to 381 (FeatTo). We ob-
serve that lines 376 to 381 are within the range 375 to 418. Then,
SQLITE_OMIT_WSD is within the range of the function on which the
test case depends.

Figure 7 presents traceability considering that the function
on which the test depends is inside the range that corresponds
to the feature. For example, vacuuml (TestCase), which is lo-
cated in the file tt3_vacuum. c (TestFile), depends on the function
sqlite3_enable_shared_cache (TargetFunction), located in the
file btreee. c (TargetFile), between lines 89 and 92. In this case, the
feature BASE (FeatureName) is between lines 78 and 93. Thus, the
test case is within the range that corresponds to the feature.

TestFile TestCase TargetFile  TargetFunction LineFrom LineTo FeatureName FeatFrom FeatTo
fuzzcheck.c  registerOomSimulator main.c sqlite3_shutdown 375 418 SQUITE_OMIT_WSD 376 381
fuzzcheck.c  runCombinedDbSglinput  main.c sqlite3_file_control 3895 3940 BASE 3936 3938
fuzzcheck.c  runCombinedDbSallnput  main.c sqlited_file_control 3895 8940 SQLITE_UNTESTABLE 3936 8938
fuzzcheck.c  runCombinedDbSqlinput  main.c sqlite3_initialize 200 365 BASE 205 212
fuzzcheckc  runGombinedDbSglinput  main.c sqlite_initialize 200 365 BASE 212 295
fuzzcheckc  runGombinedDbSglinput  main.c sqlited_initialize 200 365 BASE 295 309
fuzzcheck.c  runCombinedDbSalinput  main.c sqlited_initialize 200 365 BASE 300 317

Figure 6: Traceability of Features to Tests.

TestFile TestCase TargetFile  TargetFunction LineFrom LineTo FeatureName FeatFrom FeatTo
#3_vacuum.c vacuum1 btree.c sqlite3_enable_shared_cache 89 92 BASE 78 93
#3_vacuum.c  vacuumi biree.c sqlite3_enable_shared_cache 89 92 BASE 81 93
tt3_shared.c  shared? btree.c sqlite3_enable_shared_cache 89 92 BASE 78 93
3_shared.c sshared1 btree.c sqlite3_enable_shared_cache 89 92 BASE 81 93
1#3_index.c create_drop_index 1 btree.c sqlite3_enable_shared_cache 89 92 BASE 78 93
13_index.c create_drop_index 1 btree.c sqlite3_enable_shared_cache 89 92 BASE 81 93
threadtest3.c  dynamic_triggers btree.c sqlite3_enable_shared_cache 89 92 BASE 78 93

Figure 7: Traceability of Tests to Features.

5 CONCLUSIONS

This paper introduces Test2Feature, a tool to generate
test-to-feature traceability from the code of an annotated HCS to
the test cases of its features. The tool has three modules that pro-
duce the following outputs: the code lines that correspond to each
feature, the lines that correspond to each test case, and the test
cases that are linked to each feature. In this way, Test2Feature
allows developers and testers to know which lines of the source
code correspond to a test case, and which features correspond to
the lines of a test case.

Furthermore, the tool was developed to work at the script level.
This makes it possible to insert the tool as part of larger processes
for automatic decision-making. For instance, the results can be used
by other approaches/tools for a detailed analysis of the test cases’
behavior, and/or mapping the co-change of features and test cases
in space in time, hence easing maintenance and evolution tasks.

Mendonca et al.

As future work, we intend to develop a friendly interface and
also organize the results in different ways. We intend to implement
other mechanisms and modules to ease regression testing activ-
ities such as test case prioritization in continuous integration of
HCSs, selection of test cases linked to some particular features, and
generation of test cases based on the code modifications.
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4 FEATURE-ORIENTED TEST CASE SELECTION DURING EVOLUTION OF
HIGHLY-CONFIGURABLE SYSTEMS

In this chapter, we explore the tool presented in the previous chapter as part of a test case selection
approach, to face challenges found in the evolution of HCSs. Systems with a broad range of
configurations pose unique challenges, especially concerning the efficient selection of test cases.
Our research focuses on the critical need to adapt the testing strategy as these systems evolve.

4.1 MOTIVATIONS

Upon analyzing existing approaches applicable to the context of HCSs evolution, we observe a
lack of specific approaches to deal with test cases. Most works have limitations, as they focus
solely on the altered parts of the code without considering the impact of the change on the features
— the building blocks of HCSs. The motivation for this study is to address this gap and emphasize
the importance of adaptive test case selection to handle changes in system configurations and
features.

4.2 OBIJECTIVES

Our proposal aims to provide a practical and automated solution for test case selection, employing
a feature-oriented approach during the system’s evolution, FeaTest Sel (Feature-oriented Test
Case Selection for Highly Configurable Systems). We solely use the source code of the HCS as
input for our approach, and all code analysis is static. The intention is to ensure comprehensive
coverage, optimizing the detection of potential defects in a dynamic environment.

4.3 CONCLUDING REMARKS

By adding the execution time of the approach to the execution time of the selected test cases, we
obtained a reduction of approximately ~ 50%, compared to the retest-all technique. Furthermore,
the approach was able to maintain quality by selecting 100% of failed test files. The traceability
and reports produced by our approach can also be used for future work by researchers, test quality
analysis by engineers, or as a source of information for tool builders.

The results highlight the tangible effectiveness of our FeaTest Sel approach in the
context of HCS evolution. The automation of test case selection, considering changes in features,
has proven to be a robust strategy for dealing with the complexities of continuous evolution in a
continuous integration environment. We conclude by emphasizing the critical importance of
adopting adaptive testing practices to ensure the ongoing quality of these systems throughout their
evolutionary cycle. The data presented during our research supports the validity and practical
usefulness of this innovative approach.

FeaTestSel is capable to reduce the number of test cases, by selecting those ones
related to the features changed in the commit, and as a consequence to reduce costs. However, in
a company, multiple projects may share the same CI workflow and regression testing usually runs
a time restricted to a specific duration, the test budget. In this sense, the use of TCP techniques in
combination with TCS can improve the RT cost-effectiveness. The idea is, after test selection,
to rank the test cases in order to early execute those with a high probability of reveal faults.
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Considering the constraints of test budgets, early fault detection is essential because when a test
case fails, test execution can be ended, and fewer resources are spent.
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ABSTRACT

Ensuring the quality of Highly Configurable Systems (HCSs) during
its evolution and maintenance is challenging. As an HCS evolves,
new features are added, changed, or removed, which makes the
test case selection for regression testing a difficult task. The use of
test traceability can help in this task, but there is a lack of studies
exploring the use of trace links for HCS testing. Existing work is
usually based on the variability model, which is not always available
or updated. Yet, the few existing approaches rely on links between
test cases and files/lines of code, limiting the selection to test cases
related to file changes, not considering the whole implementation of
features, which can be spread in many files other than the changed
ones. Considering this limitation, this work presents a test case
selection approach, namely FeaTestSel, that links test cases to
features using HCS pre-processor directives. Then, the selection of
test cases is based on features affected by changes in each commit.
In addition to the selected test cases, the approach also produces the
following reports to support the test activity: the lines of code that
correspond to each feature, the lines exercised by each test case,
and the test cases linked to each feature. To validate the approach,
we rely on Libssh, a real open-source HCS in constant evolution.
By adding the execution time of the approach to the execution time
of the selected test cases, we achieved a reduction of approximately
~50%, in comparison with the retest-all technique. Furthermore, the
approach was able to maintain quality by selecting 100% of failed
test files. The traceability and reports produced by our approach
can also be used for further work by researchers, analysis of the test
quality by engineers, or as a source of information for tool builders.

CCS CONCEPTS

- Software and its engineering — Software product lines;
Software testing and debugging; Traceability; Software main-
tenance tools.

KEYWORDS

Software Evolution, Software Product Line, Regression Testing

Permission to make digital or hard copies of all or part of this work for personal or
classroom use is granted without fee provided that copies are not made or distributed
for profit or commercial advantage and that copies bear this notice and the full citation
on the first page. Copyrights for components of this work owned by others than the
author(s) must be honored. Abstracting with credit is permitted. To copy otherwise, or
republish, to post on servers or to redistribute to lists, requires prior specific permission
and/or a fee. Request permissions from permissions@acm.org.

SPLC °23, August 28-September 1, 2023, Tokyo, Japan

© 2023 Copyright held by the owner/author(s). Publication rights licensed to ACM.
ACM ISBN 979-8-4007-0091-0/23/08....$15.00
https://doi.org/10.1145/3579027.3608979

Wesley K. G. Assungao
CSC, North Carolina State University
Raleigh, USA

Silvia R. Vergilio
DInf, Federal University of Parana
Curitiba, Brazil

ACM Reference Format:

Willian D. F. Mendonca, Wesley K. G. Assuncéo, and Silvia R. Vergilio.
2023. Feature-oriented Test Case Selection during Evolution of Highly-
Configurable Systems. In 27th ACM International Systems and Software
Product Line Conference - Volume A (SPLC °23), August 28-September 1, 2023,
Tokyo, Japan. ACM, New York, NY, USA, 11 pages. https://doi.org/10.1145/
3579027.3608979

1 INTRODUCTION

Highly Configurable Systems (HCSs) provide adaptable and flexible
solutions to complex and real-world problems. HCSs are complex
and predominantly configurable software, which means that they
incorporate a series of options (a.k.a., features) used for software
customization, allowing different functionalities and configurations
to be selected to a given user context [42]. Quality assurance of
HCSs is very important, but is a hard task [4]. Most HCSs incorpo-
rate a substantial number of configuration options, causing high
complexity for the test [25]. Typically, the configuration options
are interrelated through either inclusive or exclusive relationships,
which further increases the testing effort. This is even more chal-
lenging in the Continuous Integration (CI) context, where the system
is constantly evolving. HCSs can be updated, integrated, and tested
several times a day, and each cycle needs to be fast [46].

In this scenario, re-executing all test cases (i.e., retest-all tech-
nique) during each evolution cycle of the HCS may be impractica-
ble, as the test activity in an industrial environment is extremely
costly [8]. Thus, the use of a Test Case Selection (TCS) technique
is fundamental. TCS techniques have as goal the selection of the
best test cases from the test set available for a commit according to
some criteria, such as code coverage, execution time, fault detection,
and so on. Ideally, in the case of HCSs, all possible configurations
should be tested, but this is often unfeasible because the number of
configurations grows exponentially with the number of features,
and several test cases overlap [33]. TCS requires specific approaches
to consider the HCS evolution, where features are constantly added,
modified, or even removed [31]. Furthermore, if a CI environment
is adopted, there are strict time constraints imposed to run the tests,
the test budget [18]. To efficiently deal with these challenges with
a balance among time, cost, and test quality, practitioners need
efficient TCS approaches [23].

We can find many TCS approaches based on Feature Model (FM)
or other artifacts [1, 15, 16, 19, 38]. However, none of them consider
that HCSs are usually developed by adopting CI practices. In this
agile context, the models may be not updated accordingly, making
the use of those approaches difficult or even impossible. Other HCS
testing approaches need some kind of dynamic analysis based on
the test failure-history, execution, or coverage [21-23]. In some
pieces of work, the approaches are only evaluated with systems well-
modularized [10], in a context where the test cases are separated
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by feature and do not overlap. This is different from what is found
in practice. Approaches that take into account the code changes
are more suitable and used. For instance, approaches that select
test cases related to the files changed in the current commit [3,
9, 35]. But those existing approaches and tools do not consider
HCS particularities, and they are mostly based on Java language
only [10, 11]. Yet, those approaches also have limitations, since it
only focuses on changed parts of the code without considering the
change impact on features - building blocks of HCSs.

Motivated by these facts, in this paper, we present FeaTestSel
(Feature-oriented Test Case Selection for Highly Configurable
Systems). Given the source code of an annotated HCS and a set of
test cases available for a given commit, FeaTestSel selects the best
test cases to be executed in order to cover the features changed in
the corresponding evolution cycle. FeaTestSel produces different
traceability reports linking (i) test cases to code lines of the system,
(ii) features to code lines of the system, and (iii) test cases to features.
Differently from related work, the implementation of our approach
works for systems in C/C++ language. Our approach is feature-
oriented and needs only static analysis of the source code.

FeaTestSel proved to be highly efficient in reducing the time
spent executing test cases. By adding the execution time of the
approach to the execution time of the test cases, we reached a
reduction of approximately ~50% compared with the retest-all tech-
nique. Furthermore, the approach was able to maintain the test
quality by selecting 100% of failed test files. Compared with our
approach, the changed-file-oriented approach reaches a greater
reduction in the time and number of selected test cases (*97%)
but the quality regarding the number of detected failures is very
low. In addition to the reduction of testing effort, our approach
also produces complementary reports that can be used by software
engineers for analysis and improvement of the test case regression
process as a whole.

The paper is structured as follows. Section 2 reviews related
work. Section 3 contains an example that serves as motivation to
our work. Section 4 introduces the proposed approach and presents
its implementation aspects. Section 5 describes the methodology
adopted in the approach evaluation. Section 6 presents and analyses
the obtained results. Section 7 discusses threats to the validity of our
results. Section 8 concludes the paper and points research directions.

2 RELATED WORK

The literature on the topic of regression testing is vast [45], and
it also includes reviews related to the HCS context [5, 6, 14, 27,
36]. The studies more related to ours are the ones that describe
approaches and tools for TCS and test traceability, described below.

Some pieces of work on regression test of HCSs introduce ap-
proaches based on models and on the delta-oriented concept. For
instance, the work of Lity et al. [19] captures commonality and vari-
ability of an evolving product line by means of differences between
variants and versions of variants for TCS. Lachmann et al. [16]
show an incremental delta-oriented approach for improving the
efficiency of integration testing of HCSs by prioritizing test cases
for product variants. The approach of Al-Hajjaji et al. [1] selects
products that are the most dissimilar, in terms of deltas, to prod-
ucts tested previously. They also study the impact of adding delta
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modeling feature selection on product prioritization. The approach
of Lachmann et al. [15] is risk-based, and computes component
failure impact and component failure probabilities for each product
variant under test. In addition to the FM, the approach of Wang et
al. [43, 44] uses component feature models, in which an annotated
classification of test cases are used for test case selection. The idea
is to ensure that all test cases associated with a specific function-
ality provided by the user are executed. These approaches select
the best configurations of products to be tested and have the FM
as a starting point. This is a disadvantage, because sometimes this
model and other ones required are not always available, and in the
HCS evolution process they may be outdated.

The work of Silveira Neto et al. [38] describes a regression testing
framework for HCSs at the integration level. The idea is to reduce
testing effort by selecting and prioritizing test cases based on archi-
tectural similarities between products. However, it requires many
input artifacts, which are often unavailable, such as test scripts and
integration level test suites. In addition, the intervention of testing
experts is necessary. For the approach validation, different versions
of a system were created to simulate an HCS.

An approach, called TITAN, which can be used in an evolution
scenario, was proposed by Marijan et al. [23]. The test data history
is used to determine an optimal test order to ensure feature cov-
erage, early fault detection, and reduced execution time. TITAN
implements test prioritization and minimization techniques, and
provides test traceability and visualization. The approach considers
that the test cases have tags for HCS features, but we can observe
that in most open-source HCS systems these macros do not exist.
This hampers its applicability for general scenarios. Other studies
of Marijan et al. [21, 22] identify redundancy by analyzing the over-
lap of configurations options in a test set. Afterward, the tests are
classified as unique, fully redundant, or partially redundant. Then,
historical test information is used to determine which configura-
tions have demonstrated high failure in previous test runs. Based on
this information, the approach classifies partially redundant tests
into effective and ineffective tests. The analysis uses code coverage
per test case, and this dynamical strategy can degrade the perfor-
mance of algorithms when inserted in industrial environments that
undergo constant updates. In this way, approaches that perform
only static analysis are more suitable.

Tufail et al. [40] present a systematic review on traceability
techniques and tools that link test cases to requirements based on
static information, without requiring the program execution or
test coverage. But the pieces of works mentioned in the review
do not deal with the concept of feature, the main HCS element.
Some pieces of work introduce methods based on changed files or
versions [3, 9, 35]. An example is the tool Ekstazi [9] that calculates
the checksum of the new file versions and considers that the file
has changed if the checksums are different from the old file version
ones. To select test cases, Ekstazi calculates the file dependencies of
the test units. Bertolino et al. [3] presents a TCS approach, applying
a criterion based on static dependency analysis at the class level.
These approaches above can be used in the HCSs, but they work
only for Java code and do not consider HCSs particularities. Some
studies for HCSs that are also based on source code [12, 13, 26], do
not generate traceability for features, but only link test cases to
lines of code. The work of Tuglular and Sensiiliin [41] generates a
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traceability between the feature and test cases, but using a specific
language through annotations.

The code-based method of Jung et al. [10] considers the similarity
and variability of a product family, leaving out test cases unaffected
by source code changes. But the application considers only well-
developed HCSs (i.e., toy systems), and test cases were developed
specifically for the evaluation. In practice, however, for most of
the industrial HCSs there are no links between test cases and fea-
tures/products. Thus, it is hard the application of the approach in
a real context, even more when the system is constantly evolving.
Jung et al. [11] propose a TCS method to avoid repeating equivalent
test runs that cover exactly the same source code sequence and
produce the same test result on two or more products of a product
family. To identify equivalent test runs, test case execution traces
and source code checksum values are used. The several steps of the
approach may be quite costly if applied to large systems that are
constantly evolving. In addition, it is specific for Java.

In summary, existing pieces of work present the following main
limitations: (i) are dependent on models that can be outdatet [1, 15,
16, 19, 38]; (ii) require a failure-history or dynamic analysis [21-
23], what is costly and may be not suitable for a CI scenario; (iii)
do not consider HCS particularities and/or languages such as C
and C++, largely adopted for the HCS development [3, 9, 35, 41];
(iv) consider that there is a kind of mapping for the test cases or
that the HCSs are developed following a specific format [10, 23];
and (v) do not work with the concept of features, fundamental
in the HCS context [12, 13, 26]. To address these limitations, we
present an approach (in Section 4) that works for systems written
in C/C++ language. Our approach is changed-based and feature-
oriented, relying only on the static analysis of the source code. In
the next section, we present a motivating example showing the
importance of considering the changed features in comparison with
a changed-file-oriented approach.

3 MOTIVATING EXAMPLE

To illustrate the importance of using a feature-oriented approach,
we consider the system Libssh that is also used in our evaluation
(described in Section 5.2). The system has 110 developers! and it is
constantly evolving. Libssh is commonly updated more than once
a day. In this scenario, suppose that a developer needs to make a
small change in the system related to a feature of this HCS, and
after this change the retest-all technique is adopted. This retest
may be necessary several times due to the number of developers
involved. This is an expensive approach that requires a lot of time
and resources for every change, even the simple ones. For instance,
consider commit c64ec432, which performs the removal of the
functions enter_function() and leave_function(). This mod-
ification is related to 22 changed files with 268 additions and 495
deletions, as shown in Figure 1. In this commit, 117 test cases are
available. The retest-all technique, for example, considering Libssh,
can take up to five minutes to run per variant.> Notice here that
the HCS can receive several updates a day, as can be seen in the
repository, and many variants must be tested.

! According to https://github.com/libssh/libssh-mirror/graphs/contributors
*https://github.com/libssh/libssh-mirror/commit/c64ec43
3Examples of time per variant: https://gitlab.com/libssh/libssh-mirror/-/pipelines
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H libssh / libssh-mirror  Public

<> code {7 Pullrequests (O Actions (@) Security |~ Insights

src: Remove enter_function() and leave_function(). Browse files

F master

D libssh-0.84 ... libssh-0.6.0

ey cryptomilk committed on jul 14, 2013

1 parent @d3deee commit c64ecd3

Showing 22 changed files with 268 additions and 495 deletions. Split  Unified

v -3 3 mmmo0 include/libssh/priv.h (O

0@ -138,9 +138,6 @@ int gettimeofday(struct timeval *_ p, void
RERL)

138 138 # define LIBSSH_THREAD

139 139 #endif

140 140

Figure 1: Number of modifications made in commit c64ec43

1698 - enter_function();
1699 1655 #ifdef WITH_SSH1
1700 1656 if (channel->version==1) {
1701 1657 rc = channel_request_pty_sizel(channel,terminal, col, row);
1702 leave_function();
1658
1703 1659 return rc;
1704 1660 }
1765 1661 #endif

Figure 2: Example of modification in commit c64ec43

An alternative to this technique is to trace test cases to the 22
files changed and select only the test cases associated to them. But
this technique does not select the test cases related to the features
that were changed in the commit, which can cause failures in other
files not changed. An example is presented in Figure 2, in which
the feature WITH_SSH1 was changed in the referred commit. In the
change, the call to leave_function() was excluded. However, the
exclusion of this call can change all the functionality of WITH_SSH1
and impact other files not changed that also implements this feature,
such as options.c and channelsl.c. To address this issue, we
introduce in the next section a feature-oriented selection approach,
which is capable of capturing these relationships and including all
the impacted test cases in the selected test set.

4 PROPOSED APPROACH

Our approach, called FeaTestSel (Feature-oriented Test Case
Selection for Highly Configuration Systems), consists of four steps
that are presented in Figure 3. The tester needs only to provide a
configuration file (Config file) containing the paths to the source
code of the HCS and the test case folder. In Step 1, Identify HCS
features, the source code corresponding to each feature of the HCS
is determined. The lines of code that implement each feature of the
system are identified automatically based on pre-processor direc-
tives. After this, two independent steps are performed. In Step 2,
Identify features changed, the source code of the current commit
is compared with the previous one to identify feature changes (i.e.
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features modified, added, or removed). In Step 3, Map features to test
cases, the lines exercised by each test case are identified and trace
links between feature and test cases are created. In the last step,
Select test cases, the output of Steps 2 and 3 are used to select test
cases related to feature changes in a given commit. The main out-
put consists of the selected test cases and reports with traceability
information between test cases and features.

FeaTestSel is designed to be lightweight; it does not need any
learning process or any long history of changes or test failures to
perform the test case selection. Thus, our approach can be executed
after each commit, identifying feature implementations, feature
changes, and feature to test traceability using the most updated
version of the HCS. In the following, we present the procedure
and implementation aspects of each step of our approach, and
how the information of the configuration file is used as input. Our
implementation, adopts Python programming language, version
3.9.10. To deal with the CSV files, we adopted the PANDAS* library.

4.1 Input

The input provided is a configuration file (Config file), as illustrated
in Figure 4 for the system Libssh. In the file, the software engi-
neer defines the paths to folders that the approach uses as a source
of information, containing at least three pieces of information:
(i) repository_URL: contains the URL to the repository of the HCS
(e.g., the URL of the HCS on GitHub); (ii) system_path: indicates
the path of the source code folder with the implementation of the
features; and (iii) test_names: defines a pattern in the nomencla-
ture of test cases that allows the approach to identify which source
code files are related to test cases. Alternatively, the software engi-
neer can provide the folder name, test_folder, used to store test
cases, when this is a practice in the project. In this case, the test
case selection will perform faster. However, using the string brings
the benefit that all system files will be checked, since by using a
good search string, hardly any test case file will be forgotten.

4.2 Identify HCS Features

To mine features and their changes, our implementation abstracts
the source code of a commit snapshot at the level of preprocessor
directives, which are distinguished in conditional blocks (i.e., #if,
#ifdef, #elif, #else, and #ifndef), definition lines (i.e., #define
and #undef directives), or import file lines containing #include
directives, similarly to [30, 32]. This abstraction is less computation-
ally expensive, as we do not need to analyze the abstract syntax tree
to obtain, for each file, the lines of code containing preprocessor
directives. The approach uses a Constraint Satisfaction Problem
Solver [37] to reliably identify features interacting/depending on
the execution of other features [2], and thus which features belong
to which conditional blocks to obtain the features lines.

Figure 5 is used to illustrate the strategy adopted for mining
features lines. The figure contains four variation points (i.e., con-
ditional blocks) wrapped by conditional directives. For each con-
ditional block, the approach creates constraints related to each
particular conditional block of code. For instance, lines 1-3 belong
to feature A. This is the simplest case, where there are no interac-
tions or nested features. But the block of code of lines 6-8 belongs

“https://pandas.pydata.org/
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Figure 3: Input, four steps, and output for FeaTestSel

@ ConfigFileExample.py 7 X
Users > & ConfigFileExample.py >
8 repository_URL = 'https://gitlab.com/libssh/libssh-mirror.git"'
9 system_path = '../database/libssh-mirror'
10 test_names = 'assert_'
11 # test_folder = '../database/libssh-mirror/tests’'
12

Figure 4: Configuration file used as input for the approach

to a feature internally defined, inside feature A. This block of code
of lines 6-8 is activated when feature A is selected, and thus when
B is greater than 10. However, this is not the only constraint to
take into account to determine which features belong to the block
of code of lines 6-8 because there is an outermost block wrapping
lines 6-8 with the conditional expression #if C.In this case, feature
C also has to be selected so that this block of code can be executed.
Therefore, in such cases, where multiple features imply executing
a block of code, a heuristic is adopted to consider the lines as part
of the closest feature (not defined internally via #define directive)
to the block of code. In this way, the block of code of lines 6-8 is
assigned to the feature C. Therefore, the lines of code of feature C
begins at line 5 and ends at line 9.

We also have a corner case example [20] at lines 11-13, where
there is a negated conditional expression, i.e., the block of code
is executed when feature D is not selected. In this case, there are
no nested features or feature interactions, and this block of code
is thus considered part of the system core (BASE feature), as there
is no feature responsible for executing this block. After getting
the features responsible to execute each block of code, we obtain
the line numbers of each file that belongs to a feature. Therefore,
lines 1-3 are related to feature A, lines 5-9 to feature C, lines 11-13
to feature D, and to BASE, as well as line 15, which is outside any
variation point.
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1 #ifdef A

2 #define B 15
3 #endif

4

5 #if C

6 #if B > 10
7 <code >
8 #endif

9 #endif

10

11 #ifndef D

12 <code >
13 #endif

14

15 <code >

Figure 5: Conditional blocks of feature implementations.

4.3 Identify Feature Changed

The mining process performed in this step uses the outputs from
the previous steps to identify changed features. First, we collect
all conditional block macros and all #defines present in all files
from each release commit. Next, we looked for macros that were
never defined within the source code, i.e., that can only be defined
externally by the user, from the command line. In this way, we
obtain the macros that can be considered as features of the system.
After the blocks are identified, for each block the approach uses Git
diff® to collect code fragments that differ for the same file from one
commit to another, thus, the differences of fragments with patches
from Git are obtained. These patches represent the differences
between two text files in a line-oriented manner, as calculated by a
diff utils library.® In summary, we use the previous step to identify
the features and their locations. When observing a diff between
commits, a feature change is identified if a new feature is found or
a change in the feature location occurs.

4.4 Map Features to Test Cases

In this step, our approach uses static analysis to identify depen-
dencies between test cases and source code implementing features.
To do this, we use the tool Test2Feature [28] that employs static
analysis to identify dependencies between test cases and source
code implementing features. First, we create a dependency graph
using all code available in the repository. Then, the dependen-
cies between test cases and source code implementing features are
collected. Finally, using the output of Step 1, namely the lines of
code implementing each feature, the approach creates trace links
between the test cases and the features they are related to. In sum-
mary, a merge between the output of Step 1 and the test cases found
in the HCS (i.e., links between the location of the features along
with the location of the test cases) is performed. In this way, it
is possible to know exactly the location of the tests and features
per line of the files. Initially, a merge is performed considering the
localization files, then, a filter is applied considering the location of
the code lines. The output of this step is stored in a CSV file.

This step was implemented based on Doxygen,” a tool that gener-
ates the dependency graph as XML files, performing static analysis
Shttps://git-scm.com/docs/git-diff
Shttps://java-diff-utils.github.io/java-diff-utils/

"https://doxygen.nl/index.html
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of the source code. We defined the minimal set of parameters in
order to generate all possible dependencies available in Doxygen
and to make the tool execution faster. This tool, which has the
GNU General Public License, was initially developed with a view to
keeping the source code of C++ systems documented, but also has
support for other languages like C, C#, Python, Java, and others. For
our approach, we used Doxygen for C/C++ code. Doxygen supports
visualization of the relationships between various elements through
dependency graphs, inheritance, and collaboration diagrams, gen-
erated automatically, in different formats. Our implementation uses
the function dependency graph in XML format.

4.5 Select Test Cases

After executing Steps 2 and 3, the required data (i.e., traceability
of tests for the feature) to perform the last step of the approach
is available. The implementation of the last step of the approach
is simple. For each commit in the HCS repository, knowing the
features that changed based on the output of Step 2. Identify feature
changed, the approach selects the test cases covering such features.

Despite its simplicity, this selection has an advantage when com-
pared to existing approaches. Approaches that also are change-
oriented, mostly select test cases that are direct related to the
changed files, without considering features. In our case, even if
the changed file is not touched by the test case, but the test case
touches other parts of the features being changed in the given com-
mit, that test case will be selected for the regression testing. As
features are building blocks of HCSs, it is important to verify the
behavior of the change features.

4.6 Illustrative Example

To illustrate required input and produced outputs of FeaTestSel,
we use again Libssh and focus on the commit c64ec43.8 This com-
mit was chosen because it represents well the evolution of an
HCS, with changes occurring in four different features: WITH_ZLIB,
WITH_SSH1, WITH_SFTP (connect.c file), WITH_SERVER and BASE.
The feature BASE encompasses the implementation of all parts of
the HCS that do not belong to a feature (i.e., are not wrapped in
pre-processor directives). BASE corresponds to a large portion of
code, and changes in all commits.

An excerpt of the source code corresponding to the Libssh
features is present in Figure 6. We can observe changes in the feature
WITH_SSH1, on lines 47, 51, and 55; and in the feature WITH_SERVER,
on lines 273 and 281. In our example, consider the test case set_ops
from the file connection.c, presented in Figure 7. From this test
case, Table 1 presents an excerpt of the CSV document generated by
our approach, with the test case set_ops having traceability to the
files sample.c, error.c and options.c. Moreover, it is possible
to trace specific functions and lines. Figure 7 presents an example
of the traceability between the test file connection.c and the file
options.c, showing the traceability at the function and feature
levels. In Table 1 we can see that the function ssh_options_getopt
corresponds to the lines 933 to 1102 in the test file connection.c,
where there is a call to this function on line 12. Thus, there is
a traceability between the test case set_opts and the function
ssh_options_getopt.

Shttps://github.com/libssh/libssh-mirror/commit/c64ec43
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36 36 #ifdef WITH_SSH1

37 37

38 38 static int ssh_auth_status_termination(void *s){

39 39 ssh_session session=s;

40 40 if(session->auth_state != SSH_AUTH_STATE_NONE ||
41 41 session->session_state == SSH_SESSION_STATE_ERROR)
42 42 return 1;

43 43 return 0;

44 44 }

45 45

46 46 static int wait_authl_status(ssh_session session) {

47 - enter_function();

48 47 /* wait for a packet */
49 48 if (ssh_handle_packets_termination(session,SSH_TIMEOUT_USER,
50 49 ssh_auth_status_termination, session) != SSH_OK){
51 leave_function();

50
52 51 return SSH_AUTH_ERROR;
53 52 I
54 53 SSH_LOG(SSH_LOG_PROTOCOL, "Auth state : %d", session->auth_state);
55 - leave_function();

54

PRI

230 - leave_function();

224
231 225 return rc;
232 226 }
233 227
234 228 #endif /x WETHESSHA »/
235 229 /* vim: set ts=2 sw=2 et cindent: x/

" nom
269 265 #ifdef WITH_SERVER
270 266 int crypt_set_algorithms_server(ssh_session session){

271 267 char *method = NULL;
272 268 int i = 0;
273 = int rc = SSH_ERROR;
274 269 struct ssh_cipher_struct *ssh_ciphertab=ssh_get_ciphertab();
275 270
276 271 if (session == NULL) {
277 272 return SSH_ERROR;
278 273 ¥
279 274
280 /* we must scan the kex entries to find crypto algorithms and set their
281 - enter_function();
"= om

338 - rc = SSH_OK;
339 error:
340 - leave_function();
341 - return rc;

335

336 return SSH_OK;
342 337 }
343 338
344 339 #endif /x HWETHESERVER +/

Figure 6: Excerpt of source code corresponding to the Libssh
features changed as part of commit c64ec43

To illustrate feature traceability, we also use the granularity
of lines of code and the feature WITH_SSH1 as example. Table 2
presents an excerpt of the CSV file generated by our approach. We
can see WITH_SSH1 is found between lines 947 to 949 in the file
options.c. Thus, to know exactly which test cases touch which
feature, we use the two CSV files, performing a merge of the related
lines of code. We can see in Figure 7 the #ifdef corresponding to
the feature WITH_SSH1 and check this feature is inside the func-
tion ssh_options_getopt and the test case set_opts touches this
function. Then, in the case of a change in this feature, this test case
must be selected. In addition to this, we can observe in Figure 7 the
feature is between the range of the function ssh_options_getopt
that covers lines 933 to 1102. Table 3 presents the CSV file generated
at the end of Step 4 where we can see in the test case set_opts.
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Table 1: Traceability of Test Cases to Source Code Lines

TestFile | TestCase | TargetFile [ TargetFunction | LineFrom | LineTo
connection.c | set_opts | sample.c host 39 39
connection.c | set_opts error.c ssh_get_error 109 113
connection.c | set_opts options.c ssh_options_getopt | 933 1102

933 _i)tm(sshfsession session, int sargcptr, char sxargv) {

SSH_OPTIONS *set_opts(int argc, char skargv){
SSH_OPTIONS xoptions=ssh_options_new();
char xhost=NULL;

934 1 char xuser = NULL;
935 g char xcipher = NULL;
936 ! char xidentity = NULL;
937 H char xport = NULL;
938 H char xxsave = NULL, s*xtmp;
939 ! | inti=0;
940 | int argc = *argcptr;
941 | int debuglevel = 0;
942 | int usersa = 0;
943 | int usedss = 0;
944 | int compress = 0;
945 | int cont = 1;
946 | int current = 0;
947 | f#ifdef WITH_SSH
948 s int sshl = 1;
949 . | #else
950 1| | int sshl = 0;
951 1 | #endif
952 1 int ssh2 = 1;
953 1 | #ifdef _MSC_VER
954 H /* Not support¢d with a Microsoft compiler */
955 H return -1;
956 1 \gelse options.c
957 | saveoptind = optind; /* need to save 'em */
T
T
'
'
'
H
12 ""i‘opticns,&argc, argv)){
13 fprintf(stderr,"error parsing command line :%s\n",ssh_get_error(options));
14 return NULL;
15 ¥
16 int i;
17 while((i=getopt(argc,argv,""))!=-1){
18 switch(i){
19 default:
20 fprintf(stderr,"unknown option %c\n",optopt);
21 ¥
2 ¥ connection.c

Figure 7: Traceability between test cases and feature

Table 2: Traceability of Test Cases to Features

TargetFile ‘ FeatureName ‘ FeatFrom ‘ FeatTo
src/client.c WITH_SSH1 340 343
src/channels.c | WITH_SSH1 1292 1298
src/channels.c | WITH_SSH1 1655 1661
src/options.c WITH_SSH1 947 949
src/channelsl.c | WITH_SSH1 41 389
src/server.c WITH_SSH1 344 348

5 EVALUATION SETUP

This section describes details of the study we conducted to evaluate
FeaTestSel’s applicability and performance. For that, we compare
its results with the retest-all technique and a changed-file-oriented
approach. All experiments were performed on an Intel(R) Xeon(R)
CPU E5-2630 v3 @ 2.40GHz 32-Core server, 64GB RAM, running
on Linux Ubuntu 18.04.1 LTS.

5.1 Research Questions
The study was guided by the following Research Questions (RQ):

RQ1: Is FeaTestSel applicable considering budget constraints of in-
dustrial HCSs? This question aims to assess the applicability of
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Table 3: Partial Set of Test Cases Selected by FeaTestSel

TestFile ‘ TestCase ‘ TargetFile ‘ TargetFunction LineFrom ‘ LineTo ‘ FeatureName | FeatFrom | FeatTo
connection.c | set_opts options.c ssh_options_getopt 933 1102 WITH_SSH1 947 949
test_exec.c do_connect channels.c | ssh_channel open_session | 920 936 WITH_SSH1 925 929
test_exec.c do_connect channels.c | ssh_channel_request_exec | 2382 2428 WITH_SSH1 2395 2399
bench_raw.c | upload_script channels.c | ssh_channel open_session | 920 936 WITH_SSH1 925 929
bench_raw.c | upload_script channels.c | ssh_channel_request_exec | 2382 2428 WITH_SSH1 2395 2399
bench_raw.c | benchmarks_raw_up channels.c | ssh_channel_open_session | 920 936 WITH_SSH1 925 929
bench_raw.c | benchmarks_raw_up channels.c | ssh_channel _request_exec | 2382 2428 WITH_SSH1 2395 2399
bench_raw.c | benchmarks_raw_down | channels.c | ssh_channel open_session | 920 936 WITH_SSH1 925 929

our approach by comparing the execution time of the selected test
cases summed to the time spent to perform the selection with the
time between commits. The idea is to check if the execution of the
selected test set generated by our approach implies in a reduced
time to execute the tests. Moreover, we are interested in the time
our approach takes to execute. If such time is too long, the use of
FeaTestSel is impracticable in a CI environment.

RQ2: How is the performance of our approach when compared to the
performance of the retest-all and changed-file-oriented approaches?
As mentioned in Section 2, some tools that map test cases to files are
available, then they can be adopted to select the test cases associated
to the files changed in the commit. This question compares the
performance of this approach with the performance of FeaTestSel.
The retest-all technique, which executes all the test cases available
for the commit, is used as baseline to evaluate the percentage of
reduction in the number of test cases, as well as in the test execution
time obtained by both approaches.

RQ3: Is fault-detection quality of the test cases maintained? This
question investigates whether by reducing the number of test cases,
it is still possible to maintain quality in terms of detected failures.
To this end, the retest-all approach is considered. We analyze the
number of failures detected by the test cases selected by FeaTestSel
and by the changed-file-oriented approach in comparing with the
number of failures detected if the whole test set were executed.

5.2 System

Our assessment is based on the SSH library (Libssh),” which is an
open source cross-platform C library that implements the SSHv2
protocol on the client and server side. This library is designed to
remotely run programs, transfer files, use a secure and transparent
tunnel, manage public keys, and so on. Libssh is statically config-
urable with the C preprocessor, being an HCS. Libssh is hosted
on GitLab,! which provides an environment with version control
system and CI pipelines. The logs of the CI pipeline tasks are the
source of information that can be used for evaluation of the ap-
proaches. Libssh has been used in the literature by other studies
on the subject of HCSs [7, 17, 24, 25, 34].

5.3 Applying the approaches

To mine the commit history of the HCS, we used PyDriller [39]
library from the initial to the last available commit. For the changed-
file-oriented approach, the source code is scanned, looking for the

https://www.libssh.org/
Ohttps://gitlab.com/libssh/libssh-mirror

test files. Next, the traceability of test cases to source code is created.
Then, we used PyDriller to find the files that were changed in that
commit. Finally, we selected the test cases that have traceability for
these files.

The repository of Libssh contains around five thousand com-
mits, from which we used 4,388. We discarded commits not asso-
ciated with test cases. This set will be referred as the whole set of
commits. To evaluate the quality of the selected test cases, we need
logs with failure information, as well as the test case execution time.
For this end, we used a repository containing 303 commits from a
related work [17], referred as set of commits with logs.

To calculate the average execution time of each test case, an
approximation was necessary, since the evaluated approaches use
function granularity (i.e., a test case corresponds to a function),
while the available system logs use file granularity. Thus, for each
CI cycle, there is an execution time per test file per job of that cycle.
To perform this calculation, we first mined the number of functions
each test file has and the average time this file takes to execute.
We then divided the average time by the number of functions to
calculate the average time each test case takes to run. For example,
if a file takes an average of 100 seconds to execute in a commit and
has 10 functions, each function takes an average of 10 seconds to
execute. Then, we compared how many functions were selected by
each approach for each test file. For example, if our approach selects
5 functions from these files, it would take 50 seconds on average to
execute, which represents a 50% reduction in time compared to the
execution time of the complete file.

To validate the quality of the approaches, we use the cri-
terion based on detected failures. For this end, we mined the
logs to identify failed files in the failed commits. For instance,
the commit 10728851 has three failed files: torture_packet,
torture_algorithms, and pkd_hello, thus, three failures are
counted. We perform an analysis per-commit to verify whether the
test cases selected by both approaches cover the failed files. For
example, considering the previous commit, if the approaches select
test cases from the three files, the three failures are considered as
detected. However, if only the pdk_hello file is affected, then only
a failure is detected.

6 ANALYSIS OF RESULTS

This section presents and discusses the results to answer the three
RQs or our study. The dataset and results are available online [29],
as a supplementary material.

1See Log Line 1130 at https://gitlab.com/libssh/libssh-mirror/-/jobs/78303050
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6.1 RQ1: FeatTestSel applicability

To answer RQ1, we collected the time the approach takes to per-
form the selection for the whole set of commits (a total of 4,388).
The approach takes an average time of 20.82 seconds, taking the
maximum time of 35.72 seconds in the last commit evaluated, and
a minimum time of 9.68 seconds in the first one. An explanation
for this, is that in the initial commits the system size is smaller.
The average time our approach takes to execute considering
the 303 commits with logs is 25.97 seconds. For these 303 commits
with logs, we performed an analysis considering the time available
between the CI cycles and the time of our approach takes to execute,
summed to the time to execute the selected test cases. Using the
procedure described in Section 5.3, the average time to execute all
the test cases was 239.22 seconds (~4min). The test cases selected
by FeatTestSel take on average 92.78 seconds to run. By adding
to this time the average time our approach takes to perform the
selection (25.97 seconds), the runtime is 118.75 seconds (~2min).
This represents a reduction of #50% in the total runtime compared
to the retest-all technique. We also observe that the interval between
the CI cycles is on average 1142.52 minutes (standard deviation
equals to 459.28), what shows the applicability of our approach.

RQ1: We can conclude that our approach is applicable in practice. It
takes an average time of 20.82 seconds to execute, and 35.72 seconds
in the worst case. When the smaller set of commits with logs is
considered, the average time to perform the selection is 25.97 seconds.
This time, when summed to the time spent to execute the selected
test cases, is 118.75 seconds, what represents a reduction of ~50%
compared to retest-all.

Implications. We can observe that our approach is lightweight.
Differently to other TCS approaches, it does not require a failure-
history nor the application of search-based/learning techniques,
what leads to a reduced time to perform the selection. It is worth to
observe that the approach does not only produce the set of selected
test case, but an entire static analysis of the system for each commit.
The approach delivers results that can be analyzed qualitatively
and/or quantitatively by developers for possible improvements
in the system. As an example, developers can use the test case
traceability to feature to identify features that need more test. The
approach fits in a budget of 50% of time that would be spent by
executing all the available test cases for the commit. We observe by
analyzing the whole set of commits, the time the approach takes to
execute is dependent on the size of the system and number of test
cases, this relationship should be better explored in future works.

6.2 RQ2: Performance of FeatTestSel and
changed-file-oriented approaches

In this section, we compare the FeatTestSel and changed-file-
oriented approaches against retest-all, regarding the number of
selected test cases and the time the selection takes to execute.

We first analyze the percentage of reduction in the number of
test cases of both approaches, considering the whole set of 4,388
commits. As both approaches consider function granularity, we
count the number of test functions selected, as mentioned in Sec-
tion 5.3. We consider the number of test cases to be executed by
the retest-all is given by the number of functions existing inside
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all the files in the logs. Then, each function is considered a test
case. The average reduction for our approach is of 24.22%, and for
the changed-file-oriented approach is 94.23%. When the set of 303
commits with logs is analyzed, these percentages are 41.98% and
97.27%, respectively. The reduction of test cases is smaller when we
analyze many commits. This happens because in the initial commits
there are few test cases, and in these cases usually 100% of the test
cases are selected. When the system evolves and becomes more
complex (in the last commits) there are a greater number of test
cases, then the results of using a TCS approach are more significant.

To better compare both approaches, we use Figures 8 and 9,
considering the 303 commits with logs. Figure 8 shows the number
of test cases selected by each approach in each commit. The blue
line shows the number of test cases available for the commit (retest-
all approach); the green, the test cases selected by our approach; and
the orange, the number of test cases selected by the changed-file-
oriented approach. We can observe that the changed-file-oriented
approach always selects fewer test cases than FeatTestSel, but,
sometimes, it does dot select any test case, as indicated by the
orange line in the figure. This happens in 199 commits (out of 303,
~65.67%). In other commits few test cases are selected, in fact the
number of test cases selected depends on the performed changes.
For example, in commit 12284b75,'2 which involves changes in six
files, only eight test cases were selected from a single test file, out
of a total of 329 test cases available. But there are cases where a
significant number of changes are made, and many test cases are
selected, as it happens in commit 17b518a6.'3 In this commit seven
files are changed (245 additions and 13 deletions), and this approach
selected 334 test cases out of 719. This does not happen for our
approach, which selects test cases in all commits.

When we apply a TCS approach, we may be looking for a way
to reduce the time spent executing the test cases. Figure 9 shows
the average time spent per commit with the execution of the test
cases selected by each approach. We observe that the orange line
is always lower, showing that the test set selected by the changed-
file-oriented approach always takes less time to execute. On the
other hand, we can observe that this time reduction is quite drastic,
spending an average of 4.15 seconds. As mentioned, in the last
subsection, our approach the selected test sets generated by our
approach take on average 92.78 seconds to execute.

RQ2: We conclude that the changed-file-oriented approach leads
to a greater reduction of test cases than our approach and conse-
quently a greater reduction in execution time, with a very drastic
reduction, reaching ~97%. The number of selected test set depends
on the number of changes performed in the commit. On the other
hand, the percentage of reduction of our approach depends on the
size of the system and number of tests available in the commit. In
the set of 303 commits with logs, this percentage reaches ~42%.

Implications. Our feature-oriented TCS approach presents some
advantages regarding the changed-file-oriented one, presenting a
good balance in the reduction of the test sets, making sure that
some important test cases are selected in the regression testing.
However, the reduction provided by the file-oriented approach is

2https://gitlab.com/libssh/libssh-mirror/-/commit/12284b75
Bhttps://gitlab.com/libssh/libssh-mirror/-/commit/17b518a6



Feature-oriented Test Case Selection during Evolution of Highly-Configurable Systems

® FeaTestSel ® Changed-file-oriented ® Retest-all

SPLC 23, August 28-September 1, 2023, Tokyo, Japan

800
e
718 720 731 788
o6 649
9 600 555,
525
§ 492
455
@ 425 438 434 443
2 455
« 400 436
] 349 0 374
@ 3400 208
o 334 335
£
=]
Z 200
119 112 113
I N n h n " A \ | H‘
0 0 0 00 0. .10
o © _A_MA—_AM—AJ\A‘ AN A ] |_A.M v u u L A Uy
0 50 100 150 200 250 300
Commit

Figure 8: Number of test cases selected by the approaches for the set of commits with logs
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Figure 9: Average time to execute the selection of test cases
per commit and approach for the set of commits with logs

very dependent on the number of changes in the commit. When a
CI environment is adopted in the development, it is a very common
practice to perform small changes and push them to the repository.
This may be the reason why the changed-file-oriented approach
usually selects a small test set, or even no test cases at all. This
makes our approach more suitable in this context.

6.3 ROQ3: Quality of test cases regarding the
detected failures

This RQ evaluates the quality of the test cases selected by
FeaTestSel against the other approaches. The goal is to analyze
if the reduction in the test cases impacts the number of detected
failures. Figure 10 shows the number of failed files detected by each
approach by commit with logs. We can observe that the curves
corresponding to our approach (green line, at the top of the figure)
and retest-all (blue line, at the bottom) are exactly the same, but this
does not happen for the changed-file-oriented approach (orange
line, in the middle). As we showed in the previous section, the num-
ber of test cases selected by the changed-file-oriented approach is
very small in many cases, thus it does not maintain the quality.
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Figure 10: Number of failed files per commit and approach
for the set of commits with logs

To complement the analysis, we use a dynamic chart'* consider-
ing the 303 commits with logs. Figure 11 shows a clipping of the
4 Available at https://app.powerbi.com/view?r=eyJrljoiYjk3MGUzNTgtOWE5MS00Z

WNhLWIIMGMtZTYzMTewZDVIODZIIiwidCI6ImRhZGFhOGQzLTIXYWENGR)N
S050DBILTFIZjI0ZWY5Yzc00CJ9&pageName=ReportSection.



SPLC 23, August 28-September 1, 2023, Tokyo, Japan

Figure 11: Failed and selected test cases for commit d7477dc

graph for commit d7477dc.!® The graph is separated into three main
lines: the first line represents all test cases; on the left part of the
second line the failed test cases (false), and on the right of this line
the test cases that passed (true); and the third line represents the
test cases selected by our approach. In this commit, 162 test cases
were selected by our approach from a total of 316 available. We can
see for this commit that all the failed test cases were selected by
our approach, so we are keeping the quality, considering the failure
criterion. We can see similar behavior for the other commits in the
dynamic chart made available.

RQ3: Based on the failure criterion and considering the retest-all
technique baseline, our approach manages to select 100% of the times
the test files that failed, maintaining the quality of the test case set.
This does not happen for the changed-file-oriented approach.

Implications. The main goal of testing is to detect faults. TCS
approaches reduce the set of test cases to be executed, but the main
testing goal must hold for making an approach used in industry.
Our approach contributes to select a reduced number of test cases,
and consequently reduces the time to execute them, and also keeps
quality in terms of failure produced.

7 THREATS TO VALIDITY

Internal Validity: We faced a problem when dealing with code scan-
ning tools, which often use global variable names in their traceabil-
ity. This lead to traceability false positives between global and local
variables with the same name. To resolve this issue, we dropped all
global variables during the Map feature to Test Cases step. To further
improve this, we intend to completely eliminate the consideration
of global variables in traceability during the code scan task.

Construct validity: A threat in this category is the approach used in
the comparison. As we did not find approaches or tools available for
C language, we used a simple but well-known changed-file selection
approach that we developed internally as a basis for comparison.

Shttps://gitlab.com/libssh/libssh-mirror/-/commit/d7477dc
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External validity: We used only one system for evaluation, which
can be considered a threat, since other systems may have different
behaviors. However, the HCSs that are inserted into CI environ-
ments and have test logs are relatively few. Although our approach
does not rely exclusively on logs for execution, in the case of Libssh,
which has about five thousand commits, we managed to mine only
303 valid logs that were available to analyze execution time and
failures. Moreover, it should be noted that the Libssh system logs
use a file granularity, which led us to calculate an approximated
value for the execution time of each test function in the test files.
This may affect the accuracy of the test execution time calcula-
tion, but we still ensure that the total test suite is reduced while
maintaining failure-based quality. Despite this, we have developed
a robust approach that follows detailed steps in order to make it
replicable in other systems. For future work, we are looking at other
industrial-grade systems to be included in the validation.

Reliability validity is concerned with reproducibility. We believe our
study is replicable by following the steps outlined in Section 5, and
we have made all raw results and logs available in our repository.

8 CONCLUDING REMARKS

This work introduces FeatTestSel, a feature-oriented TCS ap-
proach to be used during the evolution of HCSs. The approach pro-
duces several intermediate outputs, including: traceability of test
cases to source code, traceability of test cases to features, and sys-
tem features and location of features in source code. These outputs
can be used by software engineers for analysis and improvement
of the test case regression process as a whole.

FeatTestSel does not require a failure-history or dynamic anal-
ysis. The results with a set of commits with logs show an average
reduction in the number of test cases of ~42%, and that, on average,
the time it takes to execute summed to the time of selected test
cases fits well in a budget of 50% of the average time required to
execute all the tests available in the commit. These percentages
depend on the system size and number of test cases, being more
significant in the last commits. This reduction does not imply in
loosing important test cases because the approach manages to select
100% of the times the failed test files, maintaining the test quality.

As future work, we will search for other systems to improve
the validation results. We intend to better evaluate the relationship
between the system size and the reduction for the number of test
cases and execution time. Furthermore, we intend to improve the
selection by adding some criteria, such as changes in files along
with changes and features, and adding a step of minimizing and/or
prioritizing test cases.
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S FEATURE-ORIENTED TEST CASE SELECTION AND PRIORITIZATION FOR
HIGHLY-CONFIGURABLE SYSTEMS

In the previous chapter, we introduced the FeaTest Sel approach. In this chapter, we extend
this approach, creating a combined Regression Test approach, first applying test case selection
and then using the selected set as input for the prioritization step.

5.1 MOTIVATIONS

Testing in an agile evolutionary environment or in a CI environment is extremely expensive
and it becomes unfeasible to use the retest-all technique for each evolution of the system. Test
activity is already a challenge for single systems, but when we think in the evolution context of
HCSs, this challenge is even greater. They incorporate a substantial number of configuration
parameters, causing high complexity of HCS tests. Typically, most configuration parameters are
interrelated through inclusive or exclusive relationships, which further increases the effort of the
HCS test. Also, if the software is constantly released following a continuous delivery model,
there are strict time restrictions imposed on test runs. To efficiently address these challenges
with an optimal trade-off between time, cost and test quality, professionals need efficient test
approaches.The combined techniques of RT can be highly effective in this context. However, the
presented approaches that employ this strategy are highly specific and require various adaptations
to be applied in the evolution process of HCS or CI. Our work aims to fill this gap by proposing a
TCS and TCP approach that is applicable to the evolution process of HCS or to HCS in a CI
environment.

5.2 OBIJECTIVES

The research extends a previous approach, FeaTest Sel, which serves as a feature-oriented
test case selection strategy for HCSs. This approach aims to reduce the number of test cases
while maintaining test quality in terms of fault detection. The new proposal, namely FeaTCSP
(Featture-oriented Test Case Selection and Prioritization for Highly Configurable Systems),
introduces an additional prioritization step. Three feature-oriented prioritization strategies are
proposed: (i) FeatChgHist: the history of feature changes; (ii) Feat ChgCommit: features
that changed in the current commit; and (iii) Feat Cov: the number of features covered by the
test case.

5.3 CONCLUDING REMARKS

We conducted a comprehensive evaluation of these strategies using a real open-source HCS. It
is noteworthy that FeaTCSP outperforms a file-based TCSP approach, achieving considerably
lower average budgets compared to the baseline. Feature-oriented strategies, FeatChgHist
and FeatChgCommi t, exhibit comparable average budgets, around 13.5%, while FeatCov
shows a slightly higher average budget, reaching 23.4%. Furthermore, in comparison to the
exclusive use of Feat TCP, Feat TCSP utilizes a reduced number of test cases to identify faults
in 57% of commits with failures.

We conclude that Feat ChgHist and Feat ChgCommit are effective and comparable
in terms of average budget for fault identification. Additionally, considering the average execution
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time of our Feat TCP approach, which is 15.18 seconds, with a maximum time of 31.38 seconds,
highlights the feasibility of the approach. Emphasizing the applicability of Feat TCP in the
evolution process of HCSs and CI environments.
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ABSTRACT

Testing Highly Configurable Systems (HCSs) is a challenging task,
especially in an evolution scenario with Continuous Integration
(CI) practices where frequent updates, integration, and testing
cycles occur. In a previous work, we introduced FeaTestSel, a
feature-oriented test case selection approach for HCSs. It allows a
reduction in the number of test cases, maintaining test quality in
terms of revealed faults. However, in a company, multiple projects
may share the same CI workflow and regression testing usually
runs a time restricted to a specific duration, the test budget. In
this sense, the use of Test Case Prioritization (TCP) techniques
in combination with Test Case Selection (TCS) can improve the
regression test cost-effectiveness and produce a rapid feedback on
the executed tests. Considering this as motivation, in this paper,
we extend the approach FeaTestSel by proposing, implement-
ing and evaluating and additional prioritization step. This exten-
sion is name FeaTCSP (Featture-oriented Test Case Selection and
Prioritization for Highly Configurable Systems). To perform the
TCP step we propose three feature-oriented prioritization strate-
gies: (i) FeatChgHist: uses the history of feature changes; (ii)
FeatChgCommit: uses the features that changed in the current
commit; and (iii) FeatCov: the number of features covered by the
test case. Our evaluation on a real open-source HCS shows that
FeaTCSP outperforms a file-based TCSP approach, achieving sig-
nificantly lower average budgets compared to the baseline. The
Feature-oriented strategies, FeatChgHist and FeatChgCommit, ex-
hibit comparable average budgets of around 13.5%, while FeatCov
shows a slightly higher average budget of 23.4%. Moreover, com-
pared to exclusively use of FeatTCP, FeatTCSP in 57% of failed
commits(122), executes a reduced number of test cases required, to
find the failure.
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1 INTRODUCTION

Software Product Line (SPL) is an approach for developing and man-
aging family of software products that can be customized with
different configurations (variabilities), while common software as-
sets can be reused in a systematic and disciplined way [22]. SPLs
are generally implemented as Highly Configurable Systems (HCSs),
using different configuration options and applying strategies such
as conditional compilation, conditional execution or, build systems-
to create custom system products, also known as variants [36, 46].
HCSs are complex and predominantly configurable System, which
means that they incorporate a series of options (a.k.a., features) used
for software customization. This allows different functionalities
and configurations to be selected to a given user context [46], what
makes software testing a hard activity [3, 29]. Software Testing
of HCSs are challenging, even more when we consider an evolu-
tion scenario, i.e., where Continuous Integration (CI) practices are
adopted. HCSs can be updated, integrated, and tested several times
a day, and each cycle needs to be fast [50].

CI environments automatically support tasks such as the build
process, test execution, and test results reporting, allowing engi-
neers to merge code that is under development or maintenance
with the mainline code base at frequent time intervals [4]. The
results are used to solve problems and find faults. Then, to provide
quick feedback is essential to reduce development costs [10]. In this
sense, the application of Regression Testing (RT) techniques in a very
cost-effective way is fundamental [7]. The best known and used
RT techniques are [49]: (i) Test Case Minimization (TCM) usually
removes redundant test cases, minimizing the test set according
to some criteria; (ii) Test Case Selection (TCS) selects a subset of
test cases, the most important for testing the software; and (iii)
Test Case Prioritization (TCP) attempts to reorder a set of tests to
identify an ideal order that, ideally, maximizes early fault detection.

Existing TCS approaches are usually based on Feature Model (FM)
or other artifacts [1, 17, 18, 23, 43]. However, none of them consider
that HCSs are usually developed by adopting CI practices, in a
scenario where the models are rarely updated, making the use of
those approaches difficult. Other HCS testing approaches need some
kind of dynamic analysis based on the test failure-history, execution,
or coverage [25-27]. In some pieces of work, the approaches are
only evaluated with systems well-modularized [11], in a context
where the test cases are separated by feature and do not overlap.
This is different from real scenarios. Approaches based on code
changes are more suitable and used. For instance, approaches that



select test cases related to the files changed in the current commit [2,
8, 40]. But those existing approaches and tools do not consider HCS
particularities, and they are mostly based on Java language only [11-
13]. Yet, the few existing approaches rely on links between test cases
and files/lines of code, limiting the selection to test cases related to
file changes, not considering the whole implementation of features,
which can be spread in many files other than the changed ones.

Motivated by these facts, in a previous work, we introduced
FeaTestSel [33], a feature-oriented approach for test case selec-
tion that links test cases to features using HCS pre-processor di-
rectives. Given the source code of an annotated HCS and a set of
test cases available for a given commit, FeaTestSel selects the best
test cases to be executed in order to cover the features changed in
the corresponding evolution cycle. FeaTestSel produces different
traceability reports linking (i) test cases to code lines of the system,
(ii) features to code lines of the system, and (iii) test cases to features.
Differently from related work, the implementation of FeaTestSel
works for systems in C/C++ language. Our approach is feature-
oriented and needs only static analysis of the source code. The
evaluation of the approach showed that adding the execution time
of the approach to the execution time of the test cases, we reached
a reduction of approximately ~50% compared with the retest-all
technique. Furthermore, the approach was able to maintain the test
quality by selecting 100% of failed test files.

FeaTestSel is capable to reduce the number of test cases, by
selecting those ones related to the features changed in the commit,
and as a consequence to reduce costs. However, in a company,
multiple projects may share the same CI workflow and regression
testing usually runs a time restricted to a specific duration, the test
budget. In this sense, the use of TCP techniques in combination
with TCS can improve the RT cost-effectiveness. The idea is, after
test selection, to rank the test cases in order to early execute those
with a high probability of reveal faults. Considering the constraints
of test budgets, early fault detection is essential because when a
test case fails, test execution can be ended, and fewer resources are
spent [21]. To efficiently address these challenges with an optimal
trade-off between time, cost and test quality, professionals need
efficient test approaches [27].

Considering these points above, in this paper we extend the
approach FeaTestSel by proposing, implementing and evaluat-
ing and additional prioritization step. This extension is namely
FeaTCSP (Featture-oriented Test Case Selection and Prioritization
for Highly Configurable Systems). To perform the TCP step we
propose three prioritization strategies based on the mapping of
features to test cases generated by FeaTestSel. Each strategy uses
three information sources: (i) FeatChgHist: uses the history of
feature changes; (ii) FeatChgCommit: uses the features that changed
in the current commit; and (iii) FeatCov: the number of features
covered by the test case.

To validate the FeatTCSP approach, we rely on (Libssh),l, areal
open-source HCS in constant evolution. The feature-oriented
strategies, FeatChgHist and FeatChgCommit, show comparable
average budgets, around 13.5%, while the FeatCov strategy presents
a slightly higher average budget, reaching 23.4%. When compared
with a file-based TCSP approach, FeatTCSP achieves significantly

Thttps://www.libssh.org/
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lower average budgets compared to those recorded by the baseline,
which had an average budget of 96.8%. Additionally, FeatTCSP has
shown that in 57% of commits with faults, this combined approach
results in a reduced number of required test cases compared to the
exclusive use of FeatTCP. These results highlight the adaptability
and effectiveness of our innovative approach in addressing the
challenges posed by the continuous evolution of HCS.
In summary, our contributions are as follows:

e We propose FeatTCSP a feature-oriented test case selection
and prioritization approach.

e We implemente and evaluate three feature-oriented prior-
itization strategies: FeatChgHist, FeatChgCommit, and
FeatCov.

o We evaluate the performance of FeatTCSP compared to a
file-based TCSP approach, employing file-based selection
and two file-based prioritization strategies.

e We have made available a repository [34] containing all
datasets, code, and results from both approaches and base-
lines.

The paper is structured as follows. Section 2 contains related
work. Section 3 reviews our previous work. Section 4 describes
FeaTCSP and the proposed prioritization strategies, as well as its im-
plementation aspects. Section 5 describes the methodology adopted
in the evaluation. Section 6 presents and analyses the obtained re-
sults. Section 7 concludes the paper and points research directions.

2 RELATED WORK

As starting point in the search for related work, we reviewed dif-
ferent mapping studies on RT and SPL engineering [16, 31, 41].
Some pieces of work are devoted to the selection of the best prod-
uct configurations to be tested, having as focus the Feature Model
(FM) [16, 38]. Other model-based works consider the delta con-
cept [23], and and others are based on code analysis [11]. For
instance, the work of Lity et al. [23] captures commonality and
variability of an evolving product line by means of differences be-
tween variants and versions of variants to select the test cases to be
retested. Lachmann et al. [18] show an incremental delta-oriented
approach for improving SPL integration testing efficiency by prior-
itizing test cases for product variants. Al-Hajjaji et al. [1] selected
the most dissimilar product to the previously tested ones, in terms
of deltas. Lachmann et al. [17] present a TCP approach based on
risk-based testing, which can automatically compute component
failure impact and component failure probabilities for each prod-
uct variant under test. Some works select a set of products that
should be tested considering different goals such as: combinatorial
testing, product similarity, coverage of variability and important
features [5].

Some TCS approaches select a subset of existing test cases to be
reused for testing a new product [24, 47, 48]. Hajri et al. [9] present
an automated test case classification and prioritization approach
that supports use case-driven testing in product lines. Jung et al. [13]
propose ActSPL, an automated method for reusing the existing test
cases for a new product of a product family. The basic assumption
is that, when a test case covers only the pieces of code commonly
shared by two or more products, the test case is sharable for the
products. By using this assumption, ActSPL examines if a test case
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of an existing product covers pieces of code that belong to a new
product. By doing so, ActSPL determines whether an existing test
case is reusable for the new product. Silveira Neto et al. [43] describe
aRT framework at the integration level. The idea is to reduce testing
effort by selecting and prioritizing test cases based on architectural
similarities between products. However, it requires several input
artifacts, such as test scripts and integration level test suites. In
addition, the intervention of testing experts is necessary. Most
of these approaches consider differences between two products,
and not the whole product family. They rely on models and other
artifacts that are not always available or updated. The approach
works only for Java and considers only toy systems. Some pieces
of work introduce methods based on changed files or versions [2,
8, 40]. Bertolino et al. [2] presents a TCS approach, applying a
criterion based on static dependency analysis at the class level.
These approaches above can be used in the HCSs, but they work
only for Java code and do not consider HCSs particularities. Some
studies for HCSs that are also based on source code [14, 15, 30], do
not generate traceability for features, but only link test cases to
lines of code. The work of Tuglular and Sensiiliin [45] generates a
traceability between the feature and test cases, but using a specific
language through annotations. The code-based method of Jung et al.
[11] considers the similarity and variability of a product family,
leaving out test cases unaffected by source code changes. But the
application considers only well-developed HCSs (i.e., toy systems),
and test cases were developed specifically for the evaluation, what
hampers the use of the approach in practice. Jung et al. [12] propose
a TCS method to avoid repeating equivalent test runs that cover
exactly the same source code sequence and produce the same test
result on two or more products of a product family. To identify
equivalent test runs, test case execution traces and source code
checksum values are used. The several steps of the approach may be
quite costly if applied to large systems that are constantly evolving.
In addition, it is specific for Java. And none of their work considers
traceability for features but for source code.

The problem of these works is that some of them do not directly
select or prioritize test cases and do not consider the SPL evolution,
that is, the different versions of variants in a regression testing
scenario. For instance, the great majority does not consider par-
ticularities of the CI environment. TITAN [27] is a data-history
approach used to determine an optimal test order to ensure feature
coverage, early fault detection, and reduced execution time. The
approach considers that the test cases have tags for HCS features,
but we can observe that in most open-source HCS systems these
macros do not exist. This hampers its applicability for general sce-
narios. Other studies of Marijan et al. [25, 26] identify redundancy
by analyzing the overlap of configurations options in a test set.
Afterward, the tests are classified as unique, fully redundant, or
partially redundant. Then, historical test information is used to
determine which configurations have demonstrated high failure in
previous test runs. Based on this information, the approach clas-
sifies partially redundant tests into effective and ineffective tests.
The analysis uses code coverage per test case, and this dynamical
strategy can degrade the performance of algorithms.

Prado Lima et al. [20, 39] introduce two strategies for applying a
TCP learning-based approach called COLEMAN in the CI of HCS: the
Variant Test Set Strategy (VTS) that relies on the test set specific for

each variant; and the Whole Test Set Strategy (WST) that prioritizes
the test set composed by the union of the test cases of all variants.
COLEMAN is an approach that learns from the test case failure-history
guided by a reward function. The main idea of these approaches
is to deal with volatility of variants, that is, a new variant can be
added in the cycle and new test cases can be added or removed. In
the evaluation, WTS provides better results in the less restrictive
budgets, and VTS the opposite. WTS seems to better mitigate the
problem of beginning without knowledge, and is more suitable
when a new variant to be tested is added. Our work differs from
these works because we first select a test set based on the evolution
of features, what contributes to reduce costs and bypass the variant
volatility problem. Regarding differences with the works mentioned
above, we aim for an approach that has an automated TCS based
on features, the main key concept in HCS. Moreover, the approach
should include a prioritization step to deal properly with the test
budgets.

3 PREVIOUS WORK

In our previous work, we introduced FeaTestSel [33]. Given the
source code of an annotated HCS and a set of test cases available
for a given commit, FeaTestSel selects the best test cases to be
executed in order to cover the functionalities changed in the cor-
responding evolution cycle. As additional output, the approach
produces different traceability reports linking (i) test cases to sys-
tem lines of code, (ii) features to system lines of code, and (iii) test
cases to features.

FeaTestSel consists of four steps that are presented in Figure 1.
The tester needs to only provide a configuration file (Config file).
This file contains: (i) repository_URL: URL of the HCS repository
(e.g., the GitHub URL); (ii) system_path: path to the source code
folder; and (iii) test_names: naming pattern for test cases that
allows the approach to identify which source code files are related
to the test cases. Alternatively, the software engineer can provide
the name of the folder, test_folder, used to store test cases, if
that is a common practice in the project.

In Step 1, Identify HCS features, the source code corresponding
to each feature of the HCS is determined. The lines of code that
implement each feature of the system are identified automatically
based on pre-processor directives. Utilizing Constraint Satisfaction
Problem Solvers [42], features and their interactions are identi-
fied within conditional blocks. A heuristic approach resolves cases
where multiple features imply executing a block of code.

After this, two independent steps are performed. In Step 2, Iden-
tify features changed, the source code of the current commit is
compared with the previous one to identify feature changes (i.e.
features modified, added, or removed). This step leverages outputs
from Step 1 to recognize changes in features. By collecting condi-
tional block macros and #defines from release commits, macros
exclusively defined externally (via the command line) are consid-
ered features. Using Git diff2, differences in code fragments between
commiits are identified, signaling feature changes.

In Step 3, Map features to test cases, the lines exercised by each
test case are identified and trace links between feature and test
cases are created. In this step the tool Test2Feature [32] is used.

Zhttps://git-sem.com/docs/git-diff
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Figure 1: FeaTestSel Overview [35].

A dependency graph is created for all code in the repository, and
dependencies between test cases and feature-implementing code
are established. The identified features from the first step, are then
linked to relevant test cases, creating a comprehensive mapping.
This involves merging location files and applying filters based on
code line locations, resulting in a CSV file that precisely outlines
test and feature locations.

In the last step, Select test cases, the output of Steps 2 and 3 are
used to select test cases related to feature changes in a given commit.
The main output consists of the selected test cases and reports with
traceability information between test cases and features.

4 TEST CASE PRIORITIZATION

Our approach, called FeatTCSP (Feature-oriented Test Case Selection
and Prioritization for Highly Configurable Systems) is an exten-
sion of FeaTestSel described in the last section. This extension
includes an additional step, Apply prioritization strategies, that per-
forms the test case prioritization considering the reports generated
by FeaTestSel, as illustrated in Figure 2. Observe that this step
can be applied considering as input the test cases selected in Step 4
of FeaTestSel, combining selection and prioritization techniques.
But, if desired, only the prioritization is performed. In such case, all
test cases are used as input. In addition to the test cases, the general
input for all strategies includes the traceability of features to test
cases generated in Step 3 of FeaTestSel. Each step uses three in-
formation sources: (i) FeatChgHist: the history of feature changes;
(ii) FeatChgCommit: features that changed in the current commit;
and (iii) FeatCov: the number of features covered by the test case.
When the prioritization step is applied, the configuration file needs
to specify the prioritization strategy (parameter strategy), line 15.
When the prioritization step is applied, the configuration file needs
to specify the prioritization strategy (strategy parameter), line
15. For the FeatChgHist strategy we must assign the value 1, for
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Figure 2: Apply prioritization strategies

FeatChgCommit the value 2 and for FeatCov the value 3, as illus-
trated in Figure 3 for the system Libssh choosing the FeatChgHist
strategy. The three prioritization strategies are:

@ ConfigFileExample.py 2 X
Users > @ ConfigFileExample.py > ...

9 repository_URL = 'https://gitlab.com/libssh/libssh-mirror.git"
10 test_name = 'assert_'

11  system_path = '../database/libssh-mirror'
12  # test_folder = '../database/libssh-mirror/tests’'
13

14  # 1=FeatChgHist 2=FeatChgCommit 3=FeatCov
15 strategy =1

Figure 3: Configuration file used as input

Feature Change History Strategy (FeatChgHist): the change his-
tory of each feature is built based on the changes occurred commit
by commit. Additionally, we collect the date of the last modification
to the feature to aid in the prioritization. As a result, a file is created
including the feature name, the number n. of commits in which
the feature changed, and the date of the last modification. For each
test case, we built the list of features for those the test cases have
traceability. Then we collect the greatest value of n. in the list,
and use this number for prioritization. In case of a tie, the date
of the last modification is considered. If the tie persists, a random
prioritization is used.

Features Changed in the Commit (FeatChgCommit): the priori-
tization is performed based on the feature changes in the current
commit, using the result of the Step 2 Identify feature changed of
FeaTestSel. Initially, we generate a list with the names of the fea-
tures that have been changed in this commit. Subsequently, we use
this list for test case prioritization. Thus, test cases with traceability
to the modified features in this commit have priority and are placed
at the top of the list, while the remainder of the list is randomly
ordered.

Feature Coverage ( FeatCov): this strategy is based on the number
of features covered by the test case. To implement this strategy, we
create a list for each test case, indicating the features covered by that
test case. We use Step 3 Map Features to Test Cases of FeaTestSel
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[ @ libssh project > @ tibssh-mirror > Commits > 17b518a6

pki: add support for sk-ecdsa and sk-ed25519

This adds server-side support for the mewly introduced OpenSSH
keytypes sk-ecdsa-sha2-nistp256@openssh.com and sk-ed25519@openssh. con
(including their corresponding certificates), which are backed

by U2F/FID02 tokens.

Change-Id: Ib73425¢572601c3802be45974e6ea051f1d7efdc

Signed-off-by: i Sebastian Kinne <skinne@google.com>

Reviewed-by: @ Jakub Jelen <jjelen@redhat.com>

- parent 3664ba28
Branches > Branches containing commit

Tags > Tags containing commit

1 No related merge requests found

@ Pipeline #116809311 passed with stage @ in 23 minutes and 39 seconds

Changes 7  Pipelines 1

Showing 7 changed files v with 245 additions and 13 deletions Hide whitespace changes | | Inline | Side-by-side

~ [ include/tibssh/libssh.h %} +4 -0 (D Viewfile @ 17b518a6

304 304 SSH_KEYTYPE_ECDSA_P384_CERTEL,
305 305 SSH_KEYTYPE_ECDSA_P521_CERTEL,
306 306 SSH_KEYTYPE_ED25519_CERTO1,
307 SSH_KEYTYPE_SK_ECDSA,
308 SSH_KEYTYPE_SK_ECDSA_CERTE1,

Figure 4: Summary of commit 17b518a, system Libssh.

to generate this list. Subsequently, we generate an overall coverage
list that includes the names of the test cases, the list of features they
cover, and a count of the number of features covered by each test
case. We consider a test case covers a feature if it exercises the lines
of files touched by that feature. The great the number of features
a test case covers in the system, the higher its priority. Test cases
covering more features are be ranked first. In case of a tie in the
number of covered features, the tiebreaker is random.

4.1 Illustrative Example

To illustrate the outputs produced by FeatTCSP, we use the commit
17b518a% of the Libssh system. Figure 4 illustrates that in this com-
mit seven different files changes, 245 lines of code are added and
13 lines are removed. This commit represents the HCS evolution,
with changes occurring in four different features: HAVE_LIBGCRYPT,
HAVE_OPENSSL_ECC, HAVE_GCRYPT_ECC, HAVE_ECC, and BASE.
The BASE feature encompasses the implementation of all parts of
the HCS that do not correspond to a specific feature (i.e., not in-
volved in pre-processor directives). BASE accounts for a substantial
portion of the code and changes in almost all commits.

Figure 5 depicts a snippet of the code corresponding to the fea-
ture HAVE_OPENSSL_ECC, where a conditional IF statement is added,
between lines 1349 and 1353. Given the extensive changes in this
commit, modifications have occurred in various other sections as
well. By applying Step 3 of FeaTestSel, we obtained a CSV file
containing the traceability between test cases and features. A por-
tion of this file is presented in Table 1. In this case, we observe that
there are three test cases in the file torture_pki_ed25519. c that
have traceability to the feature HAVE_OPENSSL_ECC. Additionally,
we note that this is the same file changed as shown in Figure 5,

3https://gitlab.com/libssh/libssh-mirror/-/commit/17b518a

~ [3 srefpki_crypto.c (3 +23 -1 | (3| View file @ 17b518a¢

1311 1319 | #ifdef HAVEZOPENSSENEGE

1312 1320 type_s = ssh_string_from_char(pki_key_ecdsa_nid_to_char (key-
>ecdsa_nid));

1313 1321 if (type_s == NULL) {

1338 1346 SSH_STRING_FREE (e);
1339 1347 e = NULL;
1340 1348

1349 if (key->type == SSH_KEYTYPE_SK_ECDSA &&
1356 ssh_buffer_add_ssh_string(buffer, key->sk_application) < 8) {
1351 goto fail;

1352 }

1353
1341 1354 break;
1342 1355 #endif

Figure 5: Excerpt of source code corresponding to the Libssh
features changed as part of commit 17b518a

pki_crypto.c. In our previous work [33], we provided a detailed
explanation of all these steps.

By using the traceability between features and test cases as well
as features changed in the commits, the FeatChgCommit strategy
utilizes, for prioritization, the features that changed in the commit,
in addition to the BASE feature. For this specific commit, five features
are considered. As an example of this strategy for the same commit,
we can observe Table 2, which provides a record of the results. We
notice that the BASE feature appears at the beginning, followed
by the HAVE_GCRYPT_ECC and HAVE_LIBGCRYPT features. The next
ones only appear at positions 146 and 250, HAVE_OPENSSL_ECC, and
HAVE_ECC; this is because the tiebreaker is random, as they all have
the same weight due to changes in this commit. Starting from line
597, random test cases begin, which do not have traceability to any
feature or to features that did not undergo changes in this commit,
as shown in the table.

Initially, for the application of the FeatChgHist strategy
(Feature Changes History), it is crucial to have the change his-
tory, as shown in Table 3. This record is generated incremen-
tally with each commit, depending on the altered features. We
can observe in the table that, for this specific commit, the fea-
tures BASE, HAVE_LIBGCRYPT, HAVE_ECC, HAVE_OPENSSL_ECC, and
HAVE_GCRYPT_ECC were incremented. The result for this strategy
already presents distinct characteristics, as evidenced in Table 4,
where all the first lines, from 1 to 469, belong to the BASE feature.
From line 470, the second feature with more changes begins to ap-
pear, and only from line 523 do the features that changed specifically
in this commit appear.

To apply the FeatCov strategy, we count the number of features
covered by the test cases. Using Step 3 of FeatTestSel, which maps
features to test cases, we can calculate this coverage, updating it
with each evolution of the HCS, i.e., commit by commit. Table 5
provides a partial record of the results of this strategy. In this case,
it can be observed that, in the first four rows, the test cases cover
exactly nine features. In the five and six rows the test cases cover
eight features. The next test cases are not presented in the table,
but they cover a lower number of features. The last cases in the list
do not cover any feature.

5 EVALUATION SETUP

This section describes details of the study we conducted to eval-
uate FeatTCSP applicability. The main goal is to investigate the



Table 1: Example of Test Case Traceability to Feature

Mendonca et al.

TestFile ‘ TestCase ‘ TargetFile ‘ TargetFunction ‘ LineFrom ‘ LineTo ‘ FeatureName ‘ FeatFrom | FeatTo
torture_pki_ed25519.c | torture_pki_ed25519_sign pki_crypto.c | pki_signature_to_blob 1556 1585 HAVE_OPENSSL_ECC | 1574 1577
torture_pki_ed25519.c | torture_pki_ed25519_sign pki_crypto.c | pki_signature_to_blob 1556 1585 BASE 1574 1577
torture_pki_ed25519.c | torture_pki_ed25519_sign_openssh_privkey_passphrase | pki_crypto.c | pki_signature_to_blob 1556 1585 HAVE_OPENSSL_ECC | 1574 1577
torture_pki_ed25519.c | torture_pki_ed25519_sign_openssh_privkey_passphrase | pki_crypto.c | pki_signature_to_blob 1556 1585 BASE 1574 1577
torture_pki_ed25519.c | torture_pki_ed25519_verify pki_crypto.c | pki_signature_from_blob | 1913 1985 HAVE_OPENSSL_ECC | 1967 1973
torture_pki_ed25519.c | torture_pki_ed25519_verify pki_crypto.c | pki_signature_from_blob | 1913 1985 BASE 1967 1973
torture_pki_ed25519.c | torture_pki_ed25519_verify_bad pki_crypto.c | pki_signature_from_blob | 1913 1985 HAVE_OPENSSL_ECC | 1967 1973

Table 2: Example - Features Changed in the Commit

Index TestFile
1 torture_pki_ed25519.c

TestCase FeatureName Date

BASE

torture_pki_ed25519_cert_verify 2020-02-10

2 torture_options.c torture_options_config_host BASE 2020-02-10
3 torture_pki_ed25519.c torture_pki_ed25519_generate_key HAVE_GCRYPT_ECC | 2020-02-10
4 torture_pki_ed25519.c torture_pki_ed25519_cert_verify HAVE_LIBGCRYPT _| 2020-02-10
24.6" l()rturejklitdll% 19.c torture_pki_ed2551 97slg1\7(';;1en%hjnvkeyJ};\sgphxa.st HAVEiOP‘;;\ISSY.iE(‘(‘ 2020:'[.)2'10
247 | torture_misc.c torture_path_expand_known_hosts BASE 2020-02-10
248 ‘torture_proxycommand.c ‘torture_options_set_proxycommand_notexist BASE 2020-02-10
249 torture_sftp_dir.c session_teardown BASE 2020-02-10
250 | unittests/torture_pkic torture_pki_verify_mismatch HAVE_ECC 2020-02-10
59.7" [ torture_sfip ¢ -_path.c [ session_setup | | -
598 | torture_knownhosts parsingc | torture_knownhosts_host_exists_global | WITH_PCAP |
599 | torture_algorithms.c | torture_algorithms_aes128_cbc_hmac_shal_etm | |
Table 3: Changes History
FeatureName ‘ Count ‘ Date
BASE 4960 2020-02-10
WITH_SERVER 161 2019-10-28
HAVE_LIBGCRYPT 160 2020-01-14
HAVE_LIBCRYPTO 142 2020-01-15
_WIN32 91 2019-12-10
DEBUG_CRYPTO 82 2020-01-15
WITH_SSH1 58 2018-06-28
HAVE_ECC 47 2020-02-10
HAVE_DSA 42 2019-11-05
WITH_SFTP 40 2019-11-21
_MSC_VER 40 2020-01-14
HAVE_OPENSSL_ECC 40 2020-02-10
HAVE_ARGP_H 36 2019-05-16
WITH_PCAP 35 2018-11-22
HAVE_SSH1 30 2009-07-25
HAVE_LIBMBEDCRYPTO | 28 2020-01-15
HAVE_GCRYPT_ECC 20 2020-02-10

Table 4: Example - Feature Change History

Index ‘ TestFile ‘ TestCase ‘ FeatureName ‘ Date

1 torture_connect.c torture_run_tests BASE 2020-02-10
2 torture_knownhosts.c torture_knownhosts_other_auto | BASE 2020-02-10
3 torture_pki_rsa.c torture_run_tests BASE 2020-02-10
470 pkd_daemon.c pkd_exec_hello WITH_SERVER | 2019-10-28
471 torture_server_x11.c test_ssh_channel_request_x11 WITH_SERVER | 2019-10-28
472 torture_server_auth_kbdint.c | handle_kbdint_session_cb WITH_SERVER | 2019-10-28
523 ‘ torture_server.c ‘ session_setup ‘ HAVE_ECC ‘ 2020-02-10
524 ‘ torture_pki_dsa.c ‘ torture_pki_dsa_cert_verify ‘ 2020-02-10

| HAVE_ECC

performance obtained by applying only the test case prioritization
step (approach called here FeatTCP) in comparison with the per-
formance obtained by applying both steps of test case selection and
prioritization FeatTCSP. In addition to this, the performance of the

proposed prioritization strategies are evaluated and compared with
changed-file-based strategies as a baseline.

5.1 Research Questions
The study was guided by the following Research Questions (RQs):

RQ1: How does the FeatTCP approach perform considering the three
proposed prioritization strategies? This question aims to understand
the impact of the proposed strategies on the effectiveness of the
FeatTCP approach: FeatChgHist, FeatChgCommit and FeatCov.
The main goal is to identify the best strategy to be used in the
prioritization, or to find guidelines for their application, considering
an indicator of early failure detection.

RQ2: How does the FeatTCSP approach perform considering the three
proposed prioritization strategies? This question aims to understand
the impact of the proposed strategies on the effectiveness when
test case selection and prioritization are employed in a combined
way. The answer is obtained using the same indicator of RQ1.

RQ3: What is the performance of the FeatTCP approach, adopting
the strategy that presented the best performance in RQ1, in compar-
ison with the changed-file based approach? This question aims to
investigate the performance of the best strategy point out by RQ1
in comparison with a baseline, a strategy that considers changes
in files instead of features. This baseline was adopted in our previ-
ous work [33] and was chosen because as mentioned in Section 2
there are some tools that can map test cases to files and are usually
adopted to test case selection. Then in this study, we implemented
prioritization strategies based on changed files, similarly to the
feature-oriented ones herein proposed.

RQ4: What is the performance of the FeatTCSP approach, adopting
the strategy that presented the best performance in RQ2, in comparison
with the baseline? This question has similar goal to RQ3, but now
the same investigation is conducted to evaluate FeatTCSP, when
test case selection and prioritization are employed in a combined
way in comparison with a file-based TCSP approach

RQ5: Which of the two approaches, FeatTCP or FeatTCSP is the best
according to an indicator of early failure detection. This question
evaluates whether it is better to adopt a test prioritization approach
alone or in a combination with a previous test case selection step.
For this end, the prioritization strategy that presented the best
performance in RQ1 and RQ2 are adopted.

5.2 System

As in our previous work [33] we use SSH library (Libssh),* which
is an open source cross-platform C library that implements the

*https://www.libssh.org/
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Table 5: Example - Feature Coverage

Index ‘ TestFile

TestCase

FeatureNameList

—-

torture_pki_ecdsa.c

torture_pki_fail_sign_with_incompatible_hash

['HAVE_OPENSSL_EVP_DIGESTSIGN’, "HAVE_LIBGCRYPT’, "DEBUG_CRYPTO’,
"HAVE_OPENSSL_EVP_DIGESTVERIFY’, 'HAVE_LIBMBEDCRYPTO’, "WITH_PKCS11_URT,
"HAVE_GCRYPT _ECC’, 'HAVE_ECC’, ‘BASE’]

2 | torture_packet.c

torture_packet

WITH_ZLIB, 'DEBUG_PACKET’, 'HAVE_GCC_VOLATILE_MEMORY_PROTECTION’,
"HAVE_SECURE_ZERO_MEMORY’, "BASE’,"HAVE_MEMSET_S’,"HAVE_ECC’,"WITH_PCAP”,
"HAVE_DSA’]

3 | torture_pki_rsa.c

torture_pki_fail_sign_with_incompatible_hash

['HAVE_LIBMBEDCRYPTO’, 'HAVE_LIBGCRYPT’, "HAVE_OPENSSL_EVP_DIGESTVERIFY’,
"HAVE_GCRYPT_ECC’, "HAVE_OPENSSL_EVP_DIGESTSIGN’, "HAVE_ECC’,
"WITH_PKCS11_URT’, 'BASE’,'DEBUG_CRYPTO’]

4 | torture_pki_dsa.c

torture_pki_fail sign_with_incompatible_hash

HAVE_GCRYPT_ECC’, "BASE, "HAVE_OPENSSL_EVP_DIGESTVERIFY’,
"WITH_PKCS11_URT, 'DEBUG_CRYPTO’, 'HAVE_LIBGCRYPT’, "HAVE_LIBMBEDCRYPTO,
"HAVE_ECC’, "HAVE_OPENSSL_EVP_DIGESTSIGN’]

5 | torture_pki_rsa_uri.c

torture_pki_sign_verify_uri

[HAVE_GCRYPT ECC’, °WITH PCAP’, 'HAVE DSA’, ‘HAVE LIBMBEDCRYPTO’,
"HAVE_ECC’, "WITH_PKCS11_URT’, ‘BASE’, 'HAVE_LIBGCRYPT’]

6 | torture_pki_rsa.c

torture_pki_rsa_sha2

['BASE’, "HAVE_LIBMBEDCRYPTO’, 'HAVE_ECC’, "WITH_PKCS11_URI’, 'HAVE DSA’,

"HAVE_LIBGCRYPT’,"HAVE_GCRYPT_ECC’, "WITH_PCAP’]

SSHv2 protocol on the client and server side. This library is de-
signed to remotely run programs, transfer files, use a secure and
transparent tunnel, manage public keys, and so on. Libssh is stati-
cally configurable with the C preprocessor, being an HCS. Libssh
is hosted on GitLab,”> which provides an environment with version
control system and CI pipelines. The logs of the CI pipeline tasks
are the source of information that can be used for evaluation of the
approaches. Libssh has been used in the literature by other studies
on the subject of HCSs [6, 19, 28, 29, 37].

The Libssh repository contains around 5500 commits, and =
144 features, of which we used 5726. We discarded commits not
associated with test cases. This set will be referred as the whole set
of commits. To evaluate the quality of prioritized test cases, we need
logs with failure information. To this end, we used a repository
containing 303 commits from a related work [19], referred as set of
commits with logs

5.3 Indicator

To answer our RQs we adopted an early failure detection indicator.
This indicator quantifies the average test budget required, that is,
the percentage of test cases to be executed to produce a failure in a
commit. To identify each test case fails in the commit, we use the
system log. We use the average budget required per commit because
for each commit pipeline, there can be multiple jobs. Consequently,
test cases run in parallel across these jobs, allowing different test
cases to fail in the same commit.

The indicator is defined by Equation 1. The average budget re-
quired to identify the failure is determined by y, providing the
average percentage needed to locate the test cases that fail in the
commit. This equation is based on the sum of the position (P;) of
the test cases in the prioritized list, where nt is the total number of
test cases for the commit, and nf is the total number of test cases
that fail in the commit. y represents the average budget per commit
to identify the fault, considering all jobs.

_ 2:151 Pint

100 * nf W

Shttps://gitlab.com/libssh/libssh-mirror

For example, in the commit 17b518a, there are 27 jobs, and in two
of these jobs, failures occurred. In the job visualstudio/x86_64°,
the test case torture_rekey failed. Meanwhile, in the job
ubuntu/openssl_1.1.x/x86_647, the failure occurred in the test
case torture_misc. To locate the torture_misc test file in this
commit, it is necessary to execute 34 test cases from the total set
of 638, which is approximately 5.3%. For the torture_rekey file,
approximately 2.1% (13) of test cases are required. Therefore, to
assess the commit as a whole, we calculate the mean percentage,
resulting that in average, 3.7% of test cases need to be execute to
find both failures.

5.4 Baseline implementation

To extract the HCS commit history, we use the PyDriller library [44]
from the initial to the last available commit. To implement the base-
line, a changed file-oriented approach, the source code is scanned,
looking for the test files. Then, traceability of test cases to source
code is created. We then use PyDriller to find the files that changed
in that commit. Then we create a history of file changes. Finally, we
select test cases that have traceability to these files. Furthermore, as
a baseline, we adopt two file-based prioritization strategies: 1) File
Change History ( FileChgHist); 2) Files Changed in the Commit
(FileChgCommit).

Analogously to the features-based strategies, to implement the
FileChgHist strategy, we developed a list that maintains the in-
cremental history of file changes commit by commit. For each file,
we record the number of changes it underwent throughout the
evolution of the system. Thus, prioritization is based on this list,
ensuring that test cases with traceability to the most altered files
are always at the top of the list. For the FileChgCommit strategy,
we also consider file changes, but in this case, only files changed
in the current commit. Thus, we generate a list of files that were
changed in this commit and then create the prioritized list of test
cases based on this list. Therefore, the test cases at the top of the
list will be those with traceability to the changed files, while the
rest of the list will be random.

Shttps://gitlab.com/libssh/libssh-mirror/-/jobs/432862254
https://gitlab.com/libssh/libssh-mirror/-/jobs/432862274



Table 6: FeatTCP - Budgets for Based Strategies

Strategies Avg | Max | Min
FeatChgHist 12.6% | 56.5% | 0.15%
FeatChgCommit | 12.6% | 50.6% | 0.28%
FeatCov 20.0% | 54.1% | 0.48%

All experiments were performed on an Intel(R) Xeon(R) Gold
6230N CPU @ 2.30GHz 48-Core server, 252GB RAM, running on
Linux Ubuntu 18.04.6 LTS.

6 ANALYSIS OF RESULTS

This section presents and discusses the results to answer the RQs
or our study. The dataset and results are available online [34], as a
supplementary material.

6.1 RQ1: Feature-Oriented Strategies for
FeatTCP

To answer RQ1, we calculated the early failure detection indicator
for the prioritization list of test cases obtained by FeatTCP, com-
mit to commit. As a result we obtained Figure 6 that presents a
comparison of the values obtained for the three proposed strate-
gies in the 122 commits that have failures. It is noticeable that the
FeatCov strategy (in red) exhibits several high peaks in the budget
percentage, surpassing 30%. This indicates that this strategy ap-
pears slightly less effective than the other two. When we examine
FeatChgCommit (in blue) and FeatChgHist (in green), both strate-
gies appear quite similar. In some specific commits, we observe
higher peaks in the blue line, while in other points, peaks in the
green line. This suggests that for some commits, the FeatChgHist
strategy is more efficient, while for others, FeatChgCommit is
preferable.

Furthermore, Table 6 presents the average budget for all commits,
the minimum budget, and the maximum budget for each proposed
strategy. Upon analyzing the table, we observe that the average
budgets for the FeatChgCommit and FeatChgHist strategies are
similar, with a variation between maximum and minimum val-
ues. FeatChgCommit has a lower maximum budget of 50.6%, while
FeatChgHist has a lower minimum budget of 0.15%. Additionally,
FeatCov shows maximum budget close to the other strategies, but
a greater minimum value of 0.48%, and an average of 20%.

We collected the total time FeatTCP takes to execute for the
whole set of commits (a total of 5726), running each strategy in-
dividually. Table 7 displays the average time in seconds for each
strategy, along with the maximum and minimum times. As we can
observe, the strategies have very similar execution times around 15s.
The average maximum time is ~ 31.38 seconds, while the average
minimum time is & 5.9 seconds. We also observe that the interval
between the CI cycles is on average 1,142.52 minutes (standard
deviation equals to 459.28), what shows the applicability of the
FeatTCP approach.

Mendonca et al.
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Figure 6: Comparing Features-Oriented Strategies - FeatTCP
approach

Table 7: FeatTCP - Execution Time for each strategy

Strategies Avg(s) | Max(s) | Min(s)
FeatChgHist 15.17 31.27 6.01
FeatChgCommit | 15.18 31.11 6.02
FeatCov 15.21 31.77 5.89

RQ1: We conclude that the strategies FeatChgHist and
FeatChgCommit have similar budget values, with an average budget
of 12.6%, indicating a low cost for fault identification. On the other
hand, the FeatCov strategy has a slightly higher average budget,
reaching 20%. We also observe that the runtime is not a decisive
factor in choosing the strategy, as they are similar. Additionally, we
find that FeatTCP can be applied in the evolution process of HCSs
and in CI environments, with an average execution time of 15.18
seconds for all commits and a maximum time of 31.38 seconds.

6.2 RQ2: Strategies for FeatTCSP

In this RQ analysis, we analyse the performance of the feature-
oriented strategies used with FeatTCSP, approach that combines
test case selection and prioritization. Similarly to RQ1, we gen-
erate Figure 7. We can observe that FeatChgCommit (in green)
and FeatChgHist (in blue) are mostly equivalent in most commits,
showing peaks in a few cases. FeatCov (in red) is slightly superior
in several commits, requiring a higher budget to detect the fault.

To complement the analysis, we developed Table 8. In it, we can
observe that the strategies FeatChgHist and FeatChgCommit have
a similar average budget, 13.7% and 13.2%, respectively. Additionally,
we noticed that the maximum and minimum budget times for the
FeatChgHist strategy are lower compared to the other strategies.
The FeatCov strategy showed a higher budget, with an average of
23.4%, and also a higher minimum budget, with 0.56%.

When combining the two selection and prioritization approaches,
one might expect a significant increase in execution time. However,
this is not the case due to the common steps between them: Identify
HCS resources, Identify feature changed, and Map features to test cases.
Together, these steps have an average time of approximately 14.7
seconds. The average time for the prioritization step, considering
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Table 8: FeatTCSP - Budgets for Feature-Based Strategies

Strategies Avg | Max | Min
FeatChgHist 13.7% | 69.2% | 0.13%
FeatChgCommit | 13.2% | 74.2% | 0.23%
FeatCov 23.4% | 71.8% | 0.56%

the FeatChgHist strategy, is ~ 0.9 seconds, while for selection, it
is = 0.6 seconds. Therefore, we can conclude that, with a cost of
less than 1 second, we can add the selection step to the approach.

RQ2: We conclude FeatChgCommit has lower average budget, reach-
ing 13.2%, while FeatChgHist has an average budget only 0.5%
higher, with lower minimum value. On the other hand, FeatCov
obtains a higher budget, with a difference of approximately 10%.
Thus, we conclude that the FeatChgCommit strategy can identify
faults with a lower budget. An additional execution time of less than
one second is required to execute the TCS step in comparison with
FeatTCP, then we can conclude that FeatTSCP is also applicable in
the CI environment.

6.3 RQ3: On the use of FeatTCP with file-based
strategies

To answer this RQ, we employed the FeatTCP approach with
file-based strategies and compared the performance of these
strategies with the best feature-oriented strategy identified in
RQ1 - FeatChgHist. To facilitate the analysis, we developed the
graphs presented in Figures 8 and 9, comparing FeatChgHist with
FileChgHist and FileChgCommit, respectively. The budget for the
FileChgHist strategy is higher, reaching several peaks above 80%,
as evidenced in Figure 8 by the gray line. Furthermore, it is observed
that, in the majority of commits, this strategy has a higher budget,
with an average budget of 31%, as seen in Table 9. On the other
hand, in Figure 9, the FileChgCommit strategy (gray line) showed
an average budget close to feature-oriented strategies, demonstrat-
ing a budget very similar to the FeatChgHist strategy, with only a
few commits showing significantly higher budget peaks.
Additionally, Table 9 shows that the FileChgHist strategy has
a maximum budget higher than all other strategies, reaching 87.6%,

®FeatChgHist ® FileChgHist

Budget

b

Figure 8: Comparing
FeatTCP approach.

/ /\/\Jf/\"y | ﬂt\

Commit

FeatChgHist with FileChgHist -

@FeatChgHist ® FileChgCommit

Budget

Il

i

=

LA bl

Commit

Figure 9: Comparing FeatChgHist with FileChgCommit -
FeatTCP approach.

Table 9: FeatTCP - Budgets for File-Based Strategies

Strategies Avg | Max | Min
FileChgHist 31.0% | 87.6% | 0.36%
FileChgCommit | 13.7% | 56.5% | 0.17%

whereas the FileChgCommit strategy has a maximum budget of
56.5%, which is very close to the maximum budgets of all other
strategies. This strategy has an average budget very close to the
FeatChgHist strategy at 13.7%.

ROQ3: File-based strategies have a higher budget compared to the
feature-oriented strategies. The FileChgHist strategy has an aver-
age budget = 17% higher than the FeatChgHist strategy. On the
other hand, the FileChgCommit strategy has a better performance,
which is similar to the performance of FeatChgHist.

6.4 RQ4: On the use of a file-based TCSP
approach

To answer this RQ, we apply both file-based prioritization strate-

gies to the test set selected with a file-based selection, adopted as

a baseline in our previous work [33]. Then we compared the ob-

tained results with the results of our approach FeatTCSP using the



best prioritization strategy pointed out by RQ2. Answering RQ2,
we observed that the FeatChgHist and FeatChgCommit strate-
gies can be considered equivalent. However, due to the fact that
FeatChgCommit, on average, has a slightly lower budget in 0.5% of
commiits, it was chosen in the comparison.

Figure 10 compares the file-based strategy FileChgHist (in
gray) with the feature-oriented strategy FeatChgCommit. It can be
observed that the gray line in the graph often remains close to 100%.
We consider it 100% when the input set of test cases needs to be
executed in its entirety, or if the test case that fails is not in the set,
meaning it was not selected. When comparing the FeatChgCommit
strategy with FileChgCommit (Figure 11), a similar behavior is
observed. The file-based approach is not able to select an ideal set
of test cases for prioritization.
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Figure 10: Comparing FeatChgCommit with FileChgHist -
FeatTCSP and file-based TSCP approaches
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Figure 11: Comparing FeatChgCommit with FileChgCommit -
FeatTCSP and file-based TSCP approaches

In Table 10, we can observe that file-based strategies have higher
budgets than feature-oriented strategies, with average of 96.8%.
Additionally, both strategies have maximum budgets of 100%, and
minimum of 0.46% for the FileChgHist strategy and 3.2% for the
FileChgCommit strategy.

RQ4: When a file-based selection of test cases is used in combina-
tion with file-based prioritization strategies, a poor performance is
obtained. The budgets are considerable lower than the ones obtained
by using FeatTCSP.

Mendonca et al.

Table 10: Budgets for File-based TCSP approach

Strategies Avg | Max | Min
FileChgHist 96.8% | 100.0% | 0.46%
FileChgCommit | 96.8% | 100.0% | 3.2%

6.5 RQ5: Comparing FeatTCP and FeatTCSP

To answer RQ5, we compared FeatTCP with FeatTCSP in terms of
the number of test cases in the input sets and the budget required
to produce a failure. By analysing Tables 6 and 8, we can see that
for the strategies FeatChgHist and FeatChgCommit the impact in
the average budget values of using as input selected test cases is
not so great (around 1%). The minimum values when the selected
test cases are used as input are lower. A great impact is observed
when we analyse the maximum values. In some commits a budget
of 10% greater is required. Then we can see that many times the
use of TCSP can be advantageous because it allows the early fault
detection with the same average budgets with a reduced number
of test cases.

To corroborate this result, we compare FeatTCP and FeatTCSP
approaches according to the number of test required and generate
Figure 12, which displays a graph for the 122 commits with fail-
ures using the FeatChgHist strategy. It is possible to observe in
orange the whole test set for the commit (equivalent to a Retest-All
approach), in yellow the test cases selected by FeatTestSel in
the commit. At this point, a significant difference in the number
of test cases between these sets, that can be used as inputs for the
prioritization process, is already noticeable.

®FeatTCP-FeatChgHist @FeatTCSP-FeatChgHist ® Retest-All * FeatTestSel

Figure 12: Comparing approaches according to number of
test cases

In the light blue line, we represent the number of test cases
needed to produce a failure considering the total set, produced by
FeatTCP. A substantial difference is observed regarding Retest-All
approach. In the dark blue line, we represent the test cases produced
by FeatTCSP. In this case, we start with a smaller set to reduce the
budget. Analyzing Figure 12, it is evident that the dark blue line is
below the light blue line for most commits. We then can conclude
that it is possible to identify the fault, that is, to maintain the budget,
with a smaller number of test cases by using FeatTCSP.
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RQ5: FeatTCP and FeatTCSP approaches using the FeatChgHist
strategy, can identify the fault on average with a budget of, respec-
tively, only 12% and 13%. But FeatTCSP seems to be more advanta-
geous because it allows you to run a reduced test suite on 57% of the
measured faulty commits.

7 CONCLUDING REMARKS

Our selection and prioritization approach (FeatTCSP) has advan-
tages over existing approaches. Unlike other selection approaches
that mainly focus on test cases directly related to altered files with-
out considering features, our approach takes into account interac-
tions with other parts of the features being modified in the provided
commit. Even if the altered file is not directly affected by the test
case, if the test case interacts with other parts of the modified
features, it will be selected for regression testing. As features are
building blocks of HCSs, it is important to verify the behavior of
the change features.

In the case of prioritization approaches, although we use system
logs to validate our approach, we do not need access to any type
of failure log or failure history for execution, unlike many prioriti-
zation approaches. Overall, our FeatTCSP approach uses only the
source code of the HCS and a configuration file as input.

Furthermore, FeatTCSP is independent of any learning or opti-
mization model. Furthermore, instead of dynamic analysis, which
would require execution, we employ static analysis that relies solely
on the HCS source code as input. FeatTCSP was designed to inte-
grate perfectly into the HCSs evolution process, aiming to substan-
tially reduce the cost associated with executing test cases.

In summary, our study provides valuable insights into the effec-
tiveness of various strategies in the context of HCS evolution. For
the FeatTCP approach, the comparison between feature-oriented
strategies, FeatChgHist and FeatChgCommit, revealed similar re-
sults, showing an average budget of approximately 12.6%. The Feat-
Cov strategy demonstrated a higher budget among feature-oriented
strategies, ~ 20%.

On the other hand, the file-based strategy, FileChgCommit, has
a slightly higher average budget of approximately 13.7%, while
the FileChgHist strategy presente the highest budget of approxi-
mately 31.1%.

Furthermore, our conclusions emphasize the superiority of
feature-oriented strategies over their file-based counterparts, espe-
cially when using a combined approach of test case selection and
prioritization. Our FeatTCSP approach achieves significantly lower
average budgets of 96.8%, which is the baseline’s average budget.
Both FeatChgHist and FeatChgCommit, as feature-oriented strate-
gies, demonstrate comparable average budgets of approximately
13.5%, while the FeatCov strategy shows a slightly higher average
budget of 23.4%.

Therefore, we can conclude that leveraging a smaller set of in-
puts through the combined FeatTCSP approach further reduces the
budget required for fault detection. In 57% of commits with faults,
this combined approach results in fewer test cases needed to run
to find the fault, compared to using FeatTCP alone. These results
demonstrate the adaptability and effectiveness of our innovative
approach to the challenges posed by the continuous evolution of
HSCs.

After result analyzing our approach along with the proposed
strategies, we recommend using the combined approach FeatTCSP.
This is because the increase in execution time is small, but we
manage to identify failures by running fewer test cases in more
than 50% of the commits. As a strategy, we suggest adopting the
FeatChgHist strategy, as it presents more consistent values for the
two approaches FeatTCS and FeatTCSP. Additionally, its maximum
and minimum budget values are lower than the other strategies.

As future work, we will search for other systems to improve the
validation results. We intend to propose a feature-oriented indica-
tor for a more robust validation of the approaches. Additionally,
we should consider using Artificial Intelligence algorithms for a
potential comparison and/or improvement of the results. Another
research direction involves creating a unified prioritization strategy
that incorporates all proposed strategies in a defined order, with
established tie-breaking criteria.
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6 CONCLUSIONS

The test of HCSs is a challenging task due to the great number of configurations involved,
particularly in the CI context, where the software needs to be integrated and tested continuously.
This makes RT an expensive task, and the application of TCS and TCP techniques are fundamental
to reduce costs. However, the great majority of existing approaches do not consider HCS
particularities. Motivated by these facts, this work introduced FeaTCSP (Feature-oriented Test
Case Selection and Prioritization for Highly Configurable Systems), a feature-oriented approach
that allows the use of TCS and TCP techniques considering the evolution of the HCS features
in space and time, as well as the CI environment restrictions. This approach takes as input a
configuration file, containing the paths to the source code of the HCS and the test case folder, and
produces different reports: the lines of code that correspond to each feature, the lines exercised by
each test case, and the test cases linked to each feature. To automate these steps, we implemented
Test2Feature, which allows developers and testers to know the lines of the source code and
features that correspond to a test case. Differently from existing tools, Test 2Feature works
with annotated HCSs written in C/C++ and is based only on the static analysis of the code. The
traceability report produced can ease different tasks, as for example, regression testing, feature
management, and HCS evolution and maintenance.

Oriented by the reports produced by Test 2Feature, the tester can use the approach
in different ways according to the testing and organization goals. We can mention the visualization
of features evolution in space an time, and the corresponding test cases, what can facilitate
future maintenance and refactoring activities, as well as other tasks related to the ensurance of
HCSs. A second use is just to reduce the number of test cases according to a feature-oriented
approach namely Feat TestSel. Another use is the feature-oriented prioritization of test
cases, that employs the prioritization strategies proposed having as input either all the test set
available (Feat TCP approach), or the test sets selected (Feat TSCP approach). To perform
prioritization, three strategies are proposed, based on the mapping of features to test cases
generated and uses three information sources: 1) FeatChgHist: the history of feature
changes; 2) Feat ChgCommit: features that changed in the current commit; and 3) Feat Cowv:
the number of features covered by the test case.

All the ways of using FeaTCSP were evaluated with Libssh, a real open-source HCS
in constant evolution. The results shows the applicability of the approach considering time to
execute the approaches and CI cycles. Moreover, it contributes to the RT of HCSs; in all uses,
FeaTCSP presents better performance than a baseline, the file-based approach. In this sense,
FeaTCSP contributes to choosing a reduced set of test cases without compromising the quality
of the test in terms of detected faults. In addition, the use of the TCP technique aims to provide
early fault detection, reducing the time spent running tests.

In summary, our study provides valuable insights into the effectiveness of TCS and
TCP in the context of HCS evolution. Regarding the Feat TCP approach, the comparison
between feature-oriented strategies, pointed out that FeatChgHist and FeatChgCommit
reachs similar results, showing an average budget of approximately 12.6%. The FeatCov
strategy exhibited a higher budget among the feature-oriented strategies, approximately 20%.
Our conclusions emphasize the superiority of feature-oriented strategies over their file-based
counterparts, especially when adopting a combined approach to test case selection and prioriti-
zation. Feat TCSP achieves average budgets of around 13.5%, while the FeatCov strategy
shows a slightly higher average budget of 23.4%. On the other hand, considering file-based
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approaches, using the FileChgCommit and FileChgHist strategies, the average budget
is around 96.8%, with peaks reaching 100%. In addition to this, the results point out that by
using a more restricted set of inputs through the combined Feat TCSP approach, we further
reduce the budget needed for fault detection. In 57% of faulty commits, this combined approach
results in fewer test cases that need to be executed to identify the fault, compared to using
only Feat TCP. These results demonstrate the adaptability and effectiveness of our innovative
approach in addressing the challenges posed by the continuous evolution of HCS.

6.1 CONTRIBUTIONS

This work contributes to the field of RT, offering a lightweight, model-free approach, applicable in
the evolutionary process of HCSs and in CI environments, standing out for the automation of test
case selection and prioritization. Summarizing we can mention the following main contributions:

* A systematic mapping about Software Product Line Regression Testing and research
roadmap: we present a comprehensive overview of the current state of research in
regression testing for SPL, while also providing a roadmap that can guide future research
in the coming years;

* Tool for mapping test cases to lines of code and mapping test cases to Features -
Test2Feature: we have developed a tool that generates traceability among test
cases, source code lines, and features of HCSs. This tool can not only be used to assist
engineers in decision-making but can also be integrated into future approaches and tools.
The tool is available online!.

* Feature-Oriented Selection Test Case Approach - FeaTest Sel: this approach selects
test cases for HCSs and the evaluation shows it contributes to reduce the set of test cases,
and consequently test costs, without compromising quality.

* Feature-Oriented Selection and Prioritization Approach - Feat TCSP: we introduce a
new feature-oriented test case prioritization approach that ranks test cases to anticipate
failures. This approach can be employed by engineers to reduce the costs of the testing
phase in CI environments. It first ranks test cases related to changed features that are
more fault-proneness. This contributes to reveal failures early, stop the test execution
more rapidly and reduce time between CI cycles.

» Test case selection and prioritization approaches based on file changes: we have
implemented an approach based on file changes, which can be used as a baseline by the
academic community for comparison and validation of their own approaches or tools.

* Replication packages for all studies conducted: Public repositories containing the dataset
used in this work, implementations and results, which allow replication and can be used
in future research, are available in the Open Science Framework (OSF).

— Mendonca, W., Vergilio, S. R., and Assunc¢dao, W. K. G. (2023). Supplementary
material - feature-oriented test case selection during evolution of high-configurable
systems (Mendonga et al., 2023b) - available on OSF2.

Ihttps://github.com/willianferrari/Test2Feature.git
2https://osf.io/6wre9/
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— Mendonga, W., Vergilio, S. R., and Assunc¢do, W. K. G. (2023a). Supplementary ma-
terial - feature-oriented test case selection and prioritization for highly-configurable
software.(Mendonga et al., 2023a)- available on OSF3.

6.2 LIMITATIONS

This section highlights the inherent limitations of the proposed approach, which constitute areas
for improvement in future work. One of the main considerations is the restricted evaluation
of the approach on a limited number of systems. Future investigations should broaden this
analysis to include a more extensive range of systems, providing a more robust understanding of
the applicability of the approach in diverse contexts. Another limitation is the use of only one
indicator for the test budget.

While we have delved deeply into the evolution of HCSs, the lack of specific focus
on the continuous integration environment is an area deserving additional attention. Given
that continuous integration environments are constantly evolving, future studies can direct their
efforts to better understand the specific nuances of this dynamic environment. Another relevant
point concerns the budget limitation, both in the general evolution and in the specific context
of continuous integration environments. In this regard, improving the step of the approach
responsible for mapping and locating features is crucial to optimize resource allocation and
ensure more efficient budget management.

6.3 FUTURE WORK

As a future work for our tool, we intend to develop a user-friendly interface and organize the
results in different ways, improving the visualization for the user. Additionally, we plan to apply
a validation process for the traceability quality, utilizing industrial-grade HCSs, and generation
of test cases based on the code modifications.

For the Feat Test Sel approach, we aim to search for other systems to improve the
validation results. We intend to better evaluate the relationship between the system size and the
reduction for the number of test cases and execution time. Furthermore, we intend to improve the
selection by adding some criteria, such as changes in files along with feature change.

We also intend to validate our approach with other systems and adopt other indicators
for the prioritization strategies. Additionally, we will consider using Artificial Intelligence for a
potential comparison and/or improvement of the results. Another research direction will involve
creating a unified prioritization strategy that incorporates all proposed strategies in a defined
order, with established tie-breaking criteria.

3https://osf.io/yd2wf/
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