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RESUMO

Em redes de comunicacao sem fio que possuem restricoes de interferéncia, a adogao
de sinais assimétricos ou improprios pode atingir taxas de transmissao mais altas do que
as obtidas com sinais proprios, devido a maior entropia diferencial destes. Portanto, uma
vez que o desempenho de seguranca de uma rede estd diretamente relacionado a taxa
de transmissao de seus usudrios, esta tese propoe o emprego de sinais impréprios para
melhorar o desempenho do sigilo em redes de Radio Cognitivo. Até onde sabemos, este
é o primeiro trabalho que aborda a Seguranca da Camada Fisica deste tipo de sistema
usando sinais assimétricos. Os resultados foram obtidos para dois cenarios diferentes em
um mesmo modelo de sistema: uma rede cognitiva underlay com uma ligagao direta entre
o transmissor secundéario e seu receptor, cuja comunicagao esta sendo espionada. Usuarios
primarios e secundarios causam interferéncia entre si. Em ambos os cendarios, apenas a
informacao estatistica do estado do canal foi considerada disponivel para os usuarios cog-
nitivos. Para o primeiro cenario, em que a localizagao dos nés do sistema foi definida arbi-
trariamente, derivamos uma expressao analitica para a Probabilidade de Falha de Sigilo,
a principal métrica de desempenho analisada, e foi mostrado que a adogao de sinalizacao
impropria pode ser benéfica tanto para os usuarios que causam quanto para os que re-
cebem interferéncia. Em um segundo cendrio, em que a localizagao dos nés foi distribuida
uniformemente sobre uma célula circular, encontramos valores étimos ou sub-6timos para
a potencia de transmissao e grau de impropriedade dos sinais dos usuarios secundarios
simultaneamente, a fim de otimizar o desempenho de seguranca da rede. A otimizacao
foi feita com o auxilio de Algoritmos Genéticos. Em seguida, os beneficios do esquema
de transmissao em termos da probabilidade de falha de sigilo e da vazao de dados segura
do sistema, bem como o custo de eficiencia energética foram avaliados. Os resultados
indicam que, para sistemas limitados por interferéncia, ao buscar por baixas probabili-
dades de falha de sigilo, é sempre uma estratégia melhor para os usuarios secundarios
adotar algum grau de impropriedade em suas transmissoes. Além disso, a adocao de
sinais improprios também pode melhorar as taxas seguras atingiveis no lado dos usuérios
cognitivos em redes underlay. No entanto, em termos de eficiéncia energética do sistema,
otimizar apenas a potencia de transmissao secundaria e adotar sinais proprios obtém o
melhor desempenho. Os resultados apresentados nesta pesquisa sao promissores, uma
vez que em muitas redes sem fio, inclusive cognitivas, existem restri¢coes de interferéncia
e sinais assimétricos poderiam alcancar um desempenho melhor do que os préprios, o
paradigma atual.

Palavras-chave: Radio Cognitivo, Seguranca na Camada Fisica, Sinais Improprios,
Probabilidade de Falha de Seguranca.



ABSTRACT

In interference constrained wireless communication networks, adopting asymmetric
or improper signals may attain higher transmission rates than those achieved by proper
ones, due to the higher differential entropy of the latter. Therefore, since the secrecy
performance of a network is directly related to the transmission rate of its users, this
thesis proposes employing improper signals in order to enhance the secrecy performance
of Cognitive Radio networks. As far as we know, this is the first work that addresses
the Physical Layer Security of these type of system by using asymmetric signals. The
results were obtained for two different scenarios in the same system model: an underlay
cognitive network with a direct link between secondary transmitter and receiver, whose
communication is being eavesdropped. Both primary and secondary users cause inter-
ference at each other. In both scenarios only Statistical Channel State Information was
considered available at the cognitive users. For the first scenario, in which nodes loca-
tions were defined arbitrarily, we derived an analytical expression for the Secrecy Outage
Probability, the main performance metric analyzed, and it was shown that adopting im-
proper signaling can be beneficial for users either causing or receiving interference. In
a second scenario, in which nodes locations were uniformly distributed over a circular
cell, we found optimal or suboptimal values of the secondary users transmit power and
degree of impropriety, concurrently, in order to optimize the secrecy performance, with
the aid of Genetic Algorithms. Then, the benefits of the transmission scheme in terms
of the Secrecy Outage Probability and the Secure Throughput of the system, as well as
the Secure Energy Efficiency cost were assessed. Results indicate that, for systems with
interference constraints, when searching for lower Secrecy Outage Probabilities, it is al-
ways a better strategy for the Secondary Users to adopt some degree of impropriety in
their transmissions. In addition, adopting improper signals can also improve the achiev-
able secure rates at the cognitive users side in underlay networks. However, in terms of
the energy efficiency of the system, optimizing only the secondary transmit power while
employing proper signals achieves the best performance. The results presented in this
research are promising, since in many wireless channels, including Cognitive Networks,
there are interference constraints and asymmetric signals could attain better performance
than proper ones, the current paradigm.

Keywords: Cognitive Radio Networks, Physical Layer Security, Improper Gaussian
Signaling, Secrecy Outage Probability.
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CHAPTER 1

INTRODUCTION

1.1 Motivation and Justification

Cognitive Radio (CR) is considered to be a key-technology in order to promote a more
efficient spectrum usage, since it is an intelligent system capable of learning its surround-
ings and adapting its parameters. Allowing unlicensed users to share the same frequency
band of licensed users can be achieved by using one of the following CR protocols: overlay,
underlay and interweave (Goldsmith et al., 2009).

In the underlay protocol, unlicensed users may transmit if the interference caused at
licensed users is kept below an acceptable threshold. Unlicensed and licensed users are
also called Secondary Users (SU) and Primary Users (PU), respectively. The concurrent
transmissions in the overlay protocol is based on interference cancellation, whereas in the
interweave protocol SUs must be able to detect spectrum holes in the licensed frequency
band in order to communicate.

Despite the advantages that can be reaped by CR networks in terms of spectrum
sharing, the inherent broadcast nature of the wireless media coupled with the opening
of the licensed spectrum to cognitive users facilitate malicious attacks on the legitimate
channels, such as eavesdropping. Hence, to make CR a feasible solution to the growing
demand for frequency spectrum, it is imperative that these networks can provide not only
high rate and error free transmissions, but also the secure exchange of messages between
devices.

Traditionally, the security of communications networks is obtained through data cryp-
tography and key-distribution techniques at higher layers (Zou et al., 2016). Nonetheless,
everyday more features (such as Internet banking through smart phones, auto-driven ve-
hicles, sensor networks and the Internet of Things) are being performed through wireless

and mobile access. Thus, next generation systems require even more secrecy capacity,
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and these traditional security techniques may not be enough.

Although these techniques have shown their applicability and efficiency, they demand
high computational costs, which is a limiting factor to some devices/gadgets. In addition,
the broadcast nature of wireless channels allows the access to encrypted data relatively
easy, which favors malicious attacks using brute computational force. For this reason,
Physical Layer Security (PLS) has been proposed as a complement to other higher layer
security techniques that might also be used (Barros and Rodrigues, 2006). PLS is based
on the concept of information-theoretic perfect secrecy, whose goal is to guarantee higher
mutual information in the legitimate links (SU<»SU or PU«+PU), in comparison to that
of the eavesdropper link (Zou et al., 2016, Chen et al., 2017).

In this way, most existing PLS techniques attempts to improve the legitimate channels
quality in comparison to that of the eavesdropper channel. That is to say achieving better
transmission rates between legitimate users while maintaining the interference caused
at the PUs below an acceptable threshold. However, independently of the technique
employed, the use of Proper Gaussian Signaling (PGS), i.e. signals with their in-phase
and quadrature parts uncorrelated, to transmit information is practically taken for granted
in the vast majority of the works found thus far.

That is no surprise, since PGS presents optimal performance in terms of achievable
transmission rates for several known transmission schemes/scenarios. However, PGS ben-
efits are questionable in interference-limited scenarios, which is the case of CR networks
(Lameiro et al., 2015, Lagen et al., 2016).

Recently, Improper Gaussian Signaling (IGS) has been used to improve the perfor-
mance of systems subject to interference constraints regarding achieving higher transmis-
sion rates (Zeng et al., 2013a,b, Lameiro et al., 2015, Amin et al., 2016b, Gaafar et al.,
2017, Lameiro et al., 2017). Differently from the PGS, improper (or asymmetric) sig-
nals have their in-phase and quadrature components correlated or with uneven powers
(Lagen et al., 2016). Therefore, when a transmitter uses improper signals, which have
lower differential entropy than proper ones (Neeser and Massey, 1993), and interference is

treated as noise, it is possible to increase the achievable rates in scenarios with interference
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constraints (Santamaria et al., 2018).

Nonetheless, the aforementioned works exploit IGS to improve the system performance
but are not concerned with the information security of the studied systems. However, if
the transmission rate of legitimate users with interference constraints is related to the use
of improper signals, then the security at the secondary network can be improved through
the use of IGS. Finally, exploiting this characteristic of improper signals to enhance the
system security performance has not been studied in the literature yet, being a novel

research area.

1.2 Objectives

The main goal of this research is to demonstrate the application and feasibility of
IGS for secrecy purposes in CR networks. Specific goals, in order to achieve the main

objective, are:
e To make a theoretical background of the most relevant subjects to the thesis;

e To analyze the secrecy performance of underlay CR networks in which the SUs are

subject to eavesdropping and transmit using IGS;

e To provide a design framework which optimizes system performance parameters

while maintaining an acceptable Quality of Service (QoS) at the PUs.

1.3 Scientific Contributions

Finally, a list with papers containing the findings of this doctorate research and submitted
to the academic community is presented below. The first one is regarding the second
specific goal proposed above, and the second work refers to the third specific objective
of this dissertation. In addition, the third work is a correlated work, which only studied

PLS but not with the adoption of IGS.
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1. G. de Oliveira, S. Mafra, S. Montejo-Sanchez and E. Fernandez, “Secrecy In Cogni-
tive Radio Networks Using Improper Gaussian Signaling,” Published at the IEEE
Communications Letters, in July, 2018;

2. G. de Oliveira, Evelio Fernandez, S. Mafra, S. Montejo-Sanchez, C. Azurdia-Meza,
“Optimal Improper Gaussian Signaling for Physical Layer Security in Cognitive
Radio Networks,” Submitted to the Security and Communication Networks
journal, in July, 2018;

3. G. de Oliveira, S. Mafra, and E. Fernandez, “Secure Switch and Stay Combining
With Multiple Antennas In Cognitive Radio Networks,” Published at Simpdsio

Brasileiro de Telecomunicagoes (SBrT), in September, 2017,
1.4 Document Structure

The rest of this document is organized as follows: Chapter 2 gives a brief introduction
to PLS and IGS, presenting the theoretical background and some related works to the
understanding of this research. Chapter 3 shows the methodology adopted to achieve the
found results, which are presented in Chapter 4. In addition, Chapter 5 concludes this

dissertation, as well as propose some future works within its subject.
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CHAPTER 2

THEORETICAL BACKGROUND

2.1 Physical Layer Security

The Open Systems Interconnection (OSI) protocol architecture is composed by layers:
Application, Transport, Network, Medium Access Control and Physical. Whether it is a
wired or a wireless communication system, data packets sent from one user pass through
all the layers at a transmitter node, which results in an encapsulated packet. Then, the
packet is transmitted through the wired or wireless medium, and finally is decapsulated
at a receiver user node.

Information transmitted by these packets are vulnerable to security threats, such as
computer hacking, data forging, financial information theft and eavesdropping. Hence,

some security requirements were defined, namely (Zou et al., 2016):
e authenticity: related to identifying the legitimate identity of a system node;
e confidentiality: only intended users should be able to access the data;

e integrity: the information transmitted must be accurate and capable of being de-

coded at the receiver side;

e availability: guarantee that legitimate and intended users actually can access the

communication medium.

These requirements are specially difficult to meet in wireless communications, due to
the broadcast nature of the systems. As long as a malicious user is placed in the coverage
area of a legitimate transmitter, physical-layer attacks such as eavesdropping and jamming
can compromise the security of the system. In this connection, the idea behind PLS is to
protect information exploring the intrinsic random characteristics of the physical medium

between users (Barros and Rodrigues, 2006, Bloch et al., 2008).
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Traditional secrecy techniques at the higher layers are based on computational security,
in which legitimate users exchange encrypted keys and, even if an eavesdropper intercepts
the messages, it will not be able to decode the encryption. However, this kind of technique
is based on the premise that the eavesdropper has limited computational capacity, which
is no longer true.

On the other hand, PLS foundation lies on information-theoretic perfect secrecy. In-
dependently of the users computational capacity, if the main channel has better condition
than that of the wiretap channel, there is a transmission rate at which legitimate users
can reliably communicate. The condition of a channel is typically measured in terms of
the mutual information between two system nodes or the channel capacity: the maximum
amount of information transmitted reliably from a transmitter to a receiver (Shannon,

1948, Goldsmith, 2005, Oggier and Hassibi, 2015):

C =max I{X;Y}, (2.1)

px ()

where C'is the channel capacity, I{X;Y} is the mutual information between two random
variables (RV) representing the input (X) and output (V) of the channel, and px(z) is
the a priori probability distribution of the input alphabet. The premise is that legitimate
links channel capacity is greater than illegitimate ones. Mathematically, this can be stated
as:

C’legitima‘ce - C'vviretap > 07 (22>

where Clegitimate 18 the capacity of the channel between legitimate users and Clyiretap 1S
the capacity of the channel between a legitimate transmitter and an eavesdropper. It is
important mentioning that channel capacity is, in fact, an achievable rate measured in
bits per second per Hertz (bits/s/Hz), for example.

One can define the probability that the difference in (2.2) falls below a predefined

threshold as the Secrecy Outage Probability (SOP) of a given link:

Os - Pr{llegitimate - Iwiretap < Ra}7 (23)
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where O is the link SOP, [iegitimate and Iyiretap are the mutual informations between
legitimate and illegitimate users, respectively, and R, is a secure transmission rate, in
bits/s/Hz. Hence, the SOP is a useful security metric when legitimate users do not have
access to the eavesdropper Channel State Information (CSI). These situations requires
the legitimate transmitter to set its secrecy rate to a constant, here represented by R,
(Bloch et al., 2008).

As a matter of fact, it is impractical to assume that the legitimate transmitter is aware
of the instantaneous CSI of the wiretap channel. Moreover, it would be impossible for
legitimate users to ensure that the target secrecy rate (R,) would always be greater than
the wiretap channel capacity (Cyiretap) When only statistical CSI (SCSI) is available at the
legitimate side (Yan et al., 2014). Therefore, the secrecy performance of wireless channels
can be assessed in terms of the SOP, which represents a fraction of fading realizations for
which the wireless media can support a secure rate of bits per channel use (Bloch et al.,
2008, Yan et al., 2014, Bloch et al., 2015, Zou et al., 2016).

Usually, diversity techniques such as using auxiliary nodes to aid in the transmission
(cooperative diversity) (Mo et al., 2012) or furnishing legitimate nodes with multiple
antennas (antenna diversity) (Chiodi et al., 2015, Zhang et al., 2016) have been employed
to enhance the security of CR wireless systems at the Physical Layer. Additionally,
other techniques, such as beam-forming (Nguyen et al., 2016), artificial noise (Fang et al.,
2016) and error control coding (Bloch et al., 2015, Hodgson et al., 2015) are also able to
improve these systems secrecy performance. A comprehensive review regarding PLS for
CR networks can be found in (Zou et al., 2016) and in references therein.

The main point is that the techniques mentioned in the previous paragraph aims at
achieving higher mutual information between legitimate users links in order to attain
secrecy gains. However, in all the related works regarding PLS, it is always assumed
that users transmit adopting PGS. Nonetheless, as previously mentioned in Chapter 1,
employing IGS may achieve higher transmission rates in scenarios with interference con-
straints and, consequently, could improve the secrecy performance of these networks as

well. Describing how these advantages are attained is the intention of the next section.
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2.2 Improper Gaussian Signaling

Communication channels are inherently random, and in wireless communications the
baseband of transmitted signals is represented by a complex function, i.e. a complex
envelope of the real signal. In addition, in communications scenarios with interference
constraints, sometimes referred to as the Interference Channel (IC), the benefits of em-
ploying IGS for secrecy reasons are related to the differential entropy of improper signals
(Lagen et al., 2016).

In wireless media, the amount of discrete information that could be transmitted over
a specific channel is given by the differential entropy of the signals. In other words, the
differential entropy could be seen as the expected number of bits required to optimally
encode a message, given the probability distribution of the alphabet being used (San-
tamaria et al., 2018). In addition, the differential entropy of a RV X with Probability

Density Function (PDF) fx(x) can be expressed as (Cover and Thomas, 1991):

Hx = — /_OO fx(z)In fx(x)dz, (2.4)

where H x denotes the differential entropy.

As stated in Chapter 1, proper signals differ from improper ones because the latter
have their in-phase and quadrature components correlated. Since there is no correla-
tion between these components in PGS, proper signals tend to achieve higher differential
entropy when compared to asymmetric ones (Neeser and Massey, 1993).

Knowing that the mutual information between two nodes in a network represents the
amount of information shared between these two users, i.e., the achievable transmission
rate (Goldsmith, 2005), the premise of PLS is that if the legitimate channel has better
condition than that of the eavesdropper channel, there is a transmission rate at which
legitimate users can securely communicate. This is how the differential entropy of a
signaling scheme is related to the secrecy performance of CR networks.

Therefore, the secrecy performance when studying PLS is directly related to the achiev-

able rates between a transmitter and a receiver. In this regard, it is well known that
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for some scenarios, such as the Multiple-Input Multiple-Output (MIMO) point-to-point
channel and for the Gaussian MIMO broadcast channel, adopting PGS achieves optimal
performance when it comes to maximizing achievable rates (Lagen et al., 2016, Lameiro
et al., 2017). This is because proper signals attain maximum differential entropy and,
therefore, higher achievable rates in the aforementioned scenarios.

Nonetheless, for the IC, which is the case of underlay CR networks, there is not a
known optimal signal input alphabet yet, regarding maximum achievable rates. As a
matter of fact, when interference is treated as noise, increasing the differential entropy of
the interference reduces the transmission rate for the transmitter with increased H (Lagen
et al., 2016).

This is because transmitters who adopt improper signals at the IC may transmit with
more power without exceeding the network interference constraint. That is to say that
the interference caused by improper signals is actually less harmful than that caused
by proper signals. The interference can be the same, nonetheless improper signals can
be aligned in such a way that the impact of interference on legitimate users is reduced
(Hellings and Utschick, 2017).

Hence, when a transmitter uses improper signals at the IC, it is possible to increase
the achievable rates for this transmitter and its receiver (Zeng et al., 2013a, Lameiro et al.,
2017, Hellings and Utschick, 2017), due to the lower differential entropy of asymmetric
signals, which may result in enhanced transmit power (Santamaria et al., 2018).

Several works have shown this behavior: in (Lameiro et al., 2015) and (Lameiro et al.,
2017), the authors report that the achievable rate of the SUs increases significantly when
adopting IGS, but only when the gain of the interference channel surpass a limit that
depends on the rate achieved by the interfered user. In addition, the performance of a
Full-Duplex relay adopting IGS to alleviate its residual self-interference was examined in
(Gaafar et al., 2016b). In (Amin et al., 2016a), (Gaafar et al., 2016a) and (Gaafar et al.,
2017) the outage performance of different CR network configurations is analyzed when the
SU transmits with IGS: a single hop system, a system comprising an alternate relaying

scheme and a system with in-band Full-Duplex nodes, respectively.
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Therefore, it would be possible to exploit these characteristics to obtain higher mutual
information between legitimate users in interference-constrained networks, which would,
consequently, guarantee better secrecy performance.

However, mathematically, PGS can be completely defined in terms only of the trans-
mitted signals covariance matrices. On the other hand, to completely define improper
signals the second-order statistics need to be fully specified, i.e., one must characterize
not only the covariance matrices of the signals, but also the pseudo-covariance ones. As
a matter of fact, PGS can be considered as a particular case of IGS. For this reason,
the following definitions are necessary to elucidate some aspects about improper complex
signals (Neeser and Massey, 1993, Schreier and Scharf, 2003).

Definition 1: The variance and pseudo-variance of a zero mean complex stationary
signal Z[t] are defined, respectively, as 0% = E[|Z|?] = E[(Z — uz)(Z — puz)*] and 6% =
E[Z?] = E[(Z — uz)(Z — puz)], where uy is the expected value of Z, E[-] is the expected
value operator and * is the complex conjugate operator.

Definition 2: A complex stationary signal Z[t] with 5% = 0 is called proper, otherwise
it is called improper.

Definition 8: The impropriety degree of a complex stationary signal Z[t] is measured
by its circularity coefficient Cy = |6%|/0%, and 0 < Cz < 1.

Note that the circularity coefficient of a complex signal represents the correlation
between the real and imaginary parts of the signal. Moreover, if a complex improper
signal is stationary, its variance, pseudo-variance and, consequently, circularity coefficient
are time invariant.

Besides the higher transmission rates that can be achieved by IGS for the IC, the
interest towards IGS has become greater lately, since it is possible to have extra degrees
of freedom for optimization when adopting IGS. This is because the signals’ received power
does not depend only on the channel quality, but also on the circularity coefficient C'z (Ho
and Jorswieck, 2012, Zeng et al., 2013a). These extra degrees of freedom give opportunities
to achieve even higher transmission rates in interference constrained networks, which is

the case of CR networks.
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The next chapter (Chapter 3) draw on these concepts to elucidate the methodology
used in this research, presenting the proposed system model as well as the means to

achieve the results shown in Chapter 4.
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CHAPTER 3

RESEARCH METHODOLOGY

In order to achieve the goals of this research, a system to assess the performance of
an underlay CR network in which secondary transmissions are subject to eavesdropping
is proposed. Then, for the same system model, two scenarios were evaluated: a more
simple one, where nodes locations were arbitrarily defined - Scenario 1; and another more
realistic one, where nodes locations were uniformly distributed over a cell of circular area -
Scenario 2. The information regarding the system model in the following section pertains
to both proposed scenarios. Their singularities regarding the system topology are detailed

within their own subsections.

3.1 System Model

The proposed system comprises five nodes: a primary transmitter (Source, S), a
primary receiver (Destination, D), a secondary transmitter (Alice, A), a secondary receiver
(Bob, B) and an eavesdropper (Eve, E), which spies on secondary transmissions (A—B).

In addition, all nodes are single antenna and it is assumed that the primary transmitter
S only uses PGS, whereas Alice can employ either PGS or IGS. This assumption is made
since in the underlay protocol there is no cooperation between PUs and SUs (Lameiro
et al., 2015, Amin et al., 2016b).

Main and interference channels coefficients between transmitter i and receiver j are
denoted by h;; and g;;, respectively. Here, i € {a,s}, j € {b,d,e}, and {s,d,a,b, e}
denote Source, Destination, Alice, Bob and Eve, respectively. All channels experience
quasi-static Rayleigh fading with equal block length and are independent.

Alice does not have full knowledge of all Channel State Information (CSI), since the
perfect knowledge of other users is difficult to obtain in practice (Chen et al., 2016).

Hence, it is assumed that only statistical CSI (SCSI) is available at the SUs, i.e., Alice
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only knows the approximate location of other users in the network, as in the the adaptive
transmission scheme presented in (Yan et al., 2014), (Chiodi et al., 2015) and (Oliveira
et al., 2018), in the optimization framework (Yan et al., 2014) and in the cooperative
scheme (Bordon et al., 2017). In other words, Alice is only aware of other channel gains
expected value, except from its direct link to Bob, hy,. The knowledge of other channels
SCSI can be done by estimating their position in the network or from indirect feedback
from band manager (Fan et al., 2016).

The average channel gains are given by \;; = d;.%, where d;; is the distance between

’L] ?
nodes and « is the path-loss exponent. Note that h;; and g;; depend on d;;, according to
the path-loss model previously stated.

The received signals at D, B and E at time ¢ are expressed, respectively, by

= \/Fshsdxs t]+ fgadma t] + nqlt], (3.1)
t] = \/Fahabxa t] + \/793b$8 t] + nplt (3.2)
= V/Puhaewa[t] + v/ Pagses[t] + nelt], (3.3)

where P, and P, are the Source and Alice’s transmit powers, respectively, z,[t] and z,[t]
are the transmitted signals by S and A, respectively and ng[t], ny[t] and n.[t] represent
the Additive White Gaussian Noise (AWGN), with power spectral density Ny, at D, B
and E, respectively.

In this work the analyses are normalized with respect to the bandwidth. Moreover,
unitary bandwidth is considered, then, the achievable rates are expressed in bits/s/Hz.
One can note that when normalizing the analysis with respect a unitary bandwidth, the
noise variance is equal to the noise power spectral density.

Therefore, when PGS is used, the signal-to-interference-plus-noise ratio (SINR) for

each 75 link can be written as
Pifhi;?

L7 3.4

where v is the proper SINR and k € {a, s} : k # i.

Since IGS signals are statistically circularly asymmetric, the degree of impropriety of
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Alice’s signal, z,[t], is measured by its circularity coefficient

C, =162, 1/02,, (3.5)

2

2 = E[|z,|?] and 62 = E[z?] are the variance and pseudo-variance of Alice’s
a a

where o
signal, respectively. Knowing that 0 < C, < 1, a signal is called proper if C, = 0;
otherwise, it is called improper (Schreier and Scharf, 2003).

Now, in order to express the mutual information between a transmitter employing IGS
and a receiver, it is more convenient to separate the received signal from the interference-
plus-noise terms at the receiver. Hence, when Alice adopts IGS and interference is con-
sidered as Gaussian noise, the circularity coefficients of the received signal and of the

interference-plus-noise signal at D can be expressed in terms of the circularity coefficient

of the signal transmitted by Alice (C,), respectively, as (Zeng et al., 2013a,b, Oliveira

et al., 2018):
C _ Pa|gad|2om
v Pa|gad|2+Ps|hsd|2+N0’
Pa|gad|2cx
C, = el 7T 3.6
¢ Pa|gad|2+N0 ( )

Then, using (3.6), the mutual information of the S—D link can be expressed as (Zeng

et al., 2013a, Oliveira et al., 2018):

1—C?
Ig =1ogy | (14 vsa) Yd (3.7)
1— C’Z?d

Since PUs only transmit using PGS, the improper interference-plus-noise signal, Cj,
(with [ € {b, e}), vanishes at the secondary side. The result is that the mutual information

for the A—B and A—E links can be expressed as

T =1og [(1+7a) /1 - C2] (3.8)
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where C, is the circularity coefficient of the signal received at [, given by:

Pa|hal|2cx

C, = )
o Pslgsl|2+Pa|hal|2+N0

(3.9)

It is noticeable that the SUs transmission rate can only be improved with IGS by
choosing C,, values that make the term inside the square root in (3.8) strictly positive.
Moreover, C,, and C;,, in (3.7), must be tuned properly to guarantee the QoS at the PUs,
ie., Iy > R,, where R, denotes a target primary transmission rate.

It is important to note that Bob and Eve are aware that Alice can transmit either
with PGS or IGS, in order to have a fair comparison between them.

Finally, regarding the interference constraint of the underlay paradigm, the secondary
power must be limited. Similar to (Lameiro et al., 2017) and (Oliveira et al., 2018), Alice’s
transmit power, P,, is limited with respect to R,. Then, making I,; = R, in (3.7), one

can compute P, as a function of R, as

 Pa— No(22R — 1)

pr — 1
HCo B) = = i Ty, TV (3.10)

where:
_ P2 4 CH(N2R — (No + AaPy)?)
B (1 —C2)2(228: —1)202, '

0, (3.11)

It is worth noting that all expressions from (3.7) to (3.11) return to the known PGS
case when C, = 0. As previously stated, both scenarios only differ in terms of the network
topology, hence, the following subsections portray the network topology for each proposed

scenario.

3.1.1 Scenario 1 - nodes with static locations

In this scenario, the five system nodes have their locations fixed at a given position,
as depicted in Fig. 3.1.
In order to suitably select the circularity coefficient C,. in this scenario, two different

settings regarding the relative distance between nodes were assessed, since channels gains
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Figure 3.1: Scenario 1 System Model Topology

are directly dependent on the distance between nodes. In both settings the distances
between nodes were normalized with respect to the distance between S and B (dg, = 1.0).

Hence, the following values for the remaining distances between nodes for the first and
second settings were considered, respectively, (I) dy = dog = 0.5, dsg = dge = 0.7 and
dse = 0.3; (I1) dpp = dge = 0.3 and dyg = dgg = dye = 0.7. Setting I illustrates a case

where it is most likely that Ay, = Augq, while Setting II depicts a case in which A\, > A4

3.1.2 Scenario 2 - nodes uniformly distributed

In Scenario 2, the primary network coverage area is a circular cell of radius R, where
S is located at the center of the cell, while D, A, and E are uniformly distributed within
the primary coverage area and B is located randomly within a circular region around A.

Consequently, the polar coordinates of A, B, D and E can be generated as

T'm = 5mR V Bmp

@m = 271—577127 (312)

where m € {a,b,d, e}, r,, is the node distance from S (or A, in the case of B), ©,, is the
angle of the node coordinates, respectively, o,,, with 0 < ¢,, < 1, denotes a fraction of the
radius R, which is not random. In addition, 3,,, and (,,, are random numbers uniformly
distributed in the real [0, 1] interval. Fig. 3.2 depicts a possible node distribution for this

system topology.
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Distance o Main Channel Interference Channel

Figure 3.2: Scenario 2 System Model Topology

Hence, in this scenario, the locations of the users are not arbitrarily defined. This is
a more realistic assumption since mobile users, for example, may be at different positions

in the network at a given time.

3.2 Secrecy Performance Analysis

Three secrecy metrics were adopted to assess the performance of the proposed system,
the Secrecy Outage Probability (SOP), the Secure Throughput (ST), and the Secure
Energy Efficiency (SEE).

The SOP can be defined as the probability that the mutual information of the legiti-
mate channel is less than or equal to that of the wiretap channel. Hence, when only SCSI

is available at the SU side and using (3.8), the SOP can be expressed as

(1+7a)* (1= Cj,) < Q2R
(1+ ’Vae)2 (1 - Cge)

Oy =Pr[ly — I, < R))=Pr , (3.13)

where R is the target secrecy data rate.
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In addition, finding the Cumulative Distribution Function (CDF) of the random vari-
able |hq|?, which is exponentially distributed due to the Rayleigh fading assumption, one
can show, in a similar way as (Gaafar et al., 2017), that a closed-form expression for the

system SOP can be expressed as (Oliveira et al., 2018):

o [

The upper limit of the integral in (3.14) is obtained by solving the inequality in (3.13)

|hab| ¢
d|hab|2 =1—exp <——> . (3.14)
)\ab

with respect to hy, and is found to be

Ps gy + N /
w — Pe)\ei“l‘Ng P )\Sb B NO

(1_03) a ’

(3.15)
where
B = C2(Ny + Pohse)? — 2254 (1 — C)[(CoPudae)? — (Podae + Pidse + No)?.  (3.16)

The closed-form expression found in (3.14) is already a result of this research. One
can note that the lower the v value, the lower the SOP as well. Moreover, note that I,
n (3.8), decreases with the increment of C,. However, Alice can increase its transmission
power, because by transmitting improper signals, the interference caused at PUs is lower
compared to what it would have been if PGS was used. Then, it is possible for the SUs
to increase their achievable rate and, consequently, achieve lower SOP values. This be-
havior is due to the fact that complex improper signals, since its in-phase and quadrature
components are correlated, has lower differential entropy compared to complex proper
signals.

Thus, when interference is treated as noise, an improper interference increases the
achievable rates in scenarios with interference constraints. Consequently, achieving lower
SOP values depends on a trade-off between how much improper will the signal be and
with how much power will it be transmitted, i.e., a trade-off between C, and P, ;as,

without forgetting to meet the R4 constraint. In addition, since the SOP is related to the
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ratio between I, and [,., there is a high dependency of the SOP on the average channel
gains and on the distance between nodes.

In practical implementations, Alice and Bob can always decide to transmit with PGS
if better results can be achieved regarding some performance metric (SOP or power con-
sumption). In terms of the SOP, it is only necessary to verify the inequality O jqs <
Os pas: if true, use IGS, else, use PGS. Although, solving the inequality for C, is a very
complicated task, meanwhile its numerical solution is trivial. This is why in Scenario 2
the assessment of the system performance is made by means of optimization problems.

In a scenario where it is only mandatory to respect a SOP threshold, one could even test
what scheme, PGS or IGS, meets the condition and, in case both PGS and IGS are below
the SOP threshold, SUs could pick the one whose power consumption or computational
cost is lower.

Then, it is possible for the SUs to increase their achievable rate and, consequently,
lower SOP values can be achieved by optimizing the transmission parameters C, and
P,. Naturally, this optimization must respect the underlay interference constraint, here
imposed by Rj.

From the previous analysis one could estimate the achievable SOP that guarantees a
target secrecy rate. Similarly, it is possible to attain the secrecy rate that can be achieved
to ensure a target SOP, i.e., a maximum allowable value for the SOP, say O™,

Note that ensuring a target SOP can be done by guaranteeing that the achievable rate
at the secondary side, R,, respects this predefined SOP threshold. Hence, an expression
that gives R, as a function of O is necessary. Solving (3.14) with respect to R, and
making O, = O gives:

R(0") = 1og, [g—} | (3.17)
4

where

(No + Pdse)*(No + Pidgy — (1 — C2) P Ay log [1 — O])?
(NO + PsAsb)2 7

(3.18)

03 = C*(Ng + Pi)se)® —
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and
01 = (1 — C?) ((CoPudae)’ — (No + Pidae + PiAse)?) . (3.19)

Since it is not possible to achieve Oy = 0, then, to evaluate the energy efficiency
of the system with security constraints, the SEE metric is adopted, which is related to
the throughput at the secondary side. For the adaptive scheme, i.e., when the only
instantaneous channel gain available to the SUs is the one from the direct link, |hq|?, the

effective Secure Throughput (ST) can be expressed as (Yan et al., 2014):
T = Ra(1 = Oy), (3.20)

where R, may be substituted by R and O, by O™, depending on the case: when making
O, = O™ in (3.20), it is possible to find R, using (3.17); on the other hand, when making
R, = R in (3.20) one can find O, using (3.14).

Note that T, represents the number of bits per channel use that can be safely trans-
mitted from Alice to Bob.

Nonetheless, only the effective ST does not impose any constraint regarding the max-
imum allowable SOP. Then, in (Monteiro et al., 2015), the authors propose a variation of

the effective ST, limiting 7 as:

T, if O, < O™,
T = (3.21)

0, if O, > O

Hence, the O™ is taken into account when calculating the effective ST in the afterwards
optimization problems, and 7y is obtained using (3.21).
Additionally, it is possible to define the SEE as the ratio between the effective ST and

the secondary transmit power. Using (3.21), the SEE can be expressed as

by

s , (3.22)
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where 7, is the SEE in bits/Joule/Hz (bits/J/Hz).

Unfortunately, due to the mathematical intractability of the expressions regarding
the mutual information between users when transmitters adopt IGS (Zeng et al., 2013a,
Lagen et al., 2016, Gaafar et al., 2017, Lameiro et al., 2017, Oliveira et al., 2018), finding
closed-form expressions that indicate precisely when IGS is more beneficial than PGS in
general scenarios turns out to be a very complicated task. Nonetheless, assessing such
systems via a numerical approach is trivial.

Therefore, in the next section two optimization problems are defined, one for the SOP
and another involving R,. These optimization problems were solved only for the analysis
of Scenario 2, since in Scenario 1 we were concerned in validating the feasibility of the

analytical expression found as a result of adopting IGS for secrecy reasons in CR networks.

3.3 Optimization Problems

The goal is to minimize the SOP given in (3.14) and maximize the ST given in (3.21)
by finding optimal values of P, and C, simultaneously, as well as respecting the underlay
interference constraint given by (3.10). In this work, we resort to Genetic Algorithms
(GAs) to solve the proposed optimization problems. That is why in the next subsection
a brief explanation on the basis of GAs and why they are suitable for this research is

presented.

3.3.1 Genetic Algorithms

The idea of employing optimization techniques in this research is to provide a design
framework which optimizes system parameters while maintaining an acceptable QoS at
the PUs. The objective is to optimize some secrecy performance metrics, e.g. minimizing
the SOP, or pursuing maximal secure rates. However, finding optimal expressions through
classic differential optimization techniques is not trivial. For example, the computational
cost associated to an exhaustive search method makes it unfeasible as an option. On the

other hand, a GA is more suitable for this kind of problem. While it is true that for
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smooth and unimodal spaces GAs may perform poorly when compared to gradient-ascent
algorithms, they tend to be competitive or even surpass the performance of other non

domain-specific methods when (Mitchell, 1998):
e the search space is large or it is known that it is not perfectly smooth and unimodal;
e the search space is not well understood;

e the task does not require a global optimum to be found or, in other words, if finding

a sufficiently good solution quick is good enough.

One can note that all the aforementioned characteristics are common to the problem
of this research. Therefore, using GAs is suitable for this kind of problem since the
expressions are non linear and the nodes locations in the system are stochastic. Moreover,
since we are focused on demonstrating the feasibility of adopting IGS to enhance the
secrecy performance of CR networks, regarding some performance metrics, using GAs
represents a feasible technique (Lopez et al., 2014).

Basically, a GA firstly creates a random set of feasible individuals that solve the prob-
lem. A candidate may be composed by any number of system parameters or variables.
After this first generation is tested, the best-fitted candidates are kept for the next genera-
tion, sometimes called the “elite count” or “champions”. Other individuals from this first
generation are subjected to crossover and mutation operations (Mehboob et al., 2016).

Crossover and mutation changes the next generation individuals slightly, compared to
their parents. A crossover mixes two individuals of the previous generation to create a
new one, and a mutation changes randomly the individual, without any relation to others.
The idea is to enhance the chances of finding global optima.

This process goes on until a best individual is found. Common ways to end the
optimization are when a found solution satisfies minimum criteria or when a fixed number
of generations is reached. In this work, we use the latter stop criteria.

Due to the inherent randomness of the nodes positions in Scenario 2 and, consequently;,
of the mutual information between them, the GA that optimizes the system performance

metrics is run several times, one for each network node distribution. In each topology,
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the positions of the nodes are drawn again, according to (3.12). After running for M
different topologies, the mean of the optimized parameters are computed, analogous to
a Monte-Carlo simulation. Hence, for each one of the M different network topology, the

GA is run until the maximum number of generations.

Algorithm 1 Genetic Algorithm

1: p1

2: create a random initial population pg of size ¢

3: set current population p, equal to pg

4: repeat

5: evaluate each member of p, according to its fitness value
6: assign a rank to each member of p, based on its fitness
7 compute the expectation of each member of p, based on its rank
8  if PF < P} then

9: P, + P}
10: else
11: P, « Pl
12: end if
13: select (p, parent individuals
14: create (. crossover children from the parents
15: create (,,, mutation children from the parents
16: select (. elite individuals
17: replace the current population

18: p+—p+1
19: until the maximum number of generations is reached

The pseudo code for the optimization process described above can be seen in Algorithm
1, where the superscript * denotes the optimum value of a variable or the best performance
of this generation. Note that the main objective of the optimization process described
in Algorithm 1 is the adequate optimization of C, and P, at the same time. Thus, both
variables compose individuals of each population, and their fitness value depends on the
performance metric being assessed.

In addition, denoting (., ¢,, and (. as the number of crossover, mutation and elite
individuals in the population, the population size is given by ( = (. + (,, + (.. If ( and
(. are fixed values, the number of crossover and mutation children can be determined
through the crossover fraction, defined as k = (./((. + (n)-

In order to exploit the trade-off between the degree of impropriety and the secondary

transmit power, two problems were formulated, as shown in the next subsections.



39
3.3.2 Problem I - Minimizing the SOP

The first problem minimizes the system SOP by finding optimal combinations of P,

and C, concurrently. It is formulated as:

min  O,(P,, C,, Rt

Paycz
S.t. O S Pa S Pamagm (323)
0<C, <1,
R, = R™.

where P,

Gmax

is Alice’s maximum hardware power. Note that the problem constraints are
treated as lower and upper bounds of the problem variables. Moreover, the underlay
interference constraint is within the P expression in (3.10). With the found values of
O, the effective ST (3.21) and the SEE (3.22) can be obtained subsequently, given a

predefined R'".

3.3.3 Problem II - Maximizing the ST

The second problem involves the ST metric. It is desirable that the system can
transmit the highest number of bits in any transmission attempt. In this regard, it is
worth noting that, since it is interesting to maintain the SOP always below a predefined
threshold, O, maximizing the effective ST is the same as maximizing R, itself. Hence,
a fair and unbiased sub-optimal approach is to maximize the secondary achievable rate

in (3.17), and Problem II can then be formulated as

max Ry(P,, Cy, (’)th)

Pa,Co
st. 0< P, <P,., (3.24)
0<C, <1,
O — Oth.

Similarly to Problem I, with the found values of R}, the effective ST (3.21) and the

SEE (3.22) can be obtained subsequently.
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3.3.4 GA parameter tuning

Before running the GA on the problems themselves, it is necessary to find which
GA parameters attain better performance while solving the formulated problems for the
proposed system model Scenario 2. The idea is to find which values of some optimization
parameters attain a sufficient result and, therefore, there is no need to increment them
anymore.

The following GA parameters were tested for Problems I and II: the crossover fraction,
the number of generations and the population size of each generation. In each of the
tunings, the optimum values of the performance metrics, the SOP and the ST, hereinafter
denoted by O and 7], respectively, were evaluated as functions of the parameter of
interest for M = 10* different network topologies, starting with 10 generations.

For example, for each topology, the best result obtained in the first generation is
estimated and stored. Then, the number of generations is incremented, and in the next
round of optimization, the best result is again estimated and stored. The result always
becomes better while increasing the generation number, since in the first round, the
selected individual corresponds to an elite one, which can not be eliminated, only replaced
by another individual which attains better result in the next iteration. Then, the different
topologies values are averaged for each stored generation value.

Other system parameters used to tune the GA are shown in Table 3.1.

Table 3.1: Simulation Parameters

R = 100 units of length Ny =1
P, .. =20dB P, =20dB
Ry, =R, =1bits/s/Hz | 6, =04 =109, =1
0, = 0.1 a=4
O =0.1 M = 10*

The tuning proceeded selecting a population of 100 individuals and 100 generations to
find the crossover fraction. Then, with the selected crossover value and 100 individuals, the
number of generations was determined and, finally, the minimum number of individuals

required was obtained.
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Then, the expected value and the variance associated with the C, value for several
different GA starting points were evaluated (Table 3.2). Each evaluation with different

starting points was called an experiment. The simulation parameters were the same as

those presented in Table 3.1.

Table 3.2: C, expected value and variance for different GA starting points

Experiment | 1 2 3 4 5
E[C,] 0.2247 | 0.2329 | 0.2321 | 0.2314 | 0.2275
Var[C,] 0.1443 | 0.1486 | 0.1479 | 0.1475 | 0.1482

One can see that there is no significant variation in the results, regardless of the initial
values used by the GA. This result indicates that the GA is converging to values close to
a global optimum.

Hence, after tuning the aforementioned parameters, to obtain the results shown in
Chapter 4 the following values for the GA variables were adopted for both Problems I
and II: 0.6 for the crossover fraction, 30 generations for each optimization run and, for

each generation, 30 individuals (population size).
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CHAPTER 4

RESULTS AND DISCUSSION

This Chapter presents results regarding both topology scenarios, illustrating the pre-

vious findings of this research.

4.1 Scenario 1 Numerical Results

In this section, numerical results are provided in order to illustrate the findings for
the scenario where nodes locations were static. For the Scenario 1, it was assumed that
transmit power of the secondary source S was P; = 10 dB. Moreover, in the following
sequence of figures, Monte Carlo simulations are represented by red circles.

In Fig. 4.1 the system SOP (3.14) was analyzed as a function of C,, assessing whether
IGS is beneficial to the SOP. It is shown that employing PGS is a slightly better strategy
for the SUs when P,

Gmax

< Py in both distance settings. When P, = P, = 10 dB, there

max

is a clear behavior change among the two distance settings. For distance Setting I, IGS

can be beneficial to the system performance, as noticeable from the dashed blue lines.
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In addition, when P, . > P;, employing IGS is always a better strategy for the SUs.

This result confirms the premise that IGS allows Alice to enhance its transmit power
without degrading the performance of the primary network. However, Settings I and II
differ with respect to the optimal degree of impropriety to be employed. Hence, due to
the analysis presented in Fig. 4.1 the results hereinafter are obtained adopting C, = 1.0
for distance Setting [ and C, = 0.9 for distance Setting II.

Now, in order to analyze the system secrecy performance when Alice employs PGS or

IGS, in Fig. 4.2 the SOP is plotted as a function of P, It is noticeable that IGS can

max *

be beneficial to the secrecy performance of the system if Alice’s power is high enough.
At some point, the SOP when Alice employs PGS remains constant, indicating that no

more benefits could be obtained even when P, increases. From this point on, adopting

IGS is a better strategy for the SUs. This result is aligned with the behavior difference
between the two distance settings, and the exchange point to obtain lower SOP with IGS

is related to the ratio between P, and P, Thus, when adopting an optimal C, it is

Amax *

possible to attain better system performance without affecting the PU performance for

both distance settings.
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Fig. 4.3 shows the SOP as a function of P, and considering P, . = 15 dB. It can

max

be noticed that, as P, increases, employing IGS is not the best strategy for the SU in



terms of the SOP for both distance settings. However, when P, < P,
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there is a larger

max

performance gain region for IGS over PGS in distance Setting I.
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Figure 4.3: Scenario 1 Secrecy Outage Probability vs. the Source transmission power

A last interesting analysis is to observe the performance of the system in Scenario 1

when Eve is no longer at a fixed position. In this scenario, S, D, A and B are located

at coordinates [1,1], [0.5,0.5], [1,0] and [1.5,0] on a bi dimensional Cartesian plane,

respectively. Eve coordinates on this Cartesian plane are denoted by |[x,y], where z =

y = p. Through Monte-Carlo simulations, Fig. 4.4 shows the SOP as a function of p

while Eve moves from [0, 0] to [1, 1], with increments of 0.1 in both axis simultaneously.
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As Eve moves farther from D, the value of the system SOP decreases for both PGS
and IGS signaling. However, when p > 0.6, IGS attains better performance than PGS,

since it can reach lower values of SOP when P, = 20 dB. This result confirms the

Gmax

potential gain that can be attained using IGS for security interests, indicating that the

initial idea of this work is feasible in practice.

4.2 Scenario 2 Numerical Results

This section presents the results of the analysis when the location of the nodes were
uniformly distributed over a circular area cell. The final results are obtained through the
mean of the M = 10* optimization rounds, one for each system nodes random distribution.

Other parameters to obtain the following results are shown in Table 3.1.

4.2.1 Primary Transmit Power Influence

First, the system performance was assessed when the primary transmitter power was
increased. The optimal values of the degree of impropriety and of the secondary transmit
power as functions of P, for the M optimization rounds are shown in Table 4.1.

Table 4.1: Optimal degree of impropriety and secondary transmit power vs. the primary
transmit power

P, [dB] 0 10 [20 [30 |40
C* min O, 059 | 045 | 022 |0.10 |0.05
C* max R, 048 | 041 |023 |0.11 |0.06

P:[dB] min O, | 17.65 | 18.98 | 19.61 | 19.66 | 19.47
P’[dB] max R, | 16.73 | 18.11 | 18.76 | 18.92 | 18.97

The optimal signal tends to be proper when P; increases. On the other hand, when

P, < P,, .. = 20 dB, higher values of C7 are found. In addition, regarding the analysis
in Fig. 4.5, the use of GA allows to obtain the best performance of the system in terms
of SOP for all values of S’s transmission power. When P; < P,, the performance of the
maximally improper scheme is greater than that of the PGS, due to the lower impact

of the improper interference. However, when P, > P,, the scheme tends to the classic
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underlay paradigm, and the performance of the PGS system exceeds that of the maximally

improper in terms of SOP.
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Figure 4.5: Scenario 2 Optimal Secrecy Outage Probability vs. the primary transmit
power

When maximizing R, (Fig. 4.6), the system performance, assessed through the ef-
fective ST, also deteriorates when P; increases. Nonetheless, for higher values of P,
optimizing C, and adopting PGS attain the same performance. Moreover, when maxi-
mizing R, the IGS-GA scheme obtains the best performance in terms of the effective ST
for all values of P,. However, the benefits over the PGS scheme for P, > 35 dB are not
significant. In addition, the maximally improper scheme has the worst performance in
terms of the effective ST, being 3 bits/s/Hz lower than that of the PGS scheme when
P, =P,.

Finally, another interesting analysis is to observe how efficient the proposed system
can be in terms of energy spent for each transmitted bit. Fig. 4.7 depicts the SEE as a
function of P,. In terms of the SEE, the best performance is still obtained through the
PGS scheme for all P, values. Nonetheless, for P, > 35 dB the IGS-GA scheme presents
results very close to those obtained by the PGS one. In addition, when IGS is used with
C, = 1 the energy efficiency of the system drops to 60% when compared to the IGS-GA

scheme.
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This is an expected result, since the SEE metric, n,, requires lower values of P,, but
the IGS scheme achieves its benefits precisely by increasing the transmission power due
to the lower differential entropy of improper signals, i.e., a less harmful interference at

the PUs.
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4.2.2 Network Topology Influence

Afterwards, the system was assessed when Alice moved away from S in a straight line,
starting with 9, = 0.1 to ¢, = 1.0 with increments of 0.1, up to the border of the circular
cell.

Table 4.2 shows the optimal values of the degree of impropriety and of the secondary
transmit power for each value of §,. The optimal degree of impropriety decreases when
Alice moves farther from S, either when optimizing the SOP or R,. Nonetheless, C% is
never equal to zero. Regarding the secondary transmit power, P, almost reaches P,

Umaz

independently of the ¢, value, either when minimizing Oy or when maximizing R,.

Table 4.2: Optimal degree of impropriety and secondary transmit power vs. the d, portion
of the cell radius

g 0.1 0.3 0.5 0.7 0.9
C» min O, 027 1030 |0.27 |0.23 |0.19
Cr max R, 029 029 0206 |0.22 |0.19

P;[dB] min O, | 16.23 | 19.65 | 19.61 | 19.60 | 19.64
Pr[dB] max R, | 5.53 | 1858 | 19.01 | 19.19 | 19.31

Fig. 4.8 shows the optimal SOP as a function of §,. In terms of SOP the IGS-GA
scheme is the one with the best performance regardless of the relative position of Alice
with respect to S, although its superiority over PGS is not significant when Alice is very
close to S. When Alice is close to S (0, < 0.4), using PGS is more convenient than using
maximally IGS. On the other hand, when Alice is away from S (d, > 0.4), using IGS with
C, = 1 is more convenient than PGS.

In addition, Fig. 4.9 depicts the effective ST as a function of d,. This result was
attained using (3.21) after maximizing R,. It is noticeable that the optimal performance
is similar to the case when PGS is used, however the value of 7 always increases as 9,
also increases.

Moreover, in terms of the effective ST, the performance of the IGS-GA is better for
all values of §,, increasing the difference when Alice is farthest from S. The benefits of
PGS over maximally improper signals are significant, and they increase while Alice moves

away from S, being 2 bits/s/Hz when Alice is at the midpoint of the coverage range, and
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4 bits/s/Hz when Alice is near the edge of the primary cell.

Later, the system secrecy performance is evaluated when Alice coverage area increases,
i.e. 0, increases. The results are shown in Table 4.3 and Fig. 4.10 and 4.11. One can note
that C remains almost constant as J, increases, either when minimizing Oy or maximizing

R,. Nonetheless, the best performance is achieved when C, is approximately 0.25, that
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is, neither PGS nor maximally IGS are being used.

Table 4.3: Optimal degree of impropriety and secondary transmit power vs. the 9, portion
of the Alice cell radius

O 0.1 0.3 0.5 0.7 0.9
C» min O, 023 1023 1023 |0.24 |0.25
Cr max R, 023 1025 026 |0.28 |0.28

Pf[dB] min Oy | 19.59 | 18.29 | 16.31 | 14.27 | 11.23
P*[dB] max R, | 18.56 | 13.70 | 9.83 | 6.96 | 4.43

Observing Table 4.3, it is clear that P always decreases when Bob may be farther
from Alice. However, P decreases faster when maximizing R,. This behavior is due to
the fact that, when Alice coverage area is larger, it is more difficult to achieve higher rates

while respecting the O
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Figure 4.10: Scenario 2 Optimal Secrecy Outage Probability vs. the ¢, portion of the
Alice cell radius

Regarding the O as a function of ¢, shown in Fig. 4.10, it is noticeable that, in
the proposed scenario, there is no significant difference in terms of the SOP whether Bob
lies near or far from Alice, and whether IGS-GA, PGS or a maximally improper signal is
employed.

When looking at 7. as a function of d,, depicted in Fig. 4.11, it can be noted that

the effective ST decreases when Alice’s coverage area becomes larger, and the maximally
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improper case attains the worst performance.
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The analysis based on the distance between Alice and Bob also allows to demonstrate
the superiority of the IGS-GA scheme over the other schemes, being more significant when
both SUs are closer. It should be noted that when the distance between Alice and Bob
is less than 10% of the radius R, the benefit of using IGS-GA over maximally improper
signals in terms of 7 is of the order of 3 bits/s/Hz, which represents almost 66% of the

effective ST when a maximally improper signal is employed.
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CHAPTER 5

CONCLUDING REMARKS

Based on the fact that asymmetric signals can achieve higher transmission rates in
networks with interference constraints, due to their lower differential entropy when com-
pared to proper ones, we proposed employing Improper Gaussian Signaling to enhance
the secrecy performance of wireless networks.

Specifically, we focused on the Physical Layer Security analysis of an underlay Cogni-
tive Radio network, in which unlicensed users are being eavesdropped and may transmit
using improper signals. The PLS metrics adopted in this research were three: the Secrecy
Outage Probability, the Secure Throughput and the Secure Energy Efficiency.

In the proposed system model, we assumed quasi-static Rayleigh block fading and
single antenna nodes. In addition, we considered that only statistical CSI was available
at the secondary side, except for the direct link between the secondary transmitter and
receiver. For this system model, we analyzed two different topology scenarios: one where
the location of the network nodes is arbitrarily defined (Scenario 1); and another one more
realistic, in which network nodes were randomly distributed within the coverage area of
a primary transmitter (Scenario 2).

Studying Scenario 1, a closed form expression for the Secrecy Outage Probability
was derived, and the Results showed that IGS can be beneficial to the system secrecy
performance, as initially expected. These results are the first regarding the use of IGS to
enhance the PLS of CR networks.

Later, when analyzing Scenario 2 and using the SOP analytical expression previously
derived, the secrecy performance of the proposed network was optimized with the aid
of Genetic Algorithms. For this optimization assessment, results indicate that, for the
Interference Channel, when searching for lower secrecy outage probabilities it is always a

better strategy for the SUs to adopt some degree of impropriety in their transmissions.
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In addition, adopting IGS can also improve the achievable secure rates at the SUs side
in underlay CR networks. However, in terms of the energy efficiency of the system,
optimizing only the secondary transmit power while employing PGS achieves the best
performance.

The results presented in this work are promising, since in many wireless channels
there are interference constraints and IGS could attain better performance than PGS, the

current paradigm.

5.1 Future Works

The main ideas for future research include extending the secrecy analysis to different

system models when users are able to employ improper signals. For example:

e analyzing the secrecy performance of CR networks in the interweave protocol, ex-

tending the research made in Hedhly et al. (2017);

e analyzing the secrecy performance of CR networks in the overlay protocol, extending

the research made in Amin et al. (2016a);

e propose a system model in which PUs and SUs are able to employ IGS and cooperate
with each other to achieve better secrecy performance at both sides of CR networks,

as in Al-Talabani et al. (2016);

e propose lower complexity algorithms which enhance not only the secrecy perfor-
mance of the system, but also lower the computational costs of the joint optimization

proposed in this research.

Other possible unfolding of this research would comprise adding other PLS techniques
to the already proposed system model with IGS, such as diversity and cooperative diver-

sities, beam-forming or artificial noise. Some possible ideas are listed below:

e considering nodes with directional antennas based on the knowledge of the secondary

receiver location;
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e consider cooperative communication scenarios, in which Full-Duplex relay nodes
could transmit adopting improper signals, since a Full-Duplex scheme involves the

auto interference of the relay node (Gaafar et al., 2016b, Kariminezhad et al., 2017);

e consider the possibility of SUs transmit artificial noise to confuse the eavesdropper in
a given time slot. This noise could be proper, whereas the message to the legitimate

secondary receiver itself could be transmitted with improper signals.

Future works could involve the proposition of better coding schemes for improper sig-
nals, aiming to find more secure alphabets for wireless communications networks with
interference constraints, inspired by the works presented in Bloch et al. (2015) and San-
tamaria et al. (2018).

Finally, stepping out of the secrecy area, future works could focus on the performance
analysis of network coding coupled with the adoption of improper signals, extending works
such as the one presented by Gabriel et al. (2018). Another interesting research line which
could be explored is the application of IGS coupled with the promising paradigm of the
network slicing, in order to enhance achievable transmission rates in sliced portions of a

shared network.
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